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ASI: Efficiently Mitigating Speculative Execution
Attacks with Address Space Isolation
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Speculative execution attacks, such as L1TF,MDS, LVI pose significant security risk to hypervisors andVMs. A
complete mitigation for these attacks requires very frequent flushing of buffers (e.g., L1D cache) and halting
of sibling cores. The performance cost of such mitigations is unacceptable in realistic scenarios. We are
developing a high-performance security-enhancing mechanism to defeat speculative attack which we dub
Address Space Isolation (ASI). In essence, ASI is an alternative way to manage virtual memory for hypervisors,
providing very strong security guarantees at a minimal performance cost. In the talk, we will discuss the
motivation for this technique as well as initial results we have.
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