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Kernel Testing Landscape

● Individual contributors (developers, maintainers):
→ Only run tests on their workstations / dev boards

● Distros, OEMs, SoC/CPU vendors
→ Only run tests on their own hardware

● Intel 0-Day (LKP)[1]

→ Only runtime tests on Intel x86
● Syzkaller: fuzzing with system calls[2]

→ Does not replace functional testing
[1] https://01.org/lkp
[2] https://syzkaller.appspot.com/upstream 4

https://01.org/lkp
https://syzkaller.appspot.com/upstream


Open Testing Philosophy

Automated test systems are stronger together

● One upstream Linux kernel, one KernelCI
● More than open source tools:

○ Combined test data
○ Shared hardware pools
○ Common workflow
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Testing systems
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0-Day

syzbot . . .



Testing dashboards
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Testing reports
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LPC2019 - CKI hackfest
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LPC2019 - CKI hackfest
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Standardizing reporting
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https://xkcd.com/927/

https://xkcd.com/927/


12https://www.maxpixel.net/Sunrise-Rising-Sun-Clouds-Sky-Sunset-Sun-Heaven-153600

https://www.maxpixel.net/Sunrise-Rising-Sun-Clouds-Sky-Sunset-Sun-Heaven-153600


Native tests from kernelci-core

The Bigger Picture
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KernelCI
Backend

KCIDB

kci_data

syzbot

0-Day

Static
checks

LAVA labs

Custom labs

Your system here

work in progress

Linaro
LKFT

https://github.com/kernelci/kernelci-core


How to submit data?  3 Options...

1. LAVA lab
Callbacks sent automatically to KernelCI backend API
Native support in KernelCI
Automated bisection

2. Generic KernelCI API
kci_data submit --data-file=results.json
https://gist.github.com/gctucker/79821ceb98313c6d832a8fed5522fbda

3. KCIDB
What this talk is about :)
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https://gist.github.com/gctucker/79821ceb98313c6d832a8fed5522fbda


The Smaller Bigger Picture

15

Submitter A

Submitter B

Submitter C

Submitter D

DB
Revisions

Builds

Tests

Builds

Tests

Revisions

DashboardSubscriptions

JSON



Command-Line Tools
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Python 3 Library
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Prototype Dashboard
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https://staging.kernelci.org:3000/

https://staging.kernelci.org:3000/


WIP Alternative Dashboard (CKI)
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https://datawarehouse.cki-project.org/kcidb/revisions/2

https://datawarehouse.cki-project.org/kcidb/revisions/2


PoC Reports

20
https://groups.io/g/kernelci-results-staging/search?p=...

https://groups.io/g/kernelci-results-staging/search?p=Created,,%22+failed+for+%22,20,2,0,0


Schema
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Object Hierarchy
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Gradual Reporting
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Gradual Reporting
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Gradual Reporting
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TestBuild

Object IDs
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Revision

id

revision_id build_id

<submitter>:<ID>id <submitter>:<ID>id<commit hash>



TestBuild

Required Fields
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Revision

id

revision_id build_id

id id

<submitter>origin

<submitter>origin <submitter>origin

<commit hash> <submitter>:<ID> <submitter>:<ID>



Revision TestBuild

Ramping Up
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revision_id build_id

<submitter>:<ID>id <submitter>:<ID>id

<submitter>origin <submitter>origin

start_time

<commit hash>id

< submitter >origin

discovery_time

git_repository_url

git_commit_hash architecture description

status

start_time



Revision TestBuild

Ramping Up

29

revision_id build_id

<submitter>:<ID>id <submitter>:<ID>id

<submitter>origin <submitter>origin

start_time

<commit hash>id

< submitter >origin

discovery_time

git_repository_url

git_commit_hash

git_commit_name

architecture

log_url

output_files

description

status

start_time



Revision TestBuild

Ramping Up
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revision_id build_id

<submitter>:<ID>id <submitter>:<ID>id

<submitter>origin <submitter>origin

start_time

<commit hash>id

< submitter >origin

discovery_time

git_repository_url

git_commit_hash

git_commit_name

patch_mboxes

architecture

log_url

output_files

description

status

start_time

environment



Escape Hatch
TestBuildRevision

misc misc misc

{
  "whatever": [
    "JSON"
  ],
  "you": "want"
}

[
  "for",
  "adding",
  "more data",
  "to be",
  "formalized"
]

{
  "for": [
    "debugging"
  ]
}
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Issues - Accommodating Syzbot
TestBuildRevision

Issue Incident
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Issues - Accommodating Syzbot
TestBuildRevision

Issue Incident

33



Linters - Accommodating 0-Day
BuildCheckRevision Test
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Snippets - Accommodating 0-Day
Revision TestBuild

revision_id build_id

<submitter>:<ID>id <submitter>:<ID>id

<submitter>origin <submitter>origin

log_url

<commit hash>id

< submitter >origin

log_url

output_files

name

url
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Snippets - Accommodating 0-Day
Revision TestBuild

revision_id build_id

<submitter>:<ID>id <submitter>:<ID>id

<submitter>origin <submitter>origin

log_url

<commit hash>id

< submitter >origin

log_url

log output_files

log name

url

content

36



All The Details

JSON Schema v3

https://github.com/kernelci/kcidb/releases/download/v6/kcidb.v3.0.schema.json
37

https://github.com/kernelci/kcidb/releases/download/v6/kcidb.v3.0.schema.json
https://github.com/kernelci/kcidb/releases/download/v6/kcidb.v3.0.schema.json


From Dashboard

to Dashboard
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Revision Example - origin

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=...
39

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=c9c9735c46f589b9877b7fc00c89ef1b61a31e18


Revision Example - origin

https://staging.kernelci.org/test/job/mainline/branch/master/kernel/v5.8-13377-gc9c9735c46f5/
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https://staging.kernelci.org/test/job/mainline/branch/master/kernel/v5.8-13377-gc9c9735c46f5/


Revision Example - origin
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Revision Example - JSON

42



Revision Example - dashboard

43
https://staging.kernelci.org:3000/d/revision/revision?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/revision/revision?orgId=1&var-id=c9c9735c46f589b9877b7fc00c89ef1b61a31e18


Revision Example - dashboard
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https://staging.kernelci.org:3000/d/revision/revision?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/revision/revision?orgId=1&var-id=c9c9735c46f589b9877b7fc00c89ef1b61a31e18


Revision Example - dashboard

45
https://staging.kernelci.org:3000/d/revision/revision?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/revision/revision?orgId=1&var-id=c9c9735c46f589b9877b7fc00c89ef1b61a31e18


Build Example - origin

https://staging.kernelci.org/build/id/5f378e893e63ac340ab5009e/
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https://staging.kernelci.org/build/id/5f378e893e63ac340ab5009e/


Build Example - JSON
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Build Example - dashboard
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https://staging.kernelci.org:3000/d/build/build?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/build/build?orgId=1&var-id=kernelci:staging.kernelci.org:5f378e893e63ac340ab5009e


Test Example - origin

https://staging.kernelci.org/test/case/id/5f378eee3e63ac340ab500b3/
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https://staging.kernelci.org/test/case/id/5f378eee3e63ac340ab500b3/


Test Example - JSON
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Test Example - dashboard
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https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=kernelci:staging.kernelci.org:5f378eee3e63ac340ab500b3


Test Example - origin
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Test Example - JSON
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Test Example - dashboard

https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=...
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https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=redhat:114353810


Correlation
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Correlation - Revision IDs
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commit hash
or

  commit hash+patchset hash



Correlation - Revision IDs
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or
1f0f2250fd11c4fb+b0d479287382a5

71d4db6a7b342d54cd



Correlation - Patchset Hash

58



Test Catalog
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https://github.com/kernelci/kcidb/blob/master/tests.yaml

https://github.com/kernelci/kcidb/blob/master/tests.yaml


Test Catalog
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https://github.com/kernelci/kcidb/blob/master/tests.yaml

https://github.com/kernelci/kcidb/blob/master/tests.yaml


Test Catalog
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https://github.com/kernelci/kcidb/blob/master/tests.yaml

https://github.com/kernelci/kcidb/blob/master/tests.yaml


Test Catalog
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https://github.com/kernelci/kcidb/blob/master/tests.yaml

https://github.com/kernelci/kcidb/blob/master/tests.yaml


Test Path
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Test Path
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Test Path

65
https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=redhat:112597281


Test Path
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https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=...

https://staging.kernelci.org:3000/d/test/test?orgId=1&var-id=redhat:112597281


Test Path
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Test Path Descending
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Environment
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Environment
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Environment ID
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Submitter-supplied



Environment similarity
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Levenshtein distance over JSON?

Weighted property comparison?



Subscriptions and 
Notifications
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Developers in Control
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Submitter A

Submitter B

Submitter C

Submitter D Subscription

repo: scsi

branch: master

test: blktests

     linux-scsi

Subscription

repo: stable-queue

     stable

repo: linux-stable

repo: linux-stable-rc

DB



Subscription Example
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https://github.com/kernelci/kcidb/blob/master/kcidb/subscriptions/linux_stable.py

https://github.com/kernelci/kcidb/blob/master/kcidb/subscriptions/linux_stable.py


A PoC Report
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A PoC Report
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A PoC Report
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A PoC Report
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A PoC Report
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A PoC Report
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Submission Interface
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Shell
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Python 3
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kernelci-backend
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https://github.com/kernelci/kernelci-backend/blob/master/app/utils/kcidb.py

https://github.com/kernelci/kernelci-backend/blob/master/app/utils/kcidb.py


kernelci-backend
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https://github.com/kernelci/kernelci-backend/blob/master/app/utils/kcidb.py

https://github.com/kernelci/kernelci-backend/blob/master/app/utils/kcidb.py


Join Us!
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Tomorrow
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PDT

● Submission Walkthrough
● Schema Details
● Discussion

https://linuxplumbersconf.org/event/7/contributions/731/

https://linuxplumbersconf.org/event/7/contributions/731/


During Conference
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● Hands-on demos
● Hacking, Discussion
● Bootstrapping Reporting

https://chat.2020.linuxplumbersconf.org/channel/kcidb

https://chat.2020.linuxplumbersconf.org/channel/kcidb


Always
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https://github.com/kernelci/kcidb
kernelci@groups.io

#kernelci at freenode.net

https://github.com/kernelci/kcidb
mailto:kernelci@groups.io


Join the project
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Thank you


