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Firmware on commodity PCs have used the TPM to store integrity measurements from security relevant com-
ponents as part of the boot process for some time. Grub2 has recentlymerged patches that extend this integrity
measurement chain through to the launching of the OS kernel. Collecting and storing these measurements in
the TPM is a necessary precondition for implementing authorization policy based on the state of the system,
but this alone is insufficient.

This talk will begin by discussing the current state of boot-time integrity measurement collection in UEFI
firmware and Grub2. We’ll then present a notional use-case implementing security controls based on TPM2
policy mechanisms while describing the plumbing required to enable interaction with the TPM2 device. The
remainder of this talk will then discuss the existing gaps in software and tooling required to implement work-
flows for managing configuration of the relevant security controls across system install and update operations.
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