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Motivation

a. Ftrace: The official tracer of the Linux kernel (No need to explain
this)

b. Is the Ftrace data Big Data?

* Not necessarily. It depends how you use it.

* Extremely sophisticated instrument. Large variety of use cases.
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Motivation

a. OK, | have a nontrivial or very user-specific problem.

b. | have recorded a lot of tracing data.

c. What should | do now?
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Motivation

a. OK, | have a nontrivial or very user-specific problem.
b. | have recorded a lot of tracing data.

c. What should | do now?

KernelShark

Not going to explain it here. See Steven Rostedt’s presentation at
OSS NA 2019.
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KernelShark (Something More)

Kernel Shark (fhome/rostedt/demoftrace-migrate.dat) [FREERT

Flle Filter Plats Tools Halp

Pointer: 2655208695370 migrate 27494 CPU 3 dn. hrtimer_cancel hrtimer=Oxffb65985017e00

<+ -]=]J[++r]- | Marker A| 2655208.755 795 2655209.760 168 AB Delta: 1.004 373 856
2655207.441307 2655200.994748 2655212.548189 ~
f T d
cruo
cru1
cruz
crus
search: Column [ # ~ [ contains Next | Frev | v/ Graph follaws
# CPU Time Stamp  Task Info =
62540 3 2655200753071 migrate rint tra cing_mark_wits: thresd 7 iter 50 slzeping
62541 0 2655200753071 migrate sched_switch migrate: 27495 [94] migrate:27438 (911
62542 3 2655200750072 migrate . nrtimer_init RrUmer=0xifiibB5985ab7e90 Clockid=CLOCK_MONOTONIC mode=0x1
62543 3 2655209753072 migrate § nrtimer start 7 - wekeup/0x0 11861 1861
62544 0 2655200750072 migrate sched_migrate task comm=migrate pid=21495 prio=94 orig_cpu=0 dest cpu=2
62546 0 2655209.753074 migrate print trscing_mark write: thread 6 iter 30, took lock 5648 in 0 us
1 thread 2 iter 49, unlock lack 2
62676 1 2655209.760171 migrate print tracing mark write: thread 2 iter 49 sleepin
62677 1 2655209.760172 migrate hrtimer_init hrtimer =0x(fib659359c 790 clockid=CLOCK_MONOTONIC made=0x1

Stolen slide from Steven’s presentation at OSS NA 2019.
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KernelShark (Something More)

Kernel Shark (fhome/rostedt/demojtrace-migrate.dat)

= |
Flla Filter Plots Tools Help
Pointer: | 2655208.695370  migrate 27494 CPU 3 d.n. hrtimer_cancel hrtimer=0x(Tib65885017e00

< | v [ -] = J[++]-- | Marker A| 2655208.755 795

2655207441307 2655200.994748 2655212.548189 ~
r T

/2655209760 168 = A.B Delta: | 1.004 373 856

1
cruo 0 0 Tl )00 1 . 0 A T A ot

cruz v A1 B G I T T T i ATl

crus L O

Steven is doing:

* Switching to Marker A and clicking at the right event.
* Switching to Marker B and clicking at the right event.
* Getting the latency value that shows up in A B Delta.

62824 0 2655200761030 migrate 27498 d . hrtimer=0xfffa986 12614200

62828 0 2059200761039 migrate 27498 dh. now=25 8555 function=tick_sched_timer/0x0

62830 0 2655200761040 migrate 27498 dh. softirq_raise vec=1 [action=TIMER]

62838 0 2655209761042 migrate 27498 dnh.  hrtimer_expire_exit hrtimer=0xff{3956 16616200

041 naEE=annIEIAMY mimetn 27400 IV PN S Tnz1da0n el Vi 770078776 A% - bt
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KerneIShark (Something More)

Kernel Shark (fhome/rostedt/demojtrace-migrate.dat)

File Filter Plets Toels Help

Pointer: 2655208695370 migrate 27494 CPU 3 dn. hrtimer_cancel hrtimer=Oxffb65985017e00

[EIER) 2655209.760 168 . A.B Delta: | 1.004 373 856

< | v [ -] = J[++]-- | Marker A| 2655208.755 795
2655207441307 2655200.994748

cruo 1A AL A A AT A

SR VI TR 0L W W

[ LU Rt T T R TR O T BT T

SENN O TR T R B

Steven is doing:
* Switching to Marker A and clicking at the right event.

* Switching to Marker B and clicking at the right event.
* Getting the latency value that shows up in A B Delta.

Now imagine doing this 10K times - Ugh!!!

2655212.548189 ~
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There must be a better way to get this job
done.

Imagine having something like this:
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import ksharkpy as ks

ks.open_file(
data = ks.load_data()
data_size = ks.data_size(data)

for i in (data_size):
if datal 1[i] == my_event_a:
actionl
elif datal J[i] == my_event_b:
action2

ks.close()
print(
plot(




NumPy

a. General purpose languages: C, Perl, Python ...

b. Numerical languages: Fortran, MATLAB, R, ...

* Written mostly for scientific numerical use.

Python + Scientific computing = NumPy

vmware
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NumPy is not built in to the Python language. It is a library.

It provides:

1. Powerful densely packed N-dimensional arrays of homogeneous type.
2. Large collection of high-level mathematical functions to operate on these arrays.
3. Tools for integrating C/C++ and Fortran code.

4. Complementary packages like:
a. Matplotlib - plotting package that provides MATLAB-like plotting functionality.

b. SciPy - library that adds functionalities for optimization, linear algebra, integration,
interpolation, FFT, signal and image processing.
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NumPy
* Many Numpy operations are implemented in C.
* In fact the Numpy arrays are very similar to the C arrays.

* Numpy array can be initialized from C-computed array
without data copying -

vmware

12




NumPy
* Many Numpy operations are implemented in C.
* In fact the Numpy arrays are very similar to the C arrays.

* Numpy array can be initialized from C-computed array
without data copying -

Let's use something that is already (almost ;-) available in KernelShark

libkshark.so
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Already available in KernelShark 1.0
Example of loading data using libkshark.so:

#include

int main(int argc, char **argv)

{
struct kshark_context *kshark_ctx = NULL;
struct kshark_entry **data = NULL;
int data_size;

kshark_instance (&kshark_ctx) ;
kshark_open(kshark_ctx, )8
data_size = kshark_load_data_entries(kshark_ctx, &data);

for (r = 0; r < data_size; ++r) {
if (datal[i]l->event_id == my_event_a)
actionl;
if (data[i]l->event_id == my_event_b)
actionl;




for (r = 0; r < data_size; ++r)
free(datalr]);
free(data);

kshark_close(kshark_ctx);

kshark_free(kshark_ctx) ;

printf (

return 0;




Summary

a. PoC NumPy interface for accessing Ftrace data in Python (via
NumPy arrays).

b. The implementation is just a tiny wrapper around libkshark
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Summary

a. PoC NumPy interface for accessing Ftrace data in Python (via
NumPy arrays).

b. The implementation is just a tiny wrapper around libkshark

Let’s see some examples.
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Example 1

Trying to reproduce the study done by

Prof. Dr. Wolfgang Mauerer and
Daniel Wagner.

See:

Cyclic Tests Unleashed: Large-Scale RT Analysis with
Jitterdebugger
Open Source Summit Japan 2019

vmware
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Example 1

Goal:

* Statistical estimate of the probability of exceeding the Worst
Case Execution Time (WCET)

* Remember that this is just an example demonstrating the PoC NumPy
interface for Ftrace data. The whole credit for the development
of the analysis itself goes to Wolfgang and Daniel.
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Example 1: Jitterdebugger - Idle machine

Kernel Shark (tra tter.dat)
File Filter Plots Tools Help
Pointer: | 311.162595
< [+ - > [+ - 311.162 311 Marker B|311.163 311 A,B Delta:  0.001000 327
Srivzios SrrusU Srriusve
r T 1

CcPU1 J l J l
jitt 1654 l I
Search: Column| # ~ | contains v Next | Prev v Graph follows
#* CPU  Time Stamp Task PID Latency Event Info =
4551550 1 311.162305 <idle> 0 d.h20  sched_waking comms=jitterdebugger pid=1654 prio=19 target_cpu=(
4551551 1 311.162306 <idle> 0 dNh10  hrtimer_expire_exit  hrtimer=0xffffc9000269be70
4551552 1 311.162307 <idle> 0 d.20  sched_switch swapper/1:0 [120] R ==> jitterdebugger:1654 [19]
4551553 1 311.162310 jitterdebugger 1654  ...0 print tracing_mark_write: jitter=4
4551554 |1 311.162311 |jitterdebugger| 1654 |.... hrtimer_init hrtimer=0xffffc9000269be70 clockid=CLOCK_MONO)]
4551555 1 311.162311 jitterdebugger 1654 d..10  hrtimer_start hrtimer=0xffffc9000269be70 Function=hrtimer_wake
4551556 1 311.162313 jitterdebugger 1654 d..20 sched_switch jitterdebugger:1654 [19] S ==> swapper/1:0 [120]
4551557 7 311.162477 <idle> 0 d.h20  hrtimer_cancel hrtimer=0xffffc90002c6fe70
4551558 7 311.162478 <idle> 0 d.h10  hrtimer_expire_entry hrtimer=0xffffc90002c6fe70 now=311582109672 fur
4551559 7 311.162478 <idle> 0 d.h20  sched_waking comms=jitterdebugger pid=1660 prio=19 target_cpu=(
4551560 7 311.162479 <idle> 0 dNh10  hrtimer_expire_exit  hrtimer=0xffffc90002c6fe70
4551561 7 311.162480 <idle> 0 d.20  sched_switch swapper/7:0 [120] R ==> jitterdebugger:1660 [19]




Example 1: Jitterdebugger - Idle machine

Kernel Shark (trace-jitter.dat)

File Filter Plots Tools Help

Pointer: | 311.163314 jitterdebugger-1654 CPU 1
< |+ | - | > [+ | --] [Markera[311.163311 311.163310 AB Delta: |-0.000 001 635
P Srrivsen Srrusaes
r T |
cPU1 I ¢ 'I |

|
jitt 1654 — 4 '1

Search: Column # ~ | contains v Next | Prev v Graph follows

# CPU  Time Stamp Task PID Latency Event Info

4551715 1 311.163305 <idle> [] d.h10  hrtimer_expire_entry hrtimer=0xffffc9000269be70 now=311582937099 fui
4551716 1 311.163305 <idle> [} d.h20  sched_waking comms=jitterdebugger pid=1654 prio=19 target_cpu=(
4551717 1 311.163306 <idle> 0 dNh10  hrtimer_expire_exit  hrtimer=0xffffc9000269be70

4551718 1 311.163307 <|dle> d 20 sched |_switch swapper/1:0 [120] R ==> jitterdebugger:1654 [19]
tracing_mark write: jitter=4

4551720 1 311.163311 jitterdebugger 1654 A.MO hrtimer_init hrtimer=0xffffc9000269be70 clockid=CLOCK_MONO'
4551721 [1 [311.163311 |jitterdebugger|1654 [d.10 [hrtimer start hrtimer=0xffffc000269be70 function=hrtimer wake}
4551722 1 311.163313 jitterdebugger 1654 d.20  sched_switch jitterdebugger:1654 [19] S ==> swapper/1:0 [120]
4551723 7 311.163477 <idle> 0 d.h20  hrtimer_cancel hrtimer=0xFffffc90002c6fe70

4551724 7 311.163478 <idle> o d.h10  hrtimer_expire_entry hrtimer=0xFffffc90002c6fe70 now=311583109687 fur
4551725 7 311.163478 <idle> [ d.h20  sched_waking comms=jitterdebugger pid=1660 prio=19 target_cpu=
4551726 7 311.163479 <idle> o dNh10  hrtimer_expire_exit  hrtimer=0xFffffc90002c6fe70




Example 1: Jitterdebugger

To make it more interesting, let's do the test on a heavy loaded system.

Hackbench: stress test for the Linux kernel scheduler.
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Example 1: Jitterdebugger

Extreme Value Theory: Peak over Threshold (PoT) approach

Peak over Threshold Method
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Example 1: Jitterdebugger

—o=1 =1

E(x—p) ) Il

Generalized Pareto distribution: A continuous probability
distributions. It is often used to model the tails of other distributions.
vmware 2019 WM 2%




Example 1: Jitterdebugger ~2.4M cycles

vmware

Return level [ps]

50

20+

102 §
107 4
].OD E T T T T
10 15 20 25
latency [us]
0.6 1
0.4 4
0.2 1
0.0 — T T T
10 15 20 25
latency Tusl

Mwar

T
106

Return period

£ =10.393 +- 0.061 (15.53%)
g=1.124 +-0.031 (2.77%)
i = 10 (const)
goodness-of-fit: 1.797
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Example 1: Jitterdebugger ~2.4M cycles

107 3
El 50
] 3 40
10" 4 :
i F¥
] 201 /
].OD E T T T T T T
10 15 20 25 30 106
latency [us] Return period
0.6 4 £=0.393 +- 0.061 (15.53%)
g=1.124 +-0.031 (2.77%)
i = 10 (const)
0.4 goodness-of-fit: 1.797
0.2
0.0 — T T T T
10 15 20 25 30
latency Tusl
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Example 1: Jitterdebugger
Idle vs. Hackbench

50 4

Return level [us]

201

10 A

VIMWAIEe'  ox00 vmare. i

Hackbench

Idle

10°

108

Return period
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Example 1: Jitterdebugger

Let's see some real code
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KernelShark session description file (JSON)

Allows loading predefined sessions.

: 1567097989

: [
5831246982148,
5831250072340

: 1000




: true,
: 8467891

. true,
: 8469063

: 8467886




Example 1: Jitterdebugger

kernelshark -s max__lat.json

[File Fiter Plots. Tools Help
pointer: 5831249024

sa31.243 005

Marker 8] 5831.249 042

A8 0ela: 0000037 194

5831249037 sax1.249120

| sext 240950
|/ uo e
| erdebuggerzsass
| searcecotumn = BT — Next
| Time stamp Task =

5631243001 hackbench sched vk

5831249002 hackbench
5831249003 hackbench

3037

420 sched_waking
46497 d.20  sched switch
42852 420 sched waking
o 20 sched switch
43037 420 sched_switch
42757 420 sched waking
0 d20 sched swich
42757 420 sched_switch
44305 420 sched_waking
44912 420 sched waking

421 sched waking

2743
o4

o
26456 .0 htimer_int
44305 420 sched_switch
26456 4.10  hetimer start
w4912 .20 sched,
2855

5831249045 hackbench

vmware .
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ing
hetimer_expire_exic

Prev| ¥ Graphfollows

Terdebuggr 45 o1 e
Wemerotcsonor

" sapperrofiz]
bt 450 5]
suapper/s0 12

2852 prio=120 target_cpu=006.

m=ha 004,
o backbenh 1205 o 20 trget cpon00S
e st ottt

swapper/solizo]n

42859 [120]

hackbench44305 [120] D ==> swapper/1:0[120]

hackbench44912 (120] D »»> swapper/6: (120]
ackbench42855 120] R == hackbench:44064 120]




Example 2: Page Faults
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