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Recap from LPC'25: Confidential Computing (CC)

® Motivational Use Case

® |nside TEE: decrypt, compute, and then encrypt results
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System and Threat Model

e Infrastructure provider (compute provider) is untrusted

® Hardware vs. protocol perspective
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Comparison with Other CC Vulnerabilities

Vulnerability CVE CWE CVSS  Severity®
wiretap.fail No CVE - - None
TEE fail No CVE = = None
DDRop No CVE - - None
TDXdown CVE-2024-27457 CWE-754 25 Low
Staleus CVE-2025-54509 CWE-1262 4.0 Medium
BadRAM CVE-2024-21944 CWE-20 5.3 Medium
BreakFAST CVE-2025-61971 CWE-1233 5.9 Medium
Fabricked CVE-2025-54510 CWE-414 5.9 Medium
Intra-handshake.fail CVE-2026-33697 CWE-322, CWE-346 7.5 High
EarlyAttestationBleed CVE-2026-92701 CWE-346, CWE-354 9.1 Critical
EarlyAttestationBleed CVE-2026-92702 CWE-346 9.1 Critical
EarlyAttestationBleed GHSA-m2qg-wrxv-h898 CWE-20 9.0-10.0  Critical
EarlyAttestationTschiiss (EAT) CVE-2026-100835 CWE-295 9.1 Critical

Follows NIST criteria for severity https://nvd.nist.gov/vuln-metrics/cvss
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https://wiretap.fail/files/wiretap.pdf
https://tee.fail/files/paper.pdf
https://ddropattack.eu/ddrop.pdf
https://dl.acm.org/doi/10.1145/3658644.3690230
https://xca-attacks.github.io/staleus/staleus_usenix26.pdf
https://www.cve.org/CVERecord?id=CVE-2025-54509
https://badram.eu/badram.pdf
https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html
https://xca-attacks.github.io/breakfast/breakfast_oakland26.pdf
https://www.cve.org/CVERecord?id=CVE-2025-61971
https://xca-attacks.github.io/fabricked/fabricked_usenix26.pdf
https://www.cve.org/CVERecord?id=CVE-2025-54510
https://nvd.nist.gov/vuln-metrics/cvss

Root Cause and Implication of Published CVEs

CVE Root cause Implication
CVE-2026-33697  Weak binder Relay attack
CVE-2026-92701  TDX REPORT_DATA comparison missing Local application-data release
CVE-2026-92702  SNP zero-length input check missing Fail-open lower verifier API
CVE-2026-100833 Image-digest policy bypass Unauthorized image accepted
CVE-2026-100835 Machine ID check missing Wrong physical host trusted

o Confidentiality: complete data leak

® Integrity: complete data modification
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EarlyAttestationBleed®
® Cocos Al

® Claimed as the most secure solution for attested TLS in CCC
® Attackl: comparison with expected input value missing
* CVE-2026-927012 of CVSS 9.1 (CRITICAL)
® Attack2: comparison is correct but bypassed for zero-length input
* CVE-2026-92702° of CVSS 9.1 (CRITICAL)
® Cocos Al migrated to standard (post-handshake) attestation
® Edgeless Systems

® Awarded second place in the cybersecurity category of the
WirtschaftsWoche's well-known “Best of Technology Awards”#
® Attack3: Authorization predicate accepts without selecting an
applicable policy entry
® Published Security Advisory® with CRITICAL severity (9.0-10.0)

2https://www.cve‘org/CVERecord?id=CVE—2026—92701
Shttps://www.cve.org/CVERecord?id=CVE-2026-92702
“https://award.wivo.de/bot/gewinner-2026/
Shttps://github.com/edgelesssys/contrast/security/advisories/GHSA-n2qg-wrxv-h898

6https://www.researchgate.net/publication/414529199_Ear1yAttestationBleed_Three_Critical—severity_
Vulnerabilities_of_CVSS_90_in_Confidential_Computing
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https://www.cve.org/CVERecord?id=CVE-2026-92701
https://www.cve.org/CVERecord?id=CVE-2026-92702
https://award.wiwo.de/bot/gewinner-2026/
https://github.com/edgelesssys/contrast/security/advisories/GHSA-m2qg-wrxv-h898
https://www.researchgate.net/publication/414529199_EarlyAttestationBleed_Three_Critical-severity_Vulnerabilities_of_CVSS_90_in_Confidential_Computing
https://www.researchgate.net/publication/414529199_EarlyAttestationBleed_Three_Critical-severity_Vulnerabilities_of_CVSS_90_in_Confidential_Computing

EarlyAttestationBleed’

TDX | CoCoS
<0.8.2
CVE-2026-92701

SNP / CoCoS
v0.8.2
CVE-2026-92702

Contrast
v1.14-1.23.0
CVE-2026-100833

PRECONDITION

MISSING CHECK

RECORDED RESULT

Valid quote
Wrong / reused
REPORT_DATA

—>

J

Static quote + local harness

Session
expectation
not set in policy

A 4

Local gate accepts
Application data
released

Valid report
nil / empty expected —p;
API argument

J

No expected value
ReportData check
skipped

.| Lower API accepts
"| unrelated evidence

Lower-API fixture; expectation omitted

Kata API access

Other policy rules —>

satisfied

J

Guest-pull branch
skips image-digest
authorization

A 4

allow_storage TRUE
for substituted
image source

Policy-rule result; no full request / workload launch

7https://www.researchgate.net/publication/414529199_Ear1yAttestationBleed_Three_Critical-severity_
Vulnerabilities_of_CVSS_90_in_Confidential_ Computing
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EarlyAttestationTschiiss (EAT)

® Edgeless Systems Contrast and draft-fossati-seat-early-attestation-07
are still vulnerable in our analysis.

Affected Component Archived Migrated Withdrawn Still Vulnerable

CCC Attestation SIG refer- Yes
ence implementation

Cocos Al < v0.8.2 Yes

Privasys rustls < v0.2.0 Yes Yes

Privasys Go < v0.3.0- Yes Yes

g0l1.26.5

draft-fossati-tls-attestation- Yes

10

draft-ritz-seat-facts-00 Yes

Edgeless Systems Con- Follows withdrawn draft
trast

draft-fossati-seat-early- Yes

attestation-07
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Published Status® on Early Attestation

Responsible Disclosures for all 36 GHSAs and 5 CVEs

CVSS Severity Number of Published GHSAs Number of Published CVEs

9.0-10.0  Critical 2 -
9.8 Critical 1 -
9.1 Critical 8 3
8.2 High 1 1
7.8 High 2 -
7.7 High 2 —
7.6 High 1 -
7.5 High 3 1
7.4 High 4 -
6.5 Medium 3 -
6.3 Medium 3 -
5.5 Medium 1 -
5.3 Medium 1 -
4.4 Medium 1 -
4.3 Medium 1 -
4.2 Medium 1 -
3.7 Low 1 -

8estimated as of 04.10.2026, https://www.ietf.org/archive/id/draft-intra-handshake-fail-55.html#section-1.1

Muhammad Usama Sardar aTLS BoF @ LPC'26

October 5, 2026

8/15


https://www.ietf.org/archive/id/draft-intra-handshake-fail-55.html#section-1.1

Early Attestation in the News

SECURITY

Confidential computing's trust mechanism is broken. The

fix may not exist DA
Y Confidential computing’s remote
Attested TLS: the handshake that can't prove who's on the other end .
attestation protocol may have

CVE-2026-92702: Critical vulnerability in Cocos Al up to version fundamental flaw
0.8.2 fixed
Attested TLS Vulnerability Exposes Secure Cloud Data

The core of the trust
mechanism in confidential Critical Flaw Discovered in Confidential
computing has broken down—and Computing Attestation Protocols

Early evidence may expose confidential data to high risk

may be irreparable. @ 0w
Attested TLS Was Supposed to Be the Last Trust Boundary. It Isn't.

Foxrmal Methods Show How. CVE-2026-92701: Critical vulnerability in Trusted Execution
Environments up to version 0.8.2

by Sal Kimmich - July 12th, 2026
Weaknesses

TLDR > n

ATTESTED TLS WAS SUPPOSED TO
BE THE LAST TRUST BOUNDARY.

CVE-2026-33697: Attested TLS Relay Flaw
Hits WhatsApp, Cocos Al

CVE-2026-33697 lets relay attacks redirect confidential computing traffic without breaking attestation, affecting WhatsApp, Cocos Al, and Edgeless

Systems.
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More CVEs® (yet to be published) on Early Attestation

CVSS  Severity Number of CVEs
9.0-10.0  Critical 3

9.8 Critical 2
9.1 Critical 5
8.7 High 1
7.8 High 3
1.7 High 2
7.6 High 1
7.5 High 6
7.4 High 13

6.5 Medium 10
6.3 Medium 10
5.5 Medium 1
5.3 Medium 1
4.4 Medium 1
43 Medium 1
4.2 Medium 1
3.7 Low 1

9Yestimated as of 04.10.2026, https://www.ietf.org/archive/id/draft-intra-handshake-fail-55.html#section-8
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Discussion: Architectural Problems of Early Attestation

® Hardware-level information of server
1. Malicious client gets Evidence before the server has authenticated the
client
2. Client may exploit weaknesses (e.g., vulnerable firmware version)

Only Boot-time Claims
® Runtime Claims are not available at the handshake time

Re-attestation
® Claims typically change over time, e.g., dynamic workloads and
long-lived connections.
® C(Critical kernel data structures may change after boot.
® Early attestation assumes static Evidence.
® Unnecessary Complexity
® Protocol bloat

High Handshake Latency and Timeouts
® Appraisal typically involves remote calls
Binding to application traffic secrets (CVE-2026-33697)
® Evidence is generated before the application traffic keys even exist
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Ask for Security Community

Which security or privacy property
Early Attestation can achieve that
standard attestation cannot?

Too many vulnerabilities in Early
Attestation; we need your help!
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Links to Resources

¢ Internet-Draft (contributors and co-authors very welcome!)
® https://datatracker.ietf.org/doc/draft-intra-handshake-fail/

® EarlyAttestationBleed pre-print

® https://wuw.researchgate.net/publication/414529199_
EarlyAttestationBleed_Three_Critical-severity_Vulnerabilities_of_CVSS_
90_in_Confidential_Computing

® EarlyAttestationTschiiss coming soon
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