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About me

Kernel hobbyist since2018

Maintainer of

• nolibc

• multipleChromeOSEmbeddedController drivers

• multiple hwmondrivers

VariousBugfixes

Working for Linutronix on the kernel since2024

• vDSO

• timekeeping/timers



Background: Reproducibility

Abuild is reproducible if given the samesourcecode, build environment andbuild in-

structions, anyparty can recreatebit-by-bit identical copiesof all specifiedartifacts.

https://reproducible-builds.org/docs/definition/



Background: Reproducibility (2)

Twoother talks

• OpenWrt is reproducible! Howwegot there andwhatwe learned

• Bitwise-ReproducibleKernel Builds for theWhatsAppTEE—ProofofConcept

Communitydistributionswant independent rebuilders.

• Thesedoexist today.

Distributions reach>=95%package reproducibility today.

Onlybit-for-bit reproducibility is generally useful.

https://lpc.events/event/20/contributions/2581/
https://lpc.events/event/20/contributions/2584/


“Just ignore the changing parts during validation”

Works fine(ish) for the appendedmodule signatures.

The rootof trust is embedded invmlinux,
• …whichmightbecompressed,

• …andwrapped in a loader stub,

• …andcompressedagain.

Specificsdependon thearchitecture andconfigurationoptions.

Everybodywill require the special tooling to knowwhat toexclude.



Background: Module signatures

Loadedmodules have full access to kernel internals.

Lockdown restrictsmodule loading to signedones.

X.509 signatures, basedongeneric signature infrastructure.

• Signatures are appended to the.komodule files.

• Root certificate is embedded in vmlinux.

Most commonsetupuses anephemeral keyduring thebuild.

• No infrastructure requirements.

• Key is discardedafter thebuild.



Module signatures and reproducibility

Ephemeral keysbreak reproducibility.

• Eachbuildproducesdifferentmodules and vmlinux.

Fixedkeysbreak reproducibility by thepublic.

• Reproducers require access to the secret signing key.

• Apublic signing keymakes the signingpointless.

• Also they aremuchharder to implement.



Distributions tradeoffs

ArchLinux: Ephemeralmodule signatures.

• Security over security.

NixOS:Nomodules signatures.

• Reproducibility over security.

Debian: Non-public reproducibility

• Achieves security and reproducibility.

• Complex implementation.



First solution: Linear list of all module hashes

Embeda list ofmodules hashes invmlinux.
Uses a lot ofmemoryongenericdistributions

• 5000modules * 32bytes for SHA256 -> 150KiB

Independently “discovered”by:

• kpyrcd from reproducible-builds.org in 2024.

• onecommercial Linux vendor 10 years ago.

• me in2024.



Solution: Merkle tree signatures

Deterministic, reproducible.

Nopublic-private keycryptography involved.

Theonly necessaryprimitive is a hash algorithm

• …which is adependencyanyways.

• …whichwecan freely chooseas required.

Rootof trust: the root hash and thedepthof the tree.



Merkle tree signatures

SimpleBinary tree.

Modules are leafs.

Eachnode is hashedwith its neighbor to

form theparent.

All thewayup to the root.

Signaturedata: Position in the list and

hashcomplements.

Sig(M3) = 3, H(M4),I2_1,I_1_2

Root
/ \

I1_1 I1_2
/ \ / \

I2_1 I2_2 I2_3 I2_4
/ \ / \ / \ / \

M1 M2 M3 M4 M5 M6 M7 M8



Side-effects

Nomorecomplex X.509handling at runtime.

Potentially avoidOpenSSLdependencyatbuildtime.

Onlyoneartifact per build needs tobe signedexternally.

• Reduces loadonexpensive hardware securitymodules.

• Speedsup thebuild.



Future changes

Dropmodversions.

Expose symbolsonly tobuiltinmodules.

TrustedMODULE_INFO(intree, "Y");



kbuild complexity

Normallyvmlinux is builtbefore themodules, now it isafter.

• Requires some ifdeffery in theMakefiles.

Normallymodules are strippedduring installation, now they areduring thebuild.

• More ifdeffery.

make vmlinux modules is racy:
• Theseare special targets, not actually orderable.

• Fixing thismight needs somekbuild refactoring.



Open questions

Reduceor clean up the kbuild ifdeffery.

How to interactwith IMA?

• IMAcan validate filesbasedonmodule signatures.

• Does IMAneed to recognize this newscheme?

Sharemerkle tree implementations?



Current state

Expressed interest by:

• The reproducible-builds.org folks.

• Various communitydistributions.

• Oneenterprisedistribution.

• Kernel crypto folks.

Reviewswanted: Cryptobits, kbuildbits, everythingelse.

Please test!

20260505−module-hashes-v5−0−e174a5a49fce@weissschuh.net

git.kernel.org/…/thomas.weissschuh/linux.git b4/module-hashes

https://lwn.net/Articles/1012946/ (old revision)

https://patch.msgid.link/20260505-module-hashes-v5-0-e174a5a49fce@weissschuh.net
https://git.kernel.org/pub/scm/linux/kernel/git/thomas.weissschuh/linux.git/log/?h=b4/module-hashes
https://lwn.net/Articles/1012946/

