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Supply Chain Attacks

• Attack the Source Code

• Attack the Vendor

• Attack the Dev System
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Buildroot

• Make based

• Make is simple

• Tamper intermediate artifacts
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Bitbake



Bitbake

• Hash based

• Hash depends on task’s content and input variables

• If hash matches (no modifications) reuse artifacts
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Concerns

• Bitbake offers shared state artifact signing via GPG

• Build from scratch:

• Doesn't necessarily mean clean 

• cleanbuild != trusted

• AI Concerns?

• Make isn’t the only vulnerable tool

• ninja improves build correctness with ninja_log, but doesn’t authenticate

• Not a tool problem itself



• Purposedly chose to attack a target binary

• Attack the toolchain?

• What built that?

• And what built that?



Sstate Verification







Thanks!
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