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why make OpenWrt reproducible?why make OpenWrt reproducible?
one (of many) metric for code quality

requires a level of code understanding

demonstrates that this understanding exists

security

compliance

for a community distro, benchmark to be proud of

upstream-first approach means we solve at the root
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timestamps

vendor-/target-specific firmware image format quirks

kernel modules, esp. if used on few targets

(support !)

 (Managing variance)

hash-based module integrity checking

build env - categories

build env - examples

beyond the build env

https://lpc.events/event/20/contributions/2583/
https://reproducible-builds.org/docs/env-variations/
https://tests.reproducible-builds.org/debian/index_issues.html
https://reproducible-builds.org/docs/
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is OpenWrt reproducible?is OpenWrt reproducible?
many years of opkg history

>1 decade on reproducibility ( ) ( )

early work: 

but wait...

time to change everything

for the better!

slides video

Reproducible OpenWrt

at last!

https://reproducible-builds.org/_lfs/presentations/2016-10-13-OpenWrt-Summit.pdf
https://www.youtube.com/watch?v=Y1D706JCISw
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apk (Alpine Package Keeper)apk (Alpine Package Keeper)
a very pleasant package format

from shell scripts to C

main apk-tools fixes: ,

beyond Alpine: using v3 indexes already

let's not forget 

file ordering
SOURCE_DATE_EPOCH

the tool itself

https://github.com/alpinelinux/apk-tools/commit/8bb41dd93c7aceecf1a3bf18c7fbbf239a0eeedc
https://github.com/alpinelinux/apk-tools/commit/4580e5f3a35b23df434d4057734878fe1c2b6e1d
https://github.com/alpinelinux/apk-tools/commit/93d8e1bc3c90d18433f4ca38a97e041730de39ec
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other challengesother challenges
keen readers noticed inconsistent /init - 

teaching diffoscope even more formats,
for human-readable output

defaults is a hexdump diff; nice but...

lots of vendor-specific partitioning :(

thanks to OpenWrt, now supported by diffoscope!

now fixed

https://github.com/openwrt/openwrt/commit/3a16a57c08e9b6dcfcccf9a5eb611c79eadff2c9
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which problems do reproducible builds solve?

https://reproducible-builds.org/
https://reproducible-builds.org/docs/which-problems-do-reproducible-builds-solve/
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