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Sergii Dmytruk: GRUB and Xen Secure

Launch; Arm blueprint

Maciej Pijanowski: Arm DRTM blueprint;

Qualcomm IQ-9075 research

Michał Żygowski: Arm lab on RD-V3,

EDK2 + TF-A

Krystian Hebel (formerly 3mdeb): TXT

and parallel AP bring-up in Xen
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Why trust from reset does not scale

S-CRTM or

S-HRTM
Phase 1

Measure,

Extend

and

eXecute

S-RTM Boot Firmware

Phase 2 Phase 3 Phase 4 Bootloader

TPM

OS

PCR[0-7]:

? PCR[0-7]:

?

PCR[0-7]:

?

PCR[0-7]:

?

PCR[0-7]:

?

PCR[0-7]:

?

Reset

Everything since reset is trusted: hundreds of firmware drivers

Golden values do not scale: every model, update and option

ROM differs

One flaw ships everywhere: LogoFAIL 2023, PKfail 2024

AI era: more code, faster churn; 75% of Google’s new code is

AI-generated

Regulation: EU CRA reporting since 11 September 2026

D-RTM measures only what is launched. It does not fix vulnerable firmware.
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Reset

S-RTM measures

firmware, option ROMs

and bootloader

into PCR 0–7

DCE preamble

Bootloader optional: GRUB,

EFI stub, LinuxBoot, or

firmware launching UEFI

(3mdeb prototype)

Early launch

OS is the DLME;

measured into PCR 17/18

Practice today: tboot,

TrenchBoot; DEN 0113’s

typical boot scenario

OS running

State is now

mutable

Late launch

Running OS launches

a measured environment

Research: Flicker 2008

ReLaunch

kexec into a new DLME;

no reset: re-measure updates?

ReLaunch Revisited, LPC 2025

Terms: TCG defines dynamic launch "at

an arbitrary time"; TrenchBoot splits

early launch from late launch; Arm calls

the boot-time launch the "typical boot

scenario".

Why "any time" is hard: pre-launch

state must be "validated or

reinitialized"; UEFI runtime services are

"a hole as big as a barn".

So we start with early launch, on Arm

too: an SMC into EL3 firmware (TF-A)

today; a hardware coprocessor can take

over later behind the same interface,

invisible to Linux.

Our goal: early launch on Arm, upstream; share with x86 what both need. ReLaunch next.
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2005 2006 2007 2008 2009 2010 2011 2012 2013

2005: AMD SKINIT specified

2007: Intel TXT ships

2007: tboot first release

2008: Flicker, late launch research

2009: Linux 2.6.32 launched by tboot

2013: TCG D-RTM Architecture 1.0

2020 2021 2022 2023 2024 2025 2026

x86 and Linux

2020: Secure Launch series first posted

2020: LPC, DRTM applications with TrenchBoot

2021: LPC, TrenchBoot Secure Launch upstreaming

2022: LPC, TrenchBoot Update

2023: TrenchBoot AEM for Qubes OS

2025: GRUB Secure Launch v4

2025: LPC, ReLaunch Revisited

2026: Secure Launch v16, still out of tree

2026: Xen Secure Launch v4

Arm and other non-x86 work

2021: LPC, Linux and DRTM on Arm; non-x86 MC introduction

2022: TF-A v2.8 DRTM on the beta-0 draft

2023: DEN 0113 1.0, first public issue

2024: LPC, Secure Launch on Arm; OF != UEFI (POWER)

2026: NV-Kernels DRTM patches (NVIDIA)

2026: DEN 0113 1.4B

2026: TrenchBoot Arm blueprint

2026: Qualcomm open-firmware boot report

2026: arm64 DRTM series v1 (NVIDIA)

2026: LPC Prague, this session

specifications

code / implementations

talks and research
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x86 today: TrenchBoot on Sapphire Rapids

TrenchBoot on Sapphire Rapids

ASRock Rack SPC741D8-2L2T/BCM, Dasharo development build

youtu.be/GfOf6EYTClU
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The demo: dynamic launch on the RD-V3 FVP

Arm DRTM on Neoverse RD V3: Dynamic Launch with fTPM and Linux

youtu.be/hR0izdbAI3M
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The demo: dynamic launch on the RD-V3 FVP

EDK2

ACPI TPM2 + CRB/SMC

interface; measured boot and a

TCG2 event log.

TF-A at EL3

PoC RD-V3 DRTM hooks plus a

BL31 fTPM; dynamic PCR reset

and extend at locality 4.

Debian Linux

6.12.107 with an adapted

backport of Jason Gunthorpe’s v1

EFI-stub launch and

drtm_entry .

Observed in the PoC: kernel reports DRTM: launch completed ; Linux can read PCR 17/18 through TPM

sysfs.

Model only, not secure: incomplete DMA/locality protection and volatile TPM state. No attestation or real-

board validation is claimed.
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Attestation (userspace)

Keylime, fwupd HSI

No dynamic-launch policy

Linux kernel

DLME entry

arm64 v2: posted

NV-Kernels: vendor tree

Interfaces differ from x86

PCR 17/18 + event log

NV kernel measurements: FIRME

D-CRTM coverage unverified

securityfs contract

x86: slaunch/eventlog

NV: slaunch/drtm_event_log

TPM localities

x86 Secure Launch v16:

TPM 1–10, locality 11–14

DCE preamble

GRUB

x86 Secure Launch v4,

no Arm code

EFI stub

arm64 v2 launches itself

LinuxBoot + kexec

NV-Kernels image-header

handoff

Firmware (EL3) and compliance

TF-A DRTM service

Merged since v2.8; Base FVP only

Interface 1.0 (spec 1.4);

arm64 v2 accepts 1.0

plat_drtm silicon port

None upstream;

NVIDIA reports

real HW (v2 cover)

Arm DRTM ACS

Alpha, spec 1.1,

runs from UEFI Shell

Qualcomm IQ-9075

TF-A BL2 + FIP; U-Boot UEFI

TPM measurement behavior:

not established here

Merged upstream Posted, partial or vendor tree Missing or diverging
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x86: Secure Launch v16 (TrenchBoot) Arm: DEN 0113 1.4 (B), arm64 v2

Prepare: platform launch state

TXT: TXT heap and SLRT handoff

Launch: GETSEC[SENTER] or SKINIT

DLME: sl_stub.S -> sl_main()

early TPM at locality 2, policy extends

Prepare: EFI stub efi_drtm_*() fills

DRTM_PARAMETERS (88 bytes)

Launch: SMC 0xC4000114

D-CRTM in EL3 firmware or a coprocessor

DLME: drtm_entry -> primary_entry

no event log, no locality handling yet

Shared post-launch interfaces: proposal

TPM core/localities; one securityfs event log;

measurement policy for cmdline, initrd and FDT.

Arm SLRT entry: open, not assumed

SLRT reserves an Arm tag. The arm64 v2 cover letter

argues for arch-native launch data and no loader ABI.

Kernel entry: DRTM starts Linux with the launch region in x0 , not the DTB. drtm_entry  checks the launch layout, takes the DTB from

the EFI stub, then boots normally. Open: hardening that DTB hand-off.
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What we ask: stack the work so it lands
5. ReLaunch, kexec, attestation policies

TrenchBoot ReLaunch; Keylime and fwupd

learn PCR 17/18

4. Arch backends

x86: TXT, SKINIT | arm64: DEN 0113 SMC

into EL3 or a coprocessor

3. One post-launch API

arch-native launch data; one event log

and one measurement policy

2. Generic EFI stub launch hooks

efi_drtm_prepare / launch: sharing

proposed for x86 and arm64

1. TPM core and localities

prep merged in Linux 7.3 (August 2026);

localities still in v16

Questions for this room

1. Which layer lands first, and through which tree: TPM,

EFI, x86 or arm64?

2. Who owns an open TF-A DRTM port for silicon, and the

PCR 17/18 + event-log gap?

3. One kernel API for launch data across arches, rather

than one handoff format?

4. Where should launch and the kernel entry stub live,

and which hand-off data must Linux validate?

3mdeb commits engineering to this stack: RD-V3 FVP

first, then Rockchip RK3588 and Qualcomm IQ-9075 class

boards.

Arm brings a second architecture to Linux DRTM. Shared post-launch hardening should serve the next one.
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Q&A



Backup: launch request and post-launch record

These structures have different jobs. Intel TXT also requires its TXT heap; SLRT alone is not a complete launch contract.

Compare lifetimes and validation.

/* x86: post-launch record

 * slr_table.h, Secure Launch v16 */

struct slr_table {

u32 magic;        /* 0x4452544d */

u16 revision;

u16 architecture; /* TXT 1, SKINIT 2 */

                  /* Arm: none yet */

u32 size;

u32 max_size;

};

/* Reserved tag, no Arm struct yet */

#define SLR_ENTRY_ARM_INFO 0x0006

/* Arm: launch request, DEN 0113 1.4B

 * Table 9: 88 bytes, revision 2 */

struct drtm_parameters {

u16 revision; u16 rsvd; u32 launch_features;

u64 dlme_region_addr, dlme_region_size;

u64 dlme_image_start, dlme_entry_point_offset;

u64 dlme_image_size, dlme_data_offset;

u64 nw_dce_addr, nw_dce_size;

u64 memprot_table_addr, memprot_table_size;

};

/* DRTM_DYNAMIC_LAUNCH

 * SMC 0xC4000114, X1 = &params */
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Backup: UEFI runtime services and variables
"EFI runtime services are driving a hole as big as barn through DRTM" (Stuart Yoder, Arm, LPC 2021)

NV-Kernels: "A DRTM launch must not call unmeasured pre-DRTM UEFI runtime services"

TrenchBoot Xen also disables firmware runtime calls for Secure Launch (submitted implementation; mainline status

not claimed)

On Arm, UEFI is a Non-secure EL2 payload; variables may be served by a Secure world partition (Standalone MM over

FF-A), outside the launched measurement

Qualcomm’s U-Boot/UKI path and NVIDIA’s EFI/RT restrictions are implementation evidence, not a UEFI or DRTM

certification claim

The launch itself is an SMC into EL3, callable at runtime without UEFI runtime services; the open question is which

UEFI runtime state a DLME may trust

Firmware launching the UEFI payload as the DLME (3mdeb, coreboot and EDK2 on AMD, 2022) would bring the UEFI

runtime under measurement; Arm is future work
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