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Overview

o Introduction
e KVM/s390 and unique architectural features

a How the event field can help
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Introduction

When the primary MMU of a process changes (i.e. gemu’s), the mmu_notifier is notified, to allow
the secondary MMUs (i.e. KVM) to update the mappings accordingly.

Almost all changes trigger invalidate_range_start/invalidate_range_end.

There are also other callbacks: test_young, clear_young,clear_flush_young,
release... those are not the subject of this talk.

When invalidating, the mmu_notifier will pass an event field together with the range to
invalidate, to indicate the reason of the unmap operation.

Claudio Imbrenda (IBM) mmu_notifier: can we use it better? 6 October 2026



Why it matters to us

@ Why knowing the reason (event field) can help
@ Why would it be beneficial to have more fine-grained reasons
@ Why could it be helpful to have a return value from the notifier to the caller

To understand that, I need to explain some unique architectural features of 390 and some
implementation details of KVM/s390.

T will try to limit it to the strictly necessary details, feel free to ask me later/offline if you want to
know more, I will be happy to infodump you with all the details.
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PGSTEs
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Each PGSTE has a lock bit (PCL), which must be taken whenever hardware PGSTE bits are
touched, or when the Invalid or Protected bits in the PTE are changed.
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Storage keys

@ The oldest memory protection mechanism on s390 (straight from S/360)

@ 7 bits of information for each physical page, stored in hardware
@ SSKE/ISKE/RRB and variants to manipulate storage keys

@ Quite slow instructions
@ Guest storage key manipulation affects PGSTEs

@ When PTE is invalid, value stored in PGSTE
@ When PTE is valid, 2 PGSTE bits still used (GR, GC)
o Need to transfer state to/from PGSTE when invalidating/validating PTEs

@ Incorrect implementation is a bug and can crash the guest!
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CMMA - Collaborative Memory Management Assist

@ A guest can indicate that a page is not needed anymore (ESSA)
@ Usage indication is stored by hardware in the PGSTEs.
@ When an unused page is attempted to be swapped out, simply throw it away instead

@ This is an optimization, throwing away the page attributes (i.e. unused) is not a bug, just a
missed opportunity to reduce memory pressure.
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The event field

MMU_NOTIFY_UNMAP
either munmap() that unmap the range or a mremap() that move the range

MMU_NOTIFY_CLEAR
clear page table entry (many reasons for this, like madvise() or replacing a page by
another one, swapping ...).

MMU_NOTIFY_PROTECTION_VMA
update is due to protection change for the range ie using the vma access permission
(vm_page_prot) to update the whole range is enough no need to inspect changes to
the CPU page table (mprotect() syscall)

Event types that are not important for KVM:
MMU_NOTIFY_SOFT_DIRTY MMU_NOTIFY_PROTECTION_PAGE
MMU_NOTIFY_MIGRATE MMU_NOTIFY_EXCLUSIVE
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KVM mmu_notifier callbacks

KVM ignores the event field from the mmu_notifier.

KVM calls the arch callback (kvm_unmap_gfn_xrange ()) while holding a spinlock (plain or
r/w in write mode)!

If kvm_unmap_gfn_range () takes too long, we get RCU stall notifications, since we can’t
sleep or reschedule.

Even if we don’t trigger a stall notification, why waste time?
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Knowing event can help

@ If we know the reason behind an invalidate (e.g. munmap ()), we might simply want to throw
away all page attributes.

@ Conversely, for MMU_NOTIFY_PROTECTION_VMA we might want to keep everything as is,
and only update the soft-bits.
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More fine-grained events

MMU_NOTIFY_CLEAR Does too much. Split between swap, madvise (), and other things.

@ More fine-grained reasons should exist.

@ When discarding memory (e.g. madvise (MADV_DONTNEED)), it should behave like
MMU_NOTIFY_UNMAP.

@ When swapping, a different event code should be used, to allow the callback to optionally
convey that the page is unused and can be thrown away.
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Return a value from the invalidation callback

@ Need to actually set the “unused” bit in userspace ptes
@ Walking the userspace page tables from the invalidation callback is silly
@ Would be nice to be able to return a flag to the caller
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Discussion time!
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Appendix: References and futher info

https://media.ccc.de/v/gpn19-88-a-living-fossil-introduction-to-the-s390x-architecture
https://media.ccc.de/v/gpn21-184-history-of-the-mainframe-from-s-360-to-linux

Claudio Imbrenda (IBM) mmu_notifier: can we use it better? 6 October 2026



	Introduction
	KVM/s390 and unique architectural features
	How the event field can help

