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Secure viIOMMU

® Extends hw-vIOMMU to assign trusted 10 (TIO) devices to
confidential (SNP) guests

® Enables secure DMA directly between the trusted device and
guest private memory

® Keeps the untrusted hypervisor off the secure path: AMD
Security Processor (ASP) owns the secure DTE and guest
IOMMU configuration

o VF Control read/write from hypervisor is blocked for secure
guests
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HW-vIOMMU setup

SVM Guest MMIO (head/tail pointers)
Programs Guest Page table — IOMMU HW
Programs command/PPR buffer base VF CNTL and VF MMIO requests
addresses
o HW access to DTE and
\‘\\‘\\ IOMMU private memory
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Secure vVIOMMU setup

SNP Guest (Trusted)
Programs Guest Page table
Programs command/PPR buffer base

MMIO (head/tail pointers)

address
W
)
«<
Hypervisor
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Write to VFCNTL BAR

IOMMU HW
VF CNTL and VF MMIO requests

HW access to DTE and
IOMMU private memory

System Memory
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IOMMU Private memory
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Secure vVIOMMU setup

VF MMIO

SNP Guest (Trusted)
Programs Guest Page table
Requests PSP to program:
- secure DTE
- command/PPR buffer base address in
IOMMU private memory

Hypervisor/VMM (untrusted)
Allocates memory for backing page,
domain ID/dev ID table.

Allocates domain ID for each TDI
Assigns VFMMIO page to guest

ASP (AMD Security Processor) -

Trusted
Owns sDTE + validates requests
Programs IOMMU backing memory,
domain ID and device ID table
Manages RMP state

Update sDTE

System Memory
RMP table
Encrypted secure Device Table
Encrypted IOMMU Private memory

Device Table

IOMMU HW (enforcement)
Walks nested page table and
validates against RMP table
Processes commands from Guest
command buffer



Current Status

® Working prototype of Secure viIOMMU is ready
o Kernel: https://github.com/AMDESE/linux-iommu/tree/sviommu/tsm0407 v619 v1
o QEMU: https://qgithub.com/AMDESE/gemu-iommu/tree/sviommu/tsm0407 v619 v1

® Builds on the AMD hw-vIOMMU series (under upstream review)

® Plan to post to the upstream mailing list once hw-vIOMMU feature is
accepted
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https://github.com/AMDESE/linux-iommu/tree/sviommu/tsm0407_v619_v1
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Challenge #1

Both host and guest support resides in the AMD IOMMU driver, which uses ops
structures to interact with other subsystems (sev_guest, crypto/ccp).

o Guest ops to communicate with the sev_guest subsystem:
struct amd_sviommu_guest ops {
int (*setup_cmdbuf)(ul6 devid, void *data);
int (*setup_mmio)(ulé devid, void *data);
int (*mapping_update)(void *data);
int (*sdte_update)(void *data);
s
o Host ops to communicate with the ccp (crypto) subsystem:
struct amd_iommu_ccp _ops {
int (*sev_tio viommu_init)(struct amd_sviommu *sv);
int (*sev_tio_viommu_guest init)(struct amd_sviommu_guest *g);
int (*sev_tio_viommu_guest shutdown)(struct amd_sviommu_guest *g);

+s
o An alternative is to use EXPORT functions.
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Challenge #2

Initialize secure vIOMMU instance
o The hypervisor communicates with the ASP to initialize the secure vIOMMU
instance.
o Areference to kvmfd (struct kvm) is required in the VIOMMU _INIT path.
— Itis needed to obtain the SNP guest context page, ASID, etc. (struct kvm_sev_info)
— The current prototype passes kvmfd via the IOMMU_VIOMMU_ALLOC uAPI

— Plan to move to the new viommu_init interface, which provides an iommufd_device
structure holding the kvm_file reference (based on Aneesh’s RFC v6).

o The ASP needs the guest viOMMU device ID to map it to the physical IOMMU
— The current prototype passes it via the IOMMU_VIOMMU_ALLOC uAPI.



https://lore.kernel.org/linux-iommu/20260917140159.1163281-1-aneesh.kumar@kernel.org/
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Challenge #3

O

® Synchronizing the IOMMU host page table with the CPU page table

IOMMU hardware checks the RMP (Reverse Map Table) to verify page ownership
before allowing DMA.

The IOMMU host page table entry size must match the corresponding RMP entry.

The IOMMU host page table must be synchronized before DMA from a secure guest
is enabled.

— The current prototype uses the generic_pt cut_mapping() interface to split the page table
entry (Jason’s prototype code).

Any other better way to handle this?
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Reference

® AMD IOMMU specification

® SEVTIO specification



https://docs.amd.com/api/khub/documents/2oKZlc87KNCKiT3B~xJjHg/content
https://docs.amd.com/api/khub/documents/2oKZlc87KNCKiT3B~xJjHg/content
https://docs.amd.com/v/u/en-US/58271_PUB_SEV-TIO
https://docs.amd.com/v/u/en-US/58271_PUB_SEV-TIO
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COPYRIGHT AND DISCLAIMER

©2026 Advanced Micro Devices, Inc. All rights reserved.

AMD, the AMD Arrow logo and combinations thereof are trademarks of Advanced Micro Devices, Inc. Other product names used in
this publication are for identification purposes only and may be trademarks of their respective companies.

The information presented in this document is for informational purposes only and may contain technical inaccuracies, omissions,
and typographical errors. The information contained herein is subject to change and may be rendered inaccurate releases, for many
reasons, including but not limited to product and roadmap changes, component and motherboard version changes, new model
and/or product differences between differing manufacturers, software changes, BIOS flashes, firmware upgrades, or the like. Any
computer system has risks of security vulnerabilities that cannot be completely prevented or mitigated. AMD assumes no obligation
to update or otherwise correct or revise this information. However, AMD reserves the right to revise this information and to make
changes from time to time to the content hereof without obligation of AMD to notify any person of such revisions or changes.

THIS INFORMATION IS PROVIDED 'AS 1S." AMD MAKES NO REPRESENTATIONS OR WARRANTIES WITH RESPECT TO
THE CONTENTS HEREOF AND ASSUMES NO RESPONSIBILITY FOR ANY INACCURACIES, ERRORS, OR OMISSIONS THAT
MAY APPEAR IN THIS INFORMATION. AMD SPECIFICALLY DISCLAIMS ANY IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY, OR FITNESS FOR ANY PARTICULAR PURPOSE. IN NO EVENT WILL AMD BE LIABLE
TO ANY PERSON FOR ANY RELIANCE, DIRECT, INDIRECT, SPECIAL, OR OTHER CONSEQUENTIAL DAMAGES ARISING
FROM THE USE OF ANY INFORMATION CONTAINED HEREIN, EVEN IF AMD IS EXPRESSLY ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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ecure VIOMMU Architecture

SNP Guest w/ TDISP Device

Guest IOMMU
Driver + GHCB

Guest DTE/
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Host [OMMU
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Secure Device Table

Nested Page Table

* Guest pgtable: programmed by guest
(via ASP in sDTE)
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Page table at IOMMU BDF used by
IOMMU hardware to keep the viOMMU
config data

Supports upto 64K guests
o Uses Guest ID to index various tables
o Top 32K IDs reserved for secure guests

Per guest mapping table
o Guest Domain ID to Host domain ID
mapping table
o Guest Device ID to Host device ID
mapping table

Global 8MB per IOMMU for private
data including per guest status, etc.

|IOMMU Private Address Space

48'hD028_0000_0000

48'h0020_0000_0000

48'h0010_0000_0000

48'h00D0_0000_0000

IOMMU Private Address
GstBufferTRPMode=1

Guest2*16-1 DomainID Mapping (512 KB)

Guest1 DomainiD Mapping (512 K8)
Guest0 Domainl D Mapping (512 KB)

Guest2+16-1 DevicelD Mapping (1MB)

Guest2 DevicelD Mapping (1MB)

Guest1 DevicelD Mapping (1MB)

Guest0 DevicelD Mapping (1M8)

IOMMU General Backing Storage
(8m8)

2732*88=32GB

2733*8B=64GB
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VF Control and VF MMIO BAR

® VF Control MMIO BAR
o Control bits, programmed by the
hypervisor
o 1st 4KB of the guest MMIO region
® VF MMIO BAR
o 3rd 4KB of the guest MMIO region —
virtualized by HW
o Uses Guest ID to index/map 4K region
to guest

o Contains:
— Command buffer head/tail pointers
— Event and PPR log head/tail pointers
— Status registers
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Guest2"16-1 Painters & Status (4KB)

I0MMU AMMIO VF
,

Guest 3 Pointers & Status (4KB)

Guest 2 Pointers & Status (4KB)

Guest 1 Pointers & Status (4KB)

Guest 0 Pointers & Status (4KB)

BAR

10MMU VF Control MMIO

Reserved (88}
Guest216-1 Controls (24B)

Reserved (88]
Guest1 Controls (248
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Reserved (8B]

Reserved (88)
Guest0 Controls (248

IOMMU MMIO VFCNTL BAR
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Nested Page table

Host Device Table Entry
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Nested Page table

guest table of vIOMMU

Guest IOMMU driver program

.
Guest H B
DMA Memory -* - --4 viOMMU .Eﬂ—g\OVA
Guest Table
Guest Nested IOMMU
Page-table Walk (610VA-> GPA)
Hypervisor Host Table
(GPA=> 5PA)
A )‘
DMAMemory |d—sPA JOMMU VFIO/IOMMU drivers

GCR3 Table Root Pointer - vIOMMU handles guest translation
Host Page Table Root Pointer - IOMMU handles nested translation

program host table of
loMMU
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