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Secure vIOMMU

• Extends hw-vIOMMU to assign trusted IO (TIO) devices to 

confidential (SNP) guests

• Enables secure DMA directly between the trusted device and 

guest private memory

• Keeps the untrusted hypervisor off the secure path: AMD 

Security Processor (ASP) owns the secure DTE and guest 

IOMMU configuration

o VF Control read/write from hypervisor is blocked for secure 

guests



Secure DTE

• Separate device table holding the 

DTEs of trusted devices

• 512-bit entry per device containing 

guest page table details, etc.

• Owned and programmed exclusively 

by the ASP, in encrypted memory

• Hypervisor cannot read/write to sDTE
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Secure vIOMMU setup
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SNP Guest (Trusted)
Programs Guest Page table
Requests PSP to program:

- secure DTE
- command/PPR buffer base address in

IOMMU private memory

Hypervisor/VMM (untrusted)
Allocates memory for backing page, 
domain ID/dev ID table.
Allocates domain ID for each TDI
Assigns VFMMIO page to guest

ASP (AMD Security Processor) -
Trusted

Owns sDTE + validates requests
Programs IOMMU backing memory, 
domain ID and device ID table
Manages RMP state

IOMMU HW (enforcement)
Walks nested page table and 
validates against RMP table
Processes commands from Guest 
command buffer

System Memory
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Encrypted IOMMU Private memory

GHCB
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Current Status

• Working prototype of Secure vIOMMU is ready
o Kernel: https://github.com/AMDESE/linux-iommu/tree/sviommu/tsm0407_v619_v1

o QEMU: https://github.com/AMDESE/qemu-iommu/tree/sviommu/tsm0407_v619_v1

• Builds on the AMD hw-vIOMMU series (under upstream review)

• Plan to post to the upstream mailing list once hw-vIOMMU feature is 

accepted

• Early feedback on the design and interfaces is welcome

https://github.com/AMDESE/linux-iommu/tree/sviommu/tsm0407_v619_v1
https://github.com/AMDESE/linux-iommu/tree/sviommu/tsm0407_v619_v1
https://github.com/AMDESE/linux-iommu/tree/sviommu/tsm0407_v619_v1
https://github.com/AMDESE/qemu-iommu/tree/sviommu/tsm0407_v619_v1
https://github.com/AMDESE/qemu-iommu/tree/sviommu/tsm0407_v619_v1
https://github.com/AMDESE/qemu-iommu/tree/sviommu/tsm0407_v619_v1


Challenge #1

• Both host and guest support resides in the AMD IOMMU driver, which uses ops 

structures to interact with other subsystems (sev_guest, crypto/ccp).

o Guest ops to communicate with the sev_guest subsystem:

struct amd_sviommu_guest_ops {

int (*setup_cmdbuf)(u16 devid, void *data);

int (*setup_mmio)(u16 devid, void *data);

int (*mapping_update)(void *data);

int (*sdte_update)(void *data);

};

o Host ops to communicate with the ccp (crypto) subsystem:

struct amd_iommu_ccp_ops {

int (*sev_tio_viommu_init)(struct amd_sviommu *sv);

int (*sev_tio_viommu_guest_init)(struct amd_sviommu_guest *g);

int (*sev_tio_viommu_guest_shutdown)(struct amd_sviommu_guest *g);

};

o An alternative is to use EXPORT functions.



Challenge #2

• Initialize secure vIOMMU instance

o The hypervisor communicates with the ASP to initialize the secure vIOMMU

instance.

o A reference to kvmfd (struct kvm) is required in the VIOMMU_INIT path.

– It is needed to obtain the SNP guest context page, ASID, etc. (struct kvm_sev_info)

– The current prototype passes kvmfd via the IOMMU_VIOMMU_ALLOC uAPI

– Plan to move to the new viommu_init interface, which provides an iommufd_device

structure holding the kvm_file reference (based on Aneesh’s RFC v6).

o The ASP needs the guest vIOMMU device ID to map it to the physical IOMMU

– The current prototype passes it via the IOMMU_VIOMMU_ALLOC uAPI.

https://lore.kernel.org/linux-iommu/20260917140159.1163281-1-aneesh.kumar@kernel.org/


Challenge #3

• Synchronizing the IOMMU host page table with the CPU page table

o IOMMU hardware checks the RMP (Reverse Map Table) to verify page ownership 

before allowing DMA.

o The IOMMU host page table entry size must match the corresponding RMP entry.

o The IOMMU host page table must be synchronized before DMA from a secure guest 

is enabled.

– The current prototype uses the generic_pt cut_mapping() interface to split the page table 

entry (Jason’s prototype code).

o Any other better way to handle this?



Reference

• AMD IOMMU specification

• SEV TIO specification

https://docs.amd.com/api/khub/documents/2oKZlc87KNCKiT3B~xJjHg/content
https://docs.amd.com/api/khub/documents/2oKZlc87KNCKiT3B~xJjHg/content
https://docs.amd.com/v/u/en-US/58271_PUB_SEV-TIO
https://docs.amd.com/v/u/en-US/58271_PUB_SEV-TIO
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Secure vIOMMU Architecture



IOMMU Private Address Space

• Page table at IOMMU BDF used by 

IOMMU hardware to keep the vIOMMU

config data

• Supports upto 64K guests
◦ Uses Guest ID to index various tables

◦ Top 32K IDs reserved for secure guests

• Per guest mapping table
◦ Guest Domain ID to Host domain ID 

mapping table

◦ Guest Device ID to Host device ID 

mapping table

• Global 8MB per IOMMU for private 

data including per guest status, etc.



VF Control and VF MMIO BAR

• VF Control MMIO BAR

o Control bits, programmed by the 

hypervisor

o 1st 4KB of the guest MMIO region

• VF MMIO BAR

o 3rd 4KB of the guest MMIO region –

virtualized by HW

o Uses Guest ID to index/map 4K region 

to guest

o Contains:
– Command buffer head/tail pointers

– Event and PPR log head/tail pointers

– Status registers



Nested Page table

Host Device Table Entry Nested Page table

• GCR3 Table Root Pointer - vIOMMU handles guest translation

• Host Page Table Root Pointer - IOMMU handles nested translation


	Slide 1: AMD Secure vIOMMU Architecture  and Implementation Challenges
	Slide 2: Secure vIOMMU
	Slide 3: Secure DTE
	Slide 4: HW-vIOMMU setup
	Slide 5: Secure vIOMMU setup
	Slide 6: Secure vIOMMU setup
	Slide 7: Current Status
	Slide 8: Challenge #1
	Slide 9: Challenge #2
	Slide 10: Challenge #3
	Slide 11: Reference
	Slide 12
	Slide 13
	Slide 14: Secure vIOMMU Architecture
	Slide 15: IOMMU Private Address Space
	Slide 16: VF Control and VF MMIO BAR
	Slide 17: Nested Page table

