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About me
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• multipleChromeOSEmbeddedController drivers

• multiple hwmondrivers

VariousBugfixes

Working for Linutronix on the kernel since2024

• vDSO

• timekeeping/timers



Sysfs

Filesystem representationof kernel objects.

Eachobject has adirectory.

Object attributes showupasfiles.

Allow introspection and interaction.

# A USB device example
$ ls -1 /sys/devices/pci0000:00/0000:00:08.1/0000:c1:00.3/usb1/
...
manufacturer
vendor
...



Sysfs attribute structures

/* include/linux/device.h */
struct device_attribute {

struct attribute attr; /* name and mode */
ssize_t (*show)(struct device *dev,

struct device_attribute *attr,
char *buf);

ssize_t (*store)(struct device *dev,
struct device_attribute *attr,
const char *buf, size_t count);

};



Attribute group structures

/* include/linux/sysfs.h */
struct attribute_group {

const char *name;
umode_t (*is_visible)(struct kobject *,

struct attribute *,
int);

/* NULL-terminuated list */
struct attribute **attrs;
/* ... binary attributes */

};



Sysfs attribute structures (2)

Attributes are registeredonwhole “classes” ofobjects.

Attributes are added fromdifferentplaces:

• Driver core.

• Subsystemsandsubsystems.

• Drivers.

Per-objectmodifications is done throughis_visible()callbacks.



Problems frommodifications by the developer

Structures areglobal, sharedbetweenall instances.

Structuresmaybeusedat any timedue toevents.

• Modifications are racy.

Driver coreexpects theattributes tobe stable.



Problems frommalicious modifications

Callbackmodificationsbyattackers candivert control flow.

Callbacks areeasily reachable fromuserspace.

What aboutControl flow integrity (CFI)?

• There is only a limitedamountofdifferent callback types.

• Thecallbacks castwithcontainer_of()manually.

• UndetectablebyCFI.



Solution

The structuresdonot actually have tobemodifiable.

Mark themallconstandmove them to read-onlymemory.

Enforce this for new instances through theAPIs.

Drop legacymutableAPIs if possible.



Current state

0) Test balloonusingstruct bin_attribute. [DONE]

1) Sysfs corepreparation. [DONE]

2) API infrastructure for themigration. [DONE]

3) GradualMigrationof the attribute structures. [INPROGRESS]

• Someusers require special on-offchanges.

• Requires inspectionof eachusage site.

4) Removal of the non-const APIs. [TODO]

5) Removal of the_constAPI suffix. [TODO]

• Hopefully in onebig,mechanical commit.



Migration example, container_of()

/* before */
#define to_dev_attr(_attr) \

container_of(_attr, struct device_attribute, attr)

/* after */
#define to_dev_attr(_attr) \

container_of_const(_attr, struct device_attribute, attr)

Not specific to sysfs. Usecontainer_of_const()everywhere!



Migration example, DEVICE_ATTR()

/* before */
ssize_t foo_show(..., struct device_attribute *attr, ...);
ssize_t foo_store(..., struct device_attribute *attr, ...);

static DEVICE_ATTR_RW(foo);

/* after */
ssize_t foo_show(..., const struct device_attribute *attr, ...);
ssize_t foo_store(..., const struct device_attribute *attr, ...);

static const DEVICE_ATTR_RW(foo);



Migration example, __ATTR()

/* before */
ssize_t bar_show(..., struct device_attribute *, ...);

static const struct device_attribute bar = __ATTR_RO(bar);

/* after */
ssize_t bar_show(..., const struct device_attribute *, ...);

static const struct device_attribute bar = __DEVICE_ATTR_RO(bar);



Migration example, custom attribute creation:

/* before */
ssize_t bar_show(..., struct device_attribute *, ...);

struct device_attribute *dev_attr = ...;
dev_attr.show = bar_show;

/* after */
ssize_t bar_show(..., const struct device_attribute *, ...);

struct device_attribute *dev_attr = ...;
dev_attr.show_const = bar_show;



Migration for other attribute types

struct kobj_attributeworks the sameasstruct device_attribute.
Customattribute typescanbemigrated inbig-bang switchover.

…or use their own transitionmachinery.



Migration example, attribute list

/* before */
static struct attribute *attrs[] = [

&dev_attr_foo.attr,
&bar.attr,
NULL

];

/* after */
static const struct attribute *const attrs[] = [

&dev_attr_foo.attr,
&bar.attr,
NULL

];



Migration example, attribute group
/* before */
umode_t baz_is_visible(..., struct attribute *attr, ...);

const struct attribute_group group = {
.attrs = attrs,
.is_visible = baz_is_visible,

};

/* after */
umode_t baz_is_visible(..., const struct attribute *attr, ...);

const struct attribute_group group = {
.attrs_const = attrs,
.is_visible_const = baz_is_visible,

};



Complexity behind the scenes

IssueswithCFI storingdifferent functionpointers in a union.

Keepingbothpointers in each structurewastesmemory.

Compatibilitywith non-const andconst callers.

Handledautomatically by the sysfs cores andhelpermacros.



Call to action

All users of sysfs.h:

• Mark your attribute instances asconst.

Subsystemswith customattributes takingstruct <custom_>attribute *:
• Mark thecallback argument as ‘const’.

Usersofdevice_attributeorkobj_attribute:
• Switch tonew type-specificmacros.

Newkernel contributors:

• Helpwith themigration.

• Talk tome for guidanceand review.


