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Why Documenting the design and testing the code is important ?



Let’s look at an example…
void drm_gem_shmem_vunmap_locked(struct drm_gem_shmem_object *shmem,
                                 struct iosys_map *map)
{
        struct drm_gem_object *obj = &shmem->base;

        dma_resv_assert_held(obj->resv);

        if (drm_gem_is_imported(obj)) {
                dma_buf_vunmap(obj->import_attach->dmabuf, map);
        } else {
                dma_resv_assert_held(shmem->base.resv);

                if (refcount_dec_and_test(&shmem->vmap_use_count)) {
                        vunmap(shmem->vaddr);
                        shmem->vaddr = NULL;

                        drm_gem_shmem_unpin_locked(shmem);
                }
        }
}

● Releases a virtual mapping of a SHMEM GEM object
● Two decisions, four leaf outcomes: imported or not, and the reference count reaching zero or staying 

positive.
● v7.3-rc5, drivers/gpu/drm/drm_gem_shmem_helper.c

1st decision: is the object imported?

2nd decision: is the object still in 
use?



The associated KUNIT test
static void drm_gem_shmem_test_vmap(struct kunit *test)
{
        struct drm_device *drm_dev = test->priv;
        struct drm_gem_shmem_object *shmem;
        struct iosys_map map;
        int ret, i;

        shmem = drm_gem_shmem_create(drm_dev, TEST_SIZE);
        KUNIT_ASSERT_NOT_ERR_OR_NULL(test, shmem);

        ret = kunit_add_action_or_reset(test, drm_gem_shmem_free_wrapper, shmem);
        KUNIT_ASSERT_EQ(test, ret, 0);

        ret = drm_gem_shmem_vmap(shmem, &map);
        KUNIT_ASSERT_EQ(test, ret, 0);
        KUNIT_ASSERT_NOT_NULL(test, shmem->vaddr);
        KUNIT_ASSERT_FALSE(test, iosys_map_is_null(&map));
        KUNIT_EXPECT_EQ(test, refcount_read(&shmem->vmap_use_count), 1);

        iosys_map_memset(&map, 0, TEST_BYTE, TEST_SIZE);
        for (i = 0; i < TEST_SIZE; i++)
                KUNIT_EXPECT_EQ(test, iosys_map_rd(&map, i, u8), TEST_BYTE);

        drm_gem_shmem_vunmap(shmem, &map);
        KUNIT_EXPECT_NULL(test, shmem->vaddr);
        KUNIT_EXPECT_EQ(test, refcount_read(&shmem->vmap_use_count), 0);
}

— There is no dedicated vunmap test. The function is covered at the tail of a test whose stated objective is 
vmap, reached through the drm_gem_shmem_vunmap() wrapper that holds the reservation lock.

1st decision: is the object imported?
NO… it is created from scratch 

2nd decision: is the object still in use?
NO…there only one vmap before 

vunmap so the obj refcount reaches 0 



Two untested equivalence classes
void drm_gem_shmem_vunmap_locked(struct drm_gem_shmem_object *shmem,
                                 struct iosys_map *map)
{
        struct drm_gem_object *obj = &shmem->base;

        dma_resv_assert_held(obj->resv);

        if (drm_gem_is_imported(obj)) {
                dma_buf_vunmap(obj->import_attach->dmabuf, map);
        } else {
                dma_resv_assert_held(shmem->base.resv);

                if (refcount_dec_and_test(&shmem->vmap_use_count)) {
                        vunmap(shmem->vaddr);
                        shmem->vaddr = NULL;

                        drm_gem_shmem_unpin_locked(shmem);
                }
        }
}

The untested equivalence classes
● 1st decision: yes, object imported
● 1st decision: no, not imported, 2nd decision: yes object still in use

1st decision: is the object imported? 
NO

2nd decision: is the object still in 
use? NO

the statement coverage 
gap only detects the first 

equivalence class missing



The bug that made it through….
commit e1fc39a923329c34c61dfed0665620d21826e8f4
[...]

diff --git a/drivers/gpu/drm/drm_gem_shmem_helper.c b/drivers/gpu/drm/drm_gem_shmem_helper.c
index 84a196bbe44f..2d924d547a51 100644
--- a/drivers/gpu/drm/drm_gem_shmem_helper.c
+++ b/drivers/gpu/drm/drm_gem_shmem_helper.c

[...]
@@ -413,14 +413,10 @@ void drm_gem_shmem_vunmap_locked(struct drm_gem_shmem_object *shmem,
        } else {
                dma_resv_assert_held(shmem->base.resv);
 
-               if (drm_WARN_ON_ONCE(obj->dev, !shmem->vmap_use_count))
-                       return;
-
-               if (--shmem->vmap_use_count > 0)
-                       return;
-
-               vunmap(shmem->vaddr);
-               drm_gem_shmem_unpin_locked(shmem);
+               if (refcount_dec_and_test(&shmem->vmap_use_count)) {
+                       vunmap(shmem->vaddr);
+                       drm_gem_shmem_unpin_locked(shmem);
+               }
        }
        shmem->vaddr = NULL;

In the previous implementation if 
the object was still in use the 

function was returning right away

Now, even when the object is still 
in use, we set vaddr to NULL 



The bug went undetected by KUNITs
void drm_gem_shmem_vunmap_locked(struct drm_gem_shmem_object *shmem,
                                 struct iosys_map *map)
{
        struct drm_gem_object *obj = &shmem->base;

        dma_resv_assert_held(obj->resv);

        if (drm_gem_is_imported(obj)) {
                dma_buf_vunmap(obj->import_attach->dmabuf, map);
        } else {
                dma_resv_assert_held(shmem->base.resv);

                if (refcount_dec_and_test(&shmem->vmap_use_count)) {
                        vunmap(shmem->vaddr);

                        drm_gem_shmem_unpin_locked(shmem);
                }
        }

        shmem->vaddr = NULL;
}

There is no test for the “object still in use” equivalence class verifying vaddr to be non-NULL.
If such a test had been in place probably the patch above would not have gone through

1st decision: is the object imported? 
NO

2nd decision: is the object still in 
use? NO



Finally the bug was fixed
commit dd717762761807452ca25634652e180a80349cd8
[...]

    Fixes: e1fc39a92332 ("drm/shmem-helper: Use refcount_t for vmap_use_count")
    Reported-by: Lucas De Marchi <lucas.demarchi@intel.com>
    Closes: 
https://lore.kernel.org/dri-devel/20250403105053.788b0f6e@collabora.com/T/#m3dca6d81bedc8d6146a56b82694624fbc6fa4c96
    Signed-off-by: Dmitry Osipenko <dmitry.osipenko@collabora.com>
    Reviewed-by: Boris Brezillon <boris.brezillon@collabora.com>
    Tested-by: Lucas De Marchi <lucas.demarchi@intel.com>
    Link: https://lore.kernel.org/r/20250403142633.484660-1-dmitry.osipenko@collabora.com

diff --git a/drivers/gpu/drm/drm_gem_shmem_helper.c b/drivers/gpu/drm/drm_gem_shmem_helper.c
index 2d924d547a51..aa43265f4f4f 100644
--- a/drivers/gpu/drm/drm_gem_shmem_helper.c
+++ b/drivers/gpu/drm/drm_gem_shmem_helper.c
@@ -415,11 +415,11 @@ void drm_gem_shmem_vunmap_locked(struct drm_gem_shmem_object *shmem,
 
                if (refcount_dec_and_test(&shmem->vmap_use_count)) {
                        vunmap(shmem->vaddr);
+                       shmem->vaddr = NULL;
+
                        drm_gem_shmem_unpin_locked(shmem);
                }
        }
-
-       shmem->vaddr = NULL;
 }



An extra note
v6.15 implementation

void drm_gem_shmem_vunmap(struct drm_gem_shmem_object *shmem,
                          struct iosys_map *map)
{
        struct drm_gem_object *obj = &shmem->base;

        if (drm_gem_is_imported(obj)) {
                dma_buf_vunmap(obj->dma_buf, map);
        } else {
                dma_resv_assert_held(shmem->base.resv);

                if (drm_WARN_ON_ONCE(obj->dev, !shmem->vmap_use_count))
                        return;

                if (--shmem->vmap_use_count > 0)
                        return;

                vunmap(shmem->vaddr);
                drm_gem_shmem_put_pages(shmem);
        }

        shmem->vaddr = NULL;
}
EXPORT_SYMBOL(drm_gem_shmem_vunmap);

in the previous implementation vaddr is 
set to NULL also when the gem object 

is imported…not sure this is fully 
correct



Why Documenting the design and testing the code is important (also for 
drm_gem_shmem_vunmap ) ?

● A new developer can check the behavioral expectations and make 
sure that his modifications meet them (e.g. vaddr set to NULL only 
when the shared object has no active users)

● This would lead to less incorrect or buggy proposals
● A tester can verify all the behavioral expectations to be tested 

(e.g. by writing new test specs and test cases for the use cases of 
imported objects or for a mapped object shared by multiple users)

In general the technical debt associated with Linux would be reduced.

However how do we maintain these set of collaterals associated 
with the code?



Initially we proposed a model for maintaining requirements, test specifications and test 
cases upstream with the code

LPC’24: “Improving kernel design 
documentation and involving experts”
Discussion outcome

● Participating maintainers agreed that low level requirements are 
important to properly uphold intended design;

● Participating maintainers asked to have semantic aspects of the 
requirements to be added inline with the source code whereas the 
rest of requirements’ formalism should go into sidecar files;

● The requirements format must be compatible with the existing 
kernel documentation;

● The requirements’ formalism should be supported by automation 
for evaluating requirements against newly submitted code.



We submitted a patchset with 
documentations, testable expectations and 
associated tests (see [7])

/dev/mem submissions

[6] https://lore.kernel.org/all/20250821170419.70668-1-gpaoloni@redhat.com/
[7] https://lore.kernel.org/all/20250910170000.6475-1-gpaoloni@redhat.com/

However it seems that there is 
no clarity about why we need 

this, which APIs will be specified, 
who is will do the work

https://lore.kernel.org/all/20250821170419.70668-1-gpaoloni@redhat.com/
https://lore.kernel.org/all/20250910170000.6475-1-gpaoloni@redhat.com/


Following LPC25 discussions and feedbacks 
we proposed a further patchset with the 
minimum formalism to trace specifications to 
test cases (see [8])

/dev/mem submissions

[8] https://lore.kernel.org/all/20260212124923.222484-1-gpaoloni@redhat.com/

Again this was Rejected.







Example drm_gem_shmem_vunmap_locked 

Generated by: BASIL (https://github.com/elisa-tech/BASIL/)



Example drm_gem_shmem_vunmap_locked 

Generated by: BASIL (https://github.com/elisa-tech/BASIL/)
[...]



Example drm_gem_shmem_vunmap_locked 

Generated by: BASIL (https://github.com/elisa-tech/BASIL/)

static void drm_gem_shmem_test_vmap(struct kunit *test)
{
        struct drm_device *drm_dev = test->priv;
        struct drm_gem_shmem_object *shmem;
        struct iosys_map map;
        int ret, i;

        shmem = drm_gem_shmem_create(drm_dev, TEST_SIZE);
        KUNIT_ASSERT_NOT_ERR_OR_NULL(test, shmem);

        ret = kunit_add_action_or_reset(test, drm_gem_shmem_free_wrapper, shmem);
        KUNIT_ASSERT_EQ(test, ret, 0);

        ret = drm_gem_shmem_vmap(shmem, &map);
        KUNIT_ASSERT_EQ(test, ret, 0);
        KUNIT_ASSERT_NOT_NULL(test, shmem->vaddr);
        KUNIT_ASSERT_FALSE(test, iosys_map_is_null(&map));
        KUNIT_EXPECT_EQ(test, refcount_read(&shmem->vmap_use_count), 1);

        iosys_map_memset(&map, 0, TEST_BYTE, TEST_SIZE);
        for (i = 0; i < TEST_SIZE; i++)
                KUNIT_EXPECT_EQ(test, iosys_map_rd(&map, i, u8), TEST_BYTE);

        drm_gem_shmem_vunmap(shmem, &map);
        KUNIT_EXPECT_NULL(test, shmem->vaddr);
        KUNIT_EXPECT_EQ(test, refcount_read(&shmem->vmap_use_count), 0);
}



SPDX 3.1-dev (active development)

Work in Progress - License: CC-BY-4.0


Requirement

 Code
SoftwareArtifact/
Package | File | Snippet

 Test Specification
FunctionalSafety/
Requirement Verification

hasRequirement

hasRequirement

implementedBy

verifiedBy

https://spdx.github.io/spdx-spec/v3.1-RC1/model/Core/Classes/Requirement/


Field Purpose Cardinality SPDX 3.1

Identify 
Requirement

(1,1) core/spdxID 
core/Requirement/ requirementUID

Requirement 
Statement

(1,1) core/Requirement/ requirementStatement

Requirement 
Integrity

(1,1) core/requirement/ verifiedUsing (see 
Integrity Method for options)

Rationale (0,1) core/Requirement/ rationale

Requirement (active development)

Under discussion:  
requirement state/status - DRAFT | APPROVED | DEPRECATED
Looking to add to relationship as requirements can be reused, evolved, etc. but once 
created not modified. 

https://spdx.github.io/spdx-spec/v3.1-dev/model/Core/Classes/Requirement/


RequirementVerification (active development)

Work in Progress - License: CC-BY-4.0

Field Purpose Cardinality SPDX 3.1

Identifier of 
RequirementVerfication

(1,1) core/spdxID 
FunctionalSafety/ verificationUID

VerificationMethod (1,1) FunctionalSafety/ VerificationType

Why of method selected (0,1) core/Rationale

Any conditions to satisfy 
after verification performed

(0,1) FunctionalSafety/ VerificationPostcondition 

Any conditions to be 
satisfied before 
verification is performed

(0,1) FunctionalSafety/ VerificationPreccondition 

VerificationType is one of analysis | assessment | audit | demonstration | inspection | 
review | test | other 

https://spdx.github.io/spdx-spec/v3.1-dev/model/FunctionalSafety/Classes/RequirementVerifica


SPDX 3.1-dev (active development)

Work in Progress - License: CC-BY-4.0

  Tests
SoftwareArtifact/
Package | File | Snippet

 Evaluation
FunctionalSafety/
EvaluationResult

hasSpecification

implementedBy

 Test 
Specification
FunctionalSafety/
RequirementVerification

 Test Result(s)
SoftwareArtifact/
Package/File/Snippet

evaluationBasedOn

generates

hasEvidence

hasTestCase



Field Purpose Cardinality SPDX 3.1

Evidence identifier (1,1) core/spdxID 
FunctionalSafety/ EvidenceUID

Enumeration of types 
of Evidence Artifacts

(0,*) FunctionalSafety/ EvidenceType

from (1,1) Relationship from RequirementVerification

to (1,*) Relationship to objects that provide evidence

EvidenceRelationship   (active development)

EvidenceType is one of log | observation | recording | report | other 

hasEvidence: Every to Element is considered as evidence for the from Element (from hasEvidence to).

https://spdx.github.io/spdx-spec/v3.1-dev/model/FunctionalSafety/Classes/EvidenceRelationship/


Field Purpose Cardinality SPDX 3.1

Evaluation Identifier (1,1) core/spdxID 

Result of Evaluation (1,1) FunctionalSafety/EvaluationResult/ evaluation which is 
an evaluationResultType

Rationale (1,1) core/element

Evaluation based on (1,1) FunctionalSafety/EvaluationResult/evaluationBasedOn 
which is a RequirementVerification 

Evaluation Result (active development)

evaluationResultType is one of pass | fail | inconclusive 

https://spdx.github.io/spdx-spec/v3.1-dev/model/FunctionalSafety/Classes/EvaluationResult/


Specification

hasRequirement

hasRequirement

assumes

Requirement

Requirement

Assumption

tracedToDetail

tracedToDetail

Requirement(s)

Requirement

Work in Progress - License: CC-BY-4.0

SPDX 3.1-dev (active development)



Field Purpose Cardin
ality

SPDX 3.1

Identify a Specification
Artifact

(1,1) core/spdxID 
core/externalIdentifier

Type of Specification (0,1) core/specType

Name of specification (0,1) xsd:string

Specification  (active development)

specificationType is one of formalStandard| regulation | specification | other 

https://spdx.github.io/spdx-spec/v3.1-dev/model/Core/Classes/Specification/


Assumption of use (active development)

Note:  assumptions should be able to point to other assumptions via a 
"assumes" relationship.

Field Purpose Cardina
lity

SPDX 3.1

Identifier of 
Assumption

(1,1) core/spdxID 
FunctionalSafety/ assumptionUID

Assumption of 
use Statement

(1,1) FunctionalSafety/ assumptionStatement

why of 
assumption

(0,1) core/Rationale

Assumption 
Integrity

(1,1) FunctionalSafety/ verifiedUsing (see Integrity 
Method for options)

https://spdx.github.io/spdx-spec/v3.1-dev/model/FunctionalSafety/Classes/Assumption/


Next Steps

1) Complete the SPDX formalism definition to maintain requirements, 
evidence, test specifications along the corresponding code and test 
cases

2) Develop tools (e.g. BASIL) to support such a formalism and relationships
3) Define a change management process leveraging tools and formalism 

from points above
4) Create a repo for requirements and test specifications and start 

populating it with the Linux kernel data; and work with interested kernel 
maintainers and KernelCI community to review.

5) Spot bugs in existing code and in new contributions, show the value and 
create an ecosystem of interested parties using all of the above



Join us!
Safety-Architecture WG

WG Regular Public Meeting

We meet every Friday 4-5pm CEST

All ELISA public meetings can be accessed here https://zoom-lfx.platform.linuxfoundation.org/meetings/elisa

 

GitHub Repo
Please go to https://github.com/elisa-tech/Safety_Architecture_WG for additional details including current work led 
by this group and how to collaborate

https://lists.elisa.tech/g/safety-architecture
https://zoom-lfx.platform.linuxfoundation.org/meetings/elisa
https://github.com/elisa-tech/Safety_Architecture_WG


Thank you



Licensing of LPC Results
All work created during the LPC is licensed under Creative Commons Attribution 4.0 International (CC-BY-4.0) 
[https://creativecommons.org/licenses/by/4.0/] by default, or under another suitable open-source license, e.g., 
GPL-2.0 for kernel code contributions.

You are free to:

● Share — copy and redistribute the material in any medium or format
● Adapt — remix, transform, and build upon the material for any purpose, even commercially.

The licensor cannot revoke these freedoms as long as you follow the license terms.

Under the following terms:

Attribution — You must give appropriate credit, provide a link to the license, and indicate if changes were made. You 
may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your use.

No additional restrictions — You may not apply legal terms or technological measures that legally restrict others from 
doing anything the license permits.

Work in Progress - License: CC-BY-4.0

https://creativecommons.org/licenses/by/4.0/

