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Whoami — Nicole Pappler ClsAFeTY
Safety Consultant at AlektoMetis

Professional History:

Been working in production maintenance, automotive, ECU software development
All my projects had some safety criticality

Started to focus on Functional Safety about 15 years ago at TUV SUD

Currently:
Tech consulting as part of AlektoMetis
Supporting my customers regarding Functional Safety, Security & compliant use of open source
Involved in some open source projects:
Zephyr (Functional Safety Manager)
ELISA (Medical & Systems Group)
FuSa for SPDX Profile Group

OpenChain (39 party certification with TOV SUD)

What else?
Contact handle at GitHub, Discord, etc: @nicpappler
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System Package Data eXchange

SPDX Overview

e Open standard, providing a format to describe system elements in both machine
and human readable way and enable exchange of metadata information between
organizations

e SPDX Project consists of the

o SPDX Specification,
o SPDX License List, and
o SPDXtools and libraries

e SPDX2.3->ISO/IEC 5962:2021

e SPDX3.0ISO/IEC ballot passed, will be formalized by ISO this year
incorporated Al & Data related information

I SPDX
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Timeline of SPDX Evolution - Use Case by Use Case
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SPDX 3.1 Release Goals:

e a knowledge graph not just a flat file
(although it can export them)

e profiles capture the full supply chain
lifecycle

e provides Evidence Traceability for
Compliance

e has more Tools to help with
automating the metadata capturing

e providing more guides & examples to
Help Manufacturers for compliance
such as EU CRA

Copyright

Introduction

1. Scope

2. References

3. Symbols

4. Terms and definitions
5. Conformance

6. Model and serializations

Core

Software

® Security
Licensing
SimpleLicensing
ExpandedLicensing
Dataset

Al

Build

Lite

Extension
Hardware

@ Service

@ SupplyChain
Operations

FunctionalSafety

A. RDF model definition and diagrams

B. SPDX license expressions

[ZSPDX

Home

The System Package Data Exchange™ (SPDX®)
Specification Version 3.1-RC1

Copyright © 2010-2026, The Linux Foundation and its Contributors, including SPDX Model
contributions from OMG and its Contributors.

With thanks to Adam Cohn, Adolfo Garcia Veytia, Alan Tse, Alexios Zavras, Alfred Strauch,
Andrew Back, Ann Thornton, Armin Ténzer, Arthit Suriyawongkul, Ayumi Watanabe, Basil
Peace, Bill Schineller, Bradlee Edmondson, Brandon Lum, Bruno Cornec, Ciaran Farrell,
Daniel German, David Edelsohn, David Kemp, David A. Wheeler, Debra McGlade, Dennis
Clark, Dick Brooks, Ed Warnicke, Elyas Rashno, Eran Strod, Eric Thomas, Esteban Rockett,
Gary O'Neall, Gopi Krishnan Rajbahadur, Guillaume Rousseau, Hassib Khanafer, Henk
Birkholz, Hiroyuki Fukuchi, Itaru Hosomi, Jack Manbeck, Jaime Garcia, Jeff Licquia, Jeff
Luszcz, Jeff Schutt, Jilayne Lovejoy, John Ellis, Jonas Oberg, Joshua Watt, Kamsang Salima,
Karen Bennet, Karen Copenhaver, Kate Stewart, Kevin Mitchell, Kim Weins, Kirsten
Newcomer, Kouki Hama, Kris Reeves, Liang Cao, Lon Hohberger, Marc-Etienne Vargenau,
Mark Gisi, Marshall Clow, Martin Michimayr, Martin von Willebrand, Mark Atwood, Matija
Suklje, Matt Germonprez, Maximilian Huber, Meret Behrens, Michael J. Herzog, Michel
Ruffin, Nicole Pappler, Nisha Kumar, Nobuyuki Tanaka, Norio Kobota, Nuno Brito, Oliver
Fendt, Paul Madick, Peter Williams, Phil Robb, Philip Koltun, Philip Odence, Philippe
Ombredanne, Pierre Lapointe, Rana Rahal, Robert Martin, Robin Gandhi, Rose Judge, Sam
Ellis, Sameer Ahmed, Satoru Koizumi, Scott K Peterson, Scott Lamons, Scott Sterling, Sean
Barnum, Sebastian Crane, Shane Coughlan, Steve Cropper, Steve Winslow, Steven Carbno,
Stuart Hughes, Takashi Ninjouji, Thomas F. Incorvia, Thomas Steenbergen, Tom Callaway,
Tom Vidal, Toru Taima, Venkata Krishna, W. Trevor King, William Bartholomew, Yev
Bronshteyn, Yoshiko Ouchi, Yoshiyuki Ito, Yuji Nomura, Yumi Tomita, and Zachary McFarland
for their contributions and assistance.

NN

https://spdx.qithub.io/spdx-spec/v3.1-dev

= SPDX
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https://spdx.github.io/spdx-spec/v3.1-RC1

SPDX

What is FuSa documentation aiming for? EAsaAreTy

Safety Architecture and Documentation -> Safety Case

... and you have the evidence that you most
probably have implemented everything as
planned

You are sure you have a
solid structure and concept

Loads of

documentation
and evidences

Requirements
Calibration Data
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FuSa documentation structure LA sAFeTY

All FuSa related documentation is part of the Safety Case!
Think of all these documents as part of the release - each document is part of the Bill of Material, as is
each screw, each microcontroller and each piece of software!

Verification
Analysis
Test
Evidences

Plans
Processes
Guidelines

Requirements
Specifications

I SPDX

Licensed under CC-BY-SA-3.0



.pdf, .docx,
QMS System,
Wikis

Plans
Processes
Guidelines

systems,
.pdf, .docx

I SPDX

Zoo of lifecycle
management

Code,
Build data,
executables

One or more
repos, git or
svn based

Requirements
Specifications

SPDX

Data Structure of current FuSa projects... ElSAFeTY

Verification
Analysis

Test
Evidences

Zoo of lifecycle
management
systems and test
tools,

.pdf, .docx, .xls,
html, code. ...
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Data Structure of current FuSa projects... Rl1SArFeTY

.pdf, .docx,
QMS System,
Wikis

Code,
Build data,
executables

Plans
Processes
Guidelines

One or more
repos, git or
svn based

Verification
Analysis
Test
Evidences

Requirements
Specifications

Zoo of lifecycle

g/?s?:r%esinent Zoo of lifecycle
.pdf, .docx management
, systems and test
tools,

.pdf, .docx, .xls,

u s p DX html, code ...
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SPDX

No 1 Safety Information Exchange Format ElsAreTy
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https://www.emojidex.com/emojidex/emojidex_open_license?ref=iconduck.com

Knowledge Graph in a FuSa Project

Sequence model becomes knowledge model

SPDX

SAFETY

Requirements < Software Tests - Reports
Architecture & - Integration & Reports
Design Tests
Implementation Unit Verification & -— Reports
(Code) Tests
Component Tooling Eval &
Functional Safety Requirements Configuration Documentation QuaIFﬁcation / Validation & Qualification (Dev,
Management Plan Management Plan Management Plan Management Plan Supply Chain Assessment Verification, Build,
Deploy...)

I SPDX
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Core

SPDX 3.1-rcl core model

SPDX

SAFETY

Core profie. )

PhysicalLocation
+ city: xsd:string[0..1]

+ country: CountryCodeAlpha3([0..1]
+ countyCode: xsd:string[0..1]

+ geographicPointLacation: xsdistring(0..*] [ Location

Requirement

+ devlifecycleStage: LifecycleScopeTypel0.. ]

+ postalCode: xsd:string[0..1] ‘A locatianTime: DateTime(0..1]
+ postalName: xsd:string[0..1]
+ postOfficeBoxNumber: xsd:string[0. 1]

+ provinceStateCode: xsd:string[0..1]

+ streetAddress: xsd:string(0. 1]

Person

+ xsd:string[0.

+ requirementstatement: xsd:string 1]

+ requirementUUTD: Externalidentifier(0..1]

I SPDX

Annotation
+ annatationType: AnnotationType[1]
[ Organization | Agent Element
+ statement: xsdistring(0.1]
|~neanquarmrsm:aunn: Location(0..*] | + 5pxid: xsd:anyURI{1] n ”
+ contentType: MedaType[0..1]
+ name: xscisring[0..1] st
+ summarys xsd:string(0..1] Relationship
+ deserption: xsd:string[0..1] = —{ = retatonsnipType: RelatonshipTypel 1)
+ commenty xsd:striag[0.1] o | + completeness: RelationshipCompleteness[0..1) |d—|
=
+ creationtnfo: Craationinfo(1] + startTime; ateTime(0..1]
ool
+ veriiedusing “ + endTime: DateTime(0..1]
Definedprocess
+ excermaiRer: ExtemaRer
+ processRationsle: xsd:trig0. 1]
+ externalidentiier: Externalidentifier[0..] O %]+ profietarormance: rdiieideciifortipelsi?
+ processReadiness: ProcessReadinessTypel0. 1] profiecont ProfletdentiterType(o..+]
Artifa + extension: /Extension/Extension|0..1 . i
+ processversion: xsd:string[1] ot ‘ Ll .
+ bulTime;: DateTime(0.1] noT
+ intendedUse: xsd:string[0..1] Ml i
svtenion = pie | [
‘ Regulation ‘ + originatedey: Agent(0..*] SpdxDocument
+ ) e BitaaliiegTo + context: xsd:string(0..1] ‘ + scape: LifecycleScopeTypel..1]
L ol + releaseTime: pateTimeo..11 8 #10.41
+ specType: SpecificationType[0..1] + datalicense: /SimpleLicensing/AnyLicenselnfo[0..1) ?
+ standardName: xsd:string[0..%]
+ namespaceMap: NamespaceMap[0..%] Bom
+ suppledsy: Agento..1]
il + supportLevel: SupportType[0..*] B F 5 Simple Data Types
+ [Core/Artifact/originatedBy: Agent[1..*] ndividualElement
+ valdUntiTime: DateTime(0..1]
+ actionStartTime: DateTime(0.1] L
DateTime
+ actianEdTime: Daterime(0..1]
xsd:dateTimestamp
+ actionLocation: Lacation|0..*]
+ addiionailnformation: DictionaryEntry[0..+] o et s )
MediaType
CreationInfo | Externalldentifier ExternaiMap Fedisming
+ spectersion: Semver(1] + P Typel 1] + xsdzanyURI{1]
+ created: Datetime1) + dentfr: xsd:string(1] +locationHint: xsd:anyURI(0..1) Semver

ContactPointRelationship

+ contactType: CantactPointRelationshipTypel0..1]

+ /Core/Relationship/startTime: DateTime[1]
+ {Core/Relationship/endTime: DateTime{ 1]

+ supportLevel: SupportType(0..1]

Licensed under CC-BY-SA-3.0


https://github.com/spdx/spdx-3-model/blob/develop/images/model-Core.png

Core

SPDX 3.1-rcl Element class

Agent[0..*]
DateTime[0..1]
e: xsd:string[0..%]

wgent[0..1]

I SPDX

+ import: ExternalMap[0..*]

+ datalicense: /SimpleLicensing/AnyLicenselnfo[0..1]

+ context: xsd:string[0..1] + scope: LifecycleScopeType(0..1]

-

+ namespaceMap: NamespaceMap[0..*] Bom

Annotation
4
5 + annolationType: AnnotationType[1]
Agent Element i
el + statement: xsd:string[0..1] e
+ spdxId: xsd:anyURI[1] ———subject———
—Y + contentType: MediaType[0..1]
+ name: xsd:string[0..1] + con'
+ summary: xsd:string[0..1] <t Relationship
+ description: xsd:string[0..1] N 1 O + | + relationshipType: RelationshipType[1]
< o + fCo
+ comment: xsd:string[0..1] 1.* * | + completeness: RelationshipCompleteness[0..1] <t
S + {Cal
+ creationInfo: CreationInfo[1] + startTime: DateTime([0..1]
Tool . . + sup
>+ verifiedUsing: IntegrityMethod[0..*] + endTime: DateTime[0..1]
+ externalRef: ExternalRef[0..*] <t ElementCollection
£l
+ externalldentifier: Externalldentifier[0..%] * o it *| + profileConformance: ProfileldentifierType[0..*]
Artifact + ion: ion, ion[0..1] " A
NOT
teTime[0..1] NOT
xsd:string[0..1] % l”
SpdxDacument Bundle LifecycleScopedRelationship

SAFETY

Element:

Basic class, includes
e.g. information on
- Creation (who,
when)
- ID, name
- description

Licensed under CC-BY-SA-3.0


https://github.com/spdx/spdx-3-model/blob/develop/images/model-Core.png

SPDX 3.1-rc1 Relationship class ClsAreTY

Core

Relationship:

Annotation

+ annolationType: AnnotationType[1]
Agent Element i

-
+ spexld: xsd:anyURI[1] < ubject Fiswmtements:xsd:string(0.:1] CIaSS deSCI'IbI ng
+ contentType: MediaType[0..1]

+ name: xsd:string[0..1] hcon! dependenCieS, Iike

v

+ summary: xsd:string[0..1] < Relationship .
+ description: xsd:string[0..1] < 1 from + | + relationshipType: RelationshipType[1] = haSEVIdence
< o +/ca . .
 COmTent i Ked SerInal0:1 1% * | + completeness: RelationshipCompleteness[0..1] (< - h S f t
xeisnalo. ] k= [+/ca asopeciiication
+ creationlnfa: CreationInfo[1] + startTime: DateTime[0..1]

iz + endTime: DateTime[0..1] e = Ve rified By

>+ vETifiedUsing: IntegrityMethod(0..*]

+ externalRef: ExternalRef[0..*] <t ElementCollection - tra Ce TO D eta i I

TooLElemen

+ externalldentifier: Externalldentifier[0..*] * *| 4 profileCanformance: ProfileldentifierType[0..*]
< element
Artifact +e ion: =nsion, ion[0..1] * l A
NOT . .
— 3 A relationship can be
* .

xsd:string[0..1] * l mpl t mpl t
Agent[0..*] SpdxDocument Bundle ‘ LifecycleScopedRelationship CO e e Or InCO e e

+ import: ExternalMap[0..#] + context: xsd:string[0..1] [ + scope: LifecycleScopeType(0..1]
DateTime[0..1]

+ datalicense: /SimpleLicensing/AnyLicenselnfo[0..1] T
e: xsd:string[0..%] - -

+ namespaceMap: NamespaceMap[0..*] Bom
wgent[0..1]

I SPDX
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https://github.com/spdx/spdx-3-model/blob/develop/images/model-Core.png

SPDX FuSa Use Cases LAsAFeTY

Use Case 1: Exchange FuSarelated information in the supply chain

e Complete project information as Safety Case
e Planning of Functional Safety Management and (Safety) Concept
e Obligations for integration and operation

Use Case 2: Traceability within the project

e Process application and guidelines to implemented work products
e Specifications, requirements, architecture, safety analysis, code, tests and test reports

Use Case 3: Support of automated assessments
e Standardized assessment interfaces
Use Case 4: Support of automated assessments

e Easy identification of components within a system that run safety related loads

I SPDX
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+ standardName: xsd:string[0..*] usesTool [Element -> Element]) blake2b512 e
) ! S nohasertion
upportType(0.. ] Licensing exystalspilithion
fact -> AnyLd LaKyb
b fact > falcon
rd2 ‘Supportty;
Simple Data Types Security mdd i
affects (Vulnerability -> Element] nds deployed
doesNotatfact (Valnerability -> Element] nd6 developnent
exploitCraatedsy (Vulnerability -> Agent] other endotsupport
fixedny (Vulnerability -> Agent] shal Linitedsupport
founday (Vulnerability -> Agent] sha24 nohssertion
hashssessnentFor (Vulnerability -> Elenent] sha256 (default] noSuppozt.
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Content for SPDX 3.1 RCs LAsAFeTY

In this release candidate:

- Specification Class

- Requirement Class

- traceToDetail entry to Relationship Types to connect hierarchies of requirements
- EvaluationResult Class

- evidenceRelationship to link evidence to evaluation result

- Role

- Assumption (Assumption of Use)

- Need

- Analysis Trigger and System Impact Analysis

Already in 3.0: Requirement, RequirementVerification

I SPDX
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RC SPDX 3.1

Requirement Relationships

SAFETY

I SPDX

Requirement RequirementVerification
verifiedBy »
tré\ceToDetaiI
o
‘ Requirement' \ RequirementVerification® ‘
| verifiedBy T ’
f;aceToDetail
S
Requirement" RequirementVerification”
—verifiedBy—»

O

Licensed under CC-BY-SA-3.0



Classes for WPs - EVIDENCE LAsAFeTY

RC SPDX 3.1

RequirementVerification

‘ ‘ RequirementVerification’ ‘

ail

£ N

3equirement" RequirementVerification”
verifiedBy—»

\

generates,

Testlog (Elementtype Work Product) EvidenceRelationship EvaluationResult
<«—to— —from»
+ relationshipType: "hasEvidence"

I SPDX
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RC SPDX 3.1

REQUIREMENT class

Requirements

Element

Requirement

traceToDetail

.»\‘

Requirement

Requirement’

+ core/Element/spdxID

+ core/Element/name

+ core/Element/creationinfo

+ core/Element: verifiedUsing: integrityMethod [0.. *]
+ requirementUID : Contentldentifier [0...1]

+ DevLifeCycleStage: LifecycleScopeType [0..."]

+ requirementStatement : xsd:string [1]

+ requirementRational: xsd:string [0.. 1]

u s p Dx + requirementStatus: RequirementStatusType [0.. 1]

traceToDetail

e
Requirement"

Classes for WPs - REQUIREMENT ElsAFeTY

Licensed under CC-BY-SA-3.0



Verification
Analysis
Test
Evidences

I SPDX

Classes for WPs - VERIFICATION

RC SPDX 3.1

Element

SAFETY

enum: verificationType

RequirementVerification

+ verificationUID : Contentldentifier [0...1]

+ verificationBy: verificationType [0.."]

+ verificationPreconditions : xsd:string [0..%]
+ verificationPostconditions : xsd:string [0.."]

+ verificationNote: xsd:string [0.. 1]

Review
Inspection
Analysis

Test
Demonstration
Assessment
Audit

other

Licensed under CC-BY-SA-3.0



Assumption

I SPDX

Element

Assumption

+ core/Element/spdxID

+ core/Element/name

+ core/Element/creationinfo

+ core/Element/comment

+ assumptionUID: Core/Externalldentifier [0..1]
+ assumptionStatement: : xsd:string [1]

+ rationale : xsd:string [0..7]

Classes for WPs - Assumption LA sAFeTY
SPDX3.1RC?2

Example:
Assumption UID: FuSa_A001

Assumption Statement: The component
Is integrated into a system that provides it
with input values with ASIL D integrity.

Assumption rationale: The component
cannot check the integrity of provided
input values beyond basic range checks.
(Garbage in in garbage out)

Licensed under CC-BY-SA-3.0



Classes for WPs - EVIDENCE

RC SPDX 3.1

SPDX

SAFETY

enum: EvidenceResultType

[ Element l
Evidence |
(test reports, l
bu | Id |095, EvaluationResult
etC 0 ) + core/Element/spdxID enum: EvidenceType
+ core/Element/iname Report
+ core/Element/creationinfo Log
+ evaluationResult: EvaluationResultType Recording
+ evalutationRationale: xsd:string [1] Observation
+ evalutationBasedOn: requirementVerification [1] other
"
from
EvidenceRelationship

+ relationshipType: "hasEvidence"

+ evidenceUUID : xsd:anyURI[0..1] | a Relationship

+ evidenceType: EvidenceType [0.. 1]

+ core/Relationship/completeness : RelationshipCompleteness [0...1]

N
Elementtype Work Product

I SPDX

pass

fail

iinconclusive
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Role

I SPDX

Element

Role

+ core/Element/spdxID

+ core/Element/name

+ core/Element/creationinfo

+ core/Element/comment

+ referenceSpecification : DefinedType[0..."]

+ roleQualification: Requirement [1..7]

+ authorization: : xsd:string [0.."]

+ responsibility : Requirement [0..%]

Process related classes - Role LA sAFeTY
SPDX3.1RC?2

Example for Safety Manager Role:
Role Name: FuSa Manager

Role Qualification: [Engineering Degree,
Systems Engineering experience, FuSa
training, FuSa project experience,..]

Role Authorization: [approve safety
requirements, approve verification and
validation, approve release, ...]

Role Responsibility: [create and maintain
safety plan, prioritizes safety related
product changes, onboard new safety
team members, ... |

Licensed under CC-BY-SA-3.0


https://github.com/spdx/spdx-3-model/blob/develop/model/Core/Classes/Role.md

Changelmp
actAnalsys

I SPDX

WIP - Impact Analysis ClsaFeTY
SPDX3.1RC?2

core/Artifact l

v

AnalysisTrigger

SystemimpactAnalysis ‘

TBD

< hasinput

TBD ‘

Example use cases:

Impact Analysis based on a CVE, bug report, structural refactorng etc.

Licensed under CC-BY-SA-3.0



SDPX 3.1 RC1

Knowledge Graph in a FuSa Project

verifiedBy

Requirements

. verifiedBy
Architecture &

SAFETY

Design

\ hasRequirement
. verifiedB
Implementation

Tests

Unit Verification &

hasSpecification

o hasSpecification \

Functional Safety Requirements Configuration
Management Plan Management Plan Management Plan

I SPDX

(Code) J [ Tests

Integration &

Documentation
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Conclusions (so far) ClsAreTY

- What we started for Functional Safety is universally valid for other System
Engineering flavours

- Enabling standardized, automated format to exchange safety case documentation

- Tailored SBOMSs for design phase, dev phase (source SBOM), runtime and
deployed phase

- Reproducible impact analysis

- Tool agnostic information exchange: standardized Safety SBOM

-  Compliance as code works as expected
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... to be continued
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