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Image: https://www.jeepcherokeeclub.com/threads/upgrading-radio.19169/
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E/E architectures

SBA Research

dedicated ECUs
multi-bus + gateway

zonal architecture,
centralized compute

Image: https://www.techdesignforums.com/blog/2021/11/17/balancing-the-requirements-of-e-e-architectures-for-automotive-design/

domain controller
architecture
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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https://www.youtube.com/watch?v=3Wd4H91qfso

4:30 tear down the bumper

12:00 open the car (mirrors, lights)

13:41 car started (infotainment, lights)

14:18 gone



Back-connect to the connected car. Search for vulnerabilities in the VW electric car, Navinfo, Blackhat EU 2022

https://i.blackhat.com/EU-22/Wednesday-Briefings/EU-22-Serdyuk-Back-connect-to-the-connected-car.pdf

3x Linux 
VM

3x Linux 
VM 1x Linux 

VM
1x Linux 

VMGateway 
to CAN
Gateway 
to CAN

Ethernet
+CAN

Ethernet
+CAN

CAN 
domains

CAN 
domains
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https://www.redhat.com/en/blog/running-containers-cars

https://www.continental-automotive.com/en/components/hpc-product-portfolio.html

https://www.elektrobit.com/products/ecu/eb-corbos/linux-built-on-ubuntu/
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Contribution and Request for Comment

I would like to show:

• the applied use of eBPF for cybersecurity aspects 

in CAN and SPI (edge cases)

I kindly ask for your feedback:

• on variables in measurements

• network integration aspects
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datadatacan idcan id

CAN frame

Different variants: CAN CC (2.0), CAN FD, CAN XL

Alternatives: Automotive Ethernet, FlexRay, LIN, ...
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Problem Statement

SBA Research

???

virtual CAN

physical CAN bus

cellular

4G/5G

instrument

cluster

telematics
seat 

heatingcarplay

HPC (Linux)
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CAN in the Kernel and Networking 

• CAN drivers for devices (built upon can-dev)

o drivers/net/can/ (mcp251x, flexcan, peak_can)

• Virtual CAN interfaces (vcan and vxcan)

• CAN frames supported by the Linux Networking 

Subsystem (dealing with Socket Buffer)

• socket-can acts as an interface in user space

SBA Research
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struct canfd_frame {

canid_t can_id;  /* 32 bit CAN_ID + EFF/RTR/ERR flags */

__u8    len;     /* frame payload length in byte */

__u8    flags;   /* additional flags for CAN FD */

__u8    __res0;  /* reserved / padding */

__u8    __res1;  /* reserved / padding */

__u8    data[CANFD_MAX_DLEN] __attribute__((aligned(8)));

};

struct canxl_frame {

canid_t prio;  /* 11 bit priority for arbitration / 8 bit VCID */

__u8    flags; /* additional flags for CAN XL */

__u8    sdt;   /* SDU (service data unit) type */

__u16   len;   /* frame payload length in byte */

__u32   af;    /* acceptance field */

__u8    data[CANXL_MAX_DLEN];

};

SBA Research

https://github.com/linux-can/can-utils/blob/master/include/linux/can.h

CAN Frames of CAN FD and CANXL
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Attachment Points for eBPF on the CAN Bus

Image: https://medium.com/@kcl17/unlocking-network-performance-with-xdp-and-ebpf-67c712128025

TC decisionTC decision

attached at 
socket operation

attached at 
socket operation

XDP decisionXDP decision

$ ip link show

3: can0: <NOARP,UP,LOWER_UP,ECHO> mtu 16 xdpgeneric 
qdisc pfifo_fast state UP mode DEFAULT group 
default qlen 10
    link/can 
    prog/xdp id 400

18: vcan0: <NOARP,UP,LOWER_UP> mtu 72 qdisc noqueue 
state UNKNOWN mode DEFAULT group default qlen 1000
    link/can

$ tc qdisc show dev can0
qdisc pfifo_fast 0: root refcnt 2 bands 3 priomap 1 
2 2 2 1 2 0 0 1 1 1 1 1 1 1 1

$ tc qdisc show dev vcan0
qdisc noqueue 0: root refcnt 2

The

CGroup decisionCGroup decision
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struct can_frame {

__u32   can_id;  /* 32 bit CAN_ID + EFF/RTR/ERR flags */

__u8    can_dlc; /* data length code: 0 .. 8 */

__u8    data[8] __attribute__((aligned(8)));

};

SEC("xdp")

int xdp_can_drop_id0x123(struct xdp_md *ctx)

{

void *data_end = (void *)(long)ctx->data_end;

void *data = (void *)(long)ctx->data;

struct can_frame *frame = data;

if(frame->can_id == 0x123) // drop frames with CAN ID 0x123 

packets

{

// bpf_printk("dropping CAN frame with ID 0x123.");

return XDP_DROP;

}

// default action

return XDP_PASS;

}

SBA Research

• XDP attached eBPF 

program to filter CAN 

frames 

• acts as simple CAN firewall

• extended version can use 

maps for IDs and operation 

modes

• compared to existing bit-

masks we can create more 

complex checks.

eBPF Filter for CAN frames
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KernelKernel

SBA Research

ContainerContainer

progprog

canplayercanplayer

open socket
write/read

HardwareHardware

Experiment 1: XDP filter for CAN CC (2.0)

vcan0vcan0

disects the CAN protocol 
and filters 

disects the CAN protocol 
and filters 

candumpcandump

uses a capture file of a real 
car and replays it using the 

existing timestamps

uses a capture file of a real 
car and replays it using the 

existing timestamps

captures the can frames
write the CAN frames 

into a logfile

captures the can frames
write the CAN frames 

into a logfile

This setup uses XDP generic.
The CAN frame gets re-injected and 

recevied via candump.
Same wall-clock time.

This setup uses XDP generic.
The CAN frame gets re-injected and 

recevied via candump.
Same wall-clock time.

Used CAN traffic from a capture-file and send it into a virtual interface and 

received the CAN frames with candump.
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Measurements

SBA Research

frame 1frame 1 frame 2frame 2 frame 3frame 3 frame 4frame 4

frame 1frame 1 frame 2frame 2 frame 3frame 3 frame 4frame 4

frame 1frame 1 frame 2frame 2 frame 3frame 3 frame 4frame 4

frame 1frame 1 frame 2frame 2 frame 3frame 3 frame 4frame 4

frame 1frame 1 frame 2frame 2 frame 3frame 3 frame 4frame 4

#0

#1

#2

#3

#4

...

The measurements use a pre-recorded CAN capture of a real car and 

replays the 7223 CAN frames using stored timestaps each run.

CAN CC 0.5MbpsWe measure delays in 

the receiving the frames
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Baseline: canplayer-candump

XDP filter with one rule

within 1-2ms

within 1-2ms

note, that the static diagrams were produced with insufficient data.
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SBA Research

XDP filter with 1000 randomly generated ID-check rules

XDP filter on CAN with one rule

still within 1-2ms, 30ms highs

within 1-2ms

note, that the static diagrams were produced with insufficient data.
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Same test (above) with net.core.bpf_jit_enable=0

XDP filter with 1000 randomly generated ID-check rules

note, that the static diagrams were produced with insufficient data.

looks better

still within 1-2ms, 30ms highs
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KernelKernel

SBA Research

ContainerContainer

progprog

canplayercanplayer

open socket
write/read

HardwareHardware

Experiment 3: Hardware Setup (same device)

can0can0

XDP hook on the 
receiving side.

XDP hook on the 
receiving side.

candumpcandump

uses a capture file of a real 
car and replays it using the 

existing timestamps

uses a capture file of a real 
car and replays it using the 

existing timestamps

captures the can frames
write the CAN frames 

into a logfile

captures the can frames
write the CAN frames 

into a logfile

Peak 
CAN
Peak 
CAN

Peak 
CAN
Peak 
CAN

can1can1

Professional CAN hardware 
and a 120 Ohm terminated 

bus

Professional CAN hardware 
and a 120 Ohm terminated 

bus
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KernelKernel

ContainerContainer

HardwareHardware

KernelKernel

SBA Research

ContainerContainer

progprog

canplayercanplayer

HardwareHardware

Experiment 4: Device to Device

can0can0

candumpcandump

uses a capture file of a real 
car and replays it using the 

existing timestamps

uses a capture file of a real 
car and replays it using the 

existing timestamps

captures the can frames
write the CAN frames 

into a logfile

captures the can frames
write the CAN frames 

into a logfile

XDP hook on the 
receiving side.

XDP hook on the 
receiving side.

Peak 
CAN
Peak 
CAN

Peak 
CAN
Peak 
CAN

can1can1

Professional CAN hardware 
and a 120 Ohm terminated 

bus

Professional CAN hardware 
and a 120 Ohm terminated 

bus
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Discussion and RFC

• Does the performance differ between XDP and TC (or 

socket)?

• Does the performance differ in processing of CAN CC, CAN 

FD, CAN XL?

o we expect that the CAN frame fits in the XDP context 

• What coding constructs introduce the delays?

• Is there a better way to measure/trace?

o we measured received time between frames in userspace

o ftrace?

SBA Research
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User Space Helpers for eBPF on CAN 

for Cryptographic verification of CAN traffic

SBA Research



41SBA Research Image: https://kentindell.github.io/2023/04/03/can-injection/

open dooropen door key validkey valid
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SecOC: Integrity and Authenticity on CAN

SBA Research Source: https://munich.dissec.to/kb/chapters/can/can-secoc.html
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KernelKernel

SBA Research

ContainerContainer

cancanprogprog

appapp

HardwareHardware

Experiment 5: User space helper

can0can0

loads eBPF programs
holds key

processes SecOC verification

loads eBPF programs
holds key

processes SecOC verification

helper
MAC check
helper

MAC check

selects CAN frames to verify,
transferes to data to userspace

selects CAN frames to verify,
transferes to data to userspace
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Influence of an eBPF Program w/ userspace
helper

SBA Research

SecOC Helper (read-only), no re-inject

1-2ms, spikes within 30ms

• read-only, we can't wait for the user-space to 

terminate.

• the CAN frame isn't dropped and re-injected. 
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Image: https://www.csselectronics.com/pages/uds-protocol-tutorial-unified-diagnostic-services

Diagnostic communication over 
Controller Area 

Diagnostic communication over 
Controller Area 
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Routing and Forwarding CAN Frames

SBA Research
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Routing of CAN Traffic using eBPF

SBA Research

???

virtual CAN

physical CAN bus

instrument

cluster

Gatewaytelematicsseat heating

Linux ECU
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Routing and Forwarding of CAN frames
• the can-gw Kernel module is existing 

infrastructure to route CAN traffic 

between interfaces

• the cangw user space tool configures 

iptables-like rules to forward/filter CAN 

frames to an interface

• it supports a set of bitmasked-based 

functions for filtering

• limitations on bitmasks to create more 

sophistacted filters

SBA Research

Can we do bpf_clone_redirect() to copy 

the skb to another CAN interface?
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eBPF-CANGW: the packets drop

SBA Research

static int __bpf_redirect_common(struct sk_buff *skb, struct net_device *dev, u32 flags)
{

/* Verify that a link layer header is carried */
if (unlikely(skb->mac_header >= skb->network_header || skb->len == 0)) {

kfree_skb(skb);
return -ERANGE;

}

bpf_push_mac_rcsum(skb);
return flags & BPF_F_INGRESS ?

__bpf_rx_skb(dev, skb) : __bpf_tx_skb(dev, skb);
}

static int __bpf_redirect(struct sk_buff *skb, struct net_device *dev, u32 flags)
{

if (dev_is_mac_header_xmit(dev))
return __bpf_redirect_common(skb, dev, flags);

else
return __bpf_redirect_no_mac(skb, dev, flags);

}

net/core/filter.c:2193ff (commit 4a48523)
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eBPF-based CANGW Functionality?

SBA Research

static int __bpf_redirect_no_mac(struct sk_buff *skb, struct net_device *dev, u32 flags)
{

unsigned int mlen = skb_network_offset(skb);

if (unlikely(skb->len <= mlen)) {
kfree_skb(skb);
return -ERANGE;

}

if (mlen) {
__skb_pull(skb, mlen);

/* At ingress, the mac header has already been pulled once.
* At egress, skb_pospull_rcsum has to be done in case that
* the skb is originated from ingress (i.e. a forwarded skb)
* to ensure that rcsum starts at net header.
*/
if (!skb_at_tc_ingress(skb))

skb_postpull_rcsum(skb, skb_mac_header(skb), mlen);
}
skb_pop_mac_header(skb);
skb_reset_mac_len(skb);
return flags & BPF_F_INGRESS ?

__bpf_rx_skb_no_mac(dev, skb) : __bpf_tx_skb(dev, skb);
}

net/core/filter.c:2193ff (commit 4a48523)
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bpf_redirect(): Gateway in eBPF

SBA Research

static int __bpf_redirect(struct sk_buff *skb, struct net_device *dev,
u32 flags)

{
if (dev_is_mac_header_xmit(dev))

return __bpf_redirect_common(skb, dev, flags);
else

return __bpf_redirect_no_mac(skb, dev, flags);
}

static inline bool dev_is_mac_header_xmit(const struct net_device *dev)
{
 switch (dev->type) {
 case ARPHRD_TUNNEL:
 case ARPHRD_TUNNEL6:
 case ARPHRD_SIT:
 case ARPHRD_IPGRE:
 case ARPHRD_IP6GRE:
 case ARPHRD_VOID:
 case ARPHRD_NONE:
 case ARPHRD_RAWIP:
 case ARPHRD_PIMREG:
 /* PPP adds its l2 header automatically in ppp_start_xmit().
  * This makes it look like an l3 device to __bpf_redirect() and tcf_mirred_init().
  */
 case ARPHRD_PPP:
  return false;
 default:
  return true;
 }
}

net/core/filter.c

include/linux/if_arp.h
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Discussion and RFC

• Should be CAN be supported in bpf_redirect? 

What part needs to be exteded?

o dev_is_mac_header_xmit

o __bpf_redirect

• can-gw works, do we need another way in eBPF?

SBA Research
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Serial Peripheral Interface

SBA Research
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initinit

updaterupdater

/bin/sh/bin/sh
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Example Security Use Case: SPI

• Secure an update process

• Check unusual write operations to the flash device

Method

• Prevent a process from opening a SPI device

• Observe write operations on an SPI device

• Check writes with signatures (hashes, signature, CRC)
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Example: OpenWRT

SBA Research

# /lib/upgrade/common.sh, simplified

default_do_upgrade()
{

# write image and append saved config as a jffs2 blob
sync
if [ -n "$UPGRADE_BACKUP" ]; then

get_image "$1" | mtd -j "$UPGRADE_BACKUP" write - "${PART_NAME:-
firmware}"

else
get_image "$1" | mtd write - "${PART_NAME:-firmware}"

fi
}

lib/upgrade/common.sh

lib/upgrade/fwtool.sh
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Serial Peripheral Interface

• SPI core drivers/spi/spi.c (struct spi_controller)

o hardware spi-bcm2835.c, spi-imx.c

o spi_message, spi_transfer, spi_write/spi_read

• Protocol drivers

o mtd (spi-nor, spinand): /dev/mtd0, /dev/mtdblock1

o mmc (SD): /dev/mmcblk0, /dev/mmcblk0p1

• Userspace interface

o Spidev /dev/spidev1.2

SBA Research
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SPI topology and signals

SBA Research

Images: https://en.wikipedia.org/wiki/Serial_Peripheral_Interface

spi (Linux Kernel): https://www.kernel.org/doc/Documentation/spi/spi-summary 

Spidev: https://www.kernel.org/doc/Documentation/spi/spidev

Python Library (py-spidev): https://pypi.org/project/spidev/ 

/dev/spidev1.2

major=153
minor=1

2
..

spi->controller->bus_num

https://en.wikipedia.org/wiki/Serial_Peripheral_Interface
https://www.kernel.org/doc/Documentation/spi/spi-summary
https://www.kernel.org/doc/Documentation/spi/spi-summary
https://www.kernel.org/doc/Documentation/spi/spi-summary
https://www.kernel.org/doc/Documentation/spi/spidev
https://www.kernel.org/doc/Documentation/spi/spidev
https://pypi.org/project/spidev/
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Spidev

• device node /dev/spidevB.C

o B is the controller

o C is the chipselect

• major number of spidev is 153 with a dynamically 

chosen minor device number

• dev nodes are populated by udev/container runtime

• protected by CAP/DAC/eBPF/MAC

• spidev resolves actual SPI device

SBA Research

https://docs.kernel.org/spi/spidev.html
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Security Layers for SPI bus access (Linux)
Capabilities (task_struct/cred)

CAP_MKNOD, CAP_DAC_OVERRIDE, ...

Discretionary Access Control

Filesystem permissions for /dev/spidevX.Y (read/write 
for owner, group, others)

Container: eBPF prog "cgroup_device" (cgroup)

Device Control Group configuration (cgroup v2, eBPF)

device type, major number, minor number, operation

Linux Security Module

additional Kernel protections 
(SeLinux/AppArmor/eBPF)

KernelKernel

SBA Research

ContainerContainer

spispicancan

appapp

/dev/spidev1.2/dev/spidev1.2
major=153

minor=1

open
write

output interface
SPI bus (4 wires)

PCBPCB
digital I/Odigital I/O

cgroup_devicecgroup_device

spidevspidev

LSMLSM
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Discretionary Access Control in Practice
KernelKernel

ContainerContainer

PCBPCB

jeep screenshot SPIjeep screenshot SPI
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eBPF for SPI bus access

SBA Research

KernelKernel

SBA Research

ContainerContainer

spispicancan

appapp

/dev/spidev1.2/dev/spidev1.2
major=153

minor=1

open
write

output interface
SPI bus (4 wires)

PCBPCB
digital I/Odigital I/O

cgroup_devicecgroup_device

spidevspidev

spi related tracepointsspi related tracepoints

file operation 
on char device
file operation 
on char device

CGroup Device
major/minor number

CGroup Device
major/minor number
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eBPF for SPI bus access (Linux)

KernelKernel

SBA Research

ContainerContainer

spispicancan i2ci2c

system call 

(open, write)

appapp

/dev/spidev1.2/dev/spidev1.2
major=4

minor=104

open
write

output interface
SPI bus (4 wires)

PCBPCB
digital I/Odigital I/O

SEC("tracepoint/spi/spi_transfer_start")
int transfer_start(

struct spi_transfer_start_args *ctx) 
{

// ...
bpf_probe_read(&tx_buffer, 

tx_length, 
(void *)((char *)ctx + tx_offset));

check_signature(tx_buffer);
return 0;

}

SEC("cgroup/dev")
int spifilter(struct bpf_cgroup_dev_ctx *ctx)
{

// ...
if(ctx->major == 153 && // spi

ctx->minor == 1 &&   // bus number
(access & BPF_DEVCG_ACC_WRITE))
return 0; // block write

return 1; // allow
}
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Commands for a Flash

SBA Research

Datasheet of a Dual and Quad Serial Flash GD25Q127C
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Memory Layout of the Target

SBA Research

TP-Link WR1043ND Flash Layout, OpenWrt, https://openwrt.org/docs/techref/flash.layout

partition fs-uboot base 0x00000 size 0x20000

partition default-mac base 0x20000 size 0x00200

partition pin base 0x20200 size 0x00100

partition product-info base 0x20300 size 0x00200

partition device-id base 0x20500 size 0x0fb00

partition os-image base 0x30000 size 0x100000

partition file-system base 0x130000 size 0x690000

partition favicon base 0x7cc000 size 0x02000

partition logo base 0x7ce000 size 0x02000

partition soft-version base 0x7d9400 size 0x00100

partition extra-para base 0x7d9500 size 0x00100

partition support-list base 0x7d9600 size 0x00200

partition profile base 0x7d9800 size 0x03000

partition default-config-f base 0x7dc800 size 0x03000

partition partition-table base 0x7df800 size 0x00800

partition user-config base 0x7e0000 size 0x09000

partition default-config base 0x7e9000 size 0x03000

partition certificate base 0x7ec000 size 0x04000

partition radio base 0x7f0000 size 0x10000
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• trigger 

o flash 

addresses/offsets

o write requests on the 

nand flash

• check for

o magic bytes in 

images

• we could identify write 

requests containing 

firmware

• create a

• changed magic or 

arbitrary write would 

defeat detection
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Conclusion

SBA Research
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8

tcp/6667

V850V850

OMAPOMAP

Uconnect 8.4AN/RA 

3G3G write updates 
via SPI bus

write updates 
via SPI bus

injection of 
CAN packets
injection of 

CAN packets
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KernelKernel

SBA Research

ContainerContainer

progprog

canplayercanplayer

open socket
write/read

HardwareHardware

Experiment 1: XDP filter for CAN CC (2.0)

vcan0vcan0

disects the CAN protocol 
and filters 

disects the CAN protocol 
and filters 

candumpcandump

uses a capture file of a real 
car and replays it using the 

existing timestamps

uses a capture file of a real 
car and replays it using the 

existing timestamps

captures the can frames
write the CAN frames 

into a logfile

captures the can frames
write the CAN frames 

into a logfile

This setup uses XDP generic.
The CAN frame gets re-injected and 

recevied via candump.
Same wall-clock time.

This setup uses XDP generic.
The CAN frame gets re-injected and 

recevied via candump.
Same wall-clock time.

Use CAN traffic from a capture-file and send it into a virtual interface. Receive the 

echoed CAN frames with candump.
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eBPF for SPI bus access (Linux)

KernelKernel

SBA Research

ContainerContainer

spispicancan i2ci2c

system call 

(open, write)

process
<root>
process
<root>

/dev/spidev1.2/dev/spidev1.2
major=4

minor=104

open
write

output interface
SPI bus (4 wires)

PCBPCB
digital I/Odigital I/O

SEC("tracepoint/spi/spi_transfer_start")
int transfer_start(

struct spi_transfer_start_args *ctx) 
{

// ...
bpf_probe_read(&tx_buffer, 

tx_length, 
(void *)((char *)ctx + tx_offset));

check_signature(tx_buffer);
return 0;

}

SEC("cgroup/dev")
int spifilter(struct bpf_cgroup_dev_ctx *ctx)
{

// ...
if(ctx->major == 153 && // spi

ctx->minor == 1 &&   // bus number
(access & BPF_DEVCG_ACC_WRITE))
return 0; // block write

return 1; // allow
}
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Influence of an extended eBPF Program on CAN

SBA Research

prototyped tests to explore the variables

note, that the static diagrams were produced with insufficient data.
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Open Questions

• What exactly is influencing the performance?

o What coding constructs introduce the delays?

o XDP vs. TC?

• Performance impact of native code vs. JIT-ed?

• Should be CAN be supported in bpf_redirect? 

What part needs to be exteded?

SBA Research
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