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Why you might care about this

Initial use-cases:

❖ logging/alerts and telemetry events from BPF

New use-cases:

❖ heartbeats (health probes, BFD heartbeat for BGP)

❖ VM migration (Zussman et al., It’s the Kernel’s Fault!, 2026)

❖ In kernel servers (DNS servers)

Benefit is to reduce overhead (memory, CPU) and reduce the attack surface. 

Eventual goal: agentless: no trusted user-space component.
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Timeline
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March
2025

BPF conf in Montreal

First discussions about the 
rough ideas, initially thinking 
of re-using splice API, 
quickly rejected in favor of 
netpoll.

Plumbers in Tokyo

The network from BPF ideas 
were discussed in a talk 
about BpfJailer, a Meta 
security project.

December
2025

BPF conf in Zagreb

First version using netpoll 
was almost submitted and 
discussed. Network people 
didn’t like the netpoll 
approach.

May
2026

First series merged

The version merged 
exposes this new ksock API 
using the regular socket 
infrastructure.

August
2026



The result so far: the bpf_ksock API

The API consists of five kfuncs:

❖ bpf_ksock_create()

❖ bpf_ksock_connect()

❖ bpf_ksock_send()

❖ bpf_ksock_acquire()

❖ bpf_ksock_release()
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SYSCALL progs

SYSCALL & LSM progs

Merged!
7ae4eb14c5f9 ("bpf: Add ksock kfuncs")



How to setup ksock
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SEC("syscall")
int ksock_setup(void *ctx)
{
    struct bpf_ksock_create_opts create_opts = {};
    union bpf_ksock_addr addr = {};
    struct bpf_ksock *ks;
    int err = 0;

    create_opts.family = AF_INET;
    create_opts.type = SOCK_DGRAM;
    create_opts.protocol = IPPROTO_UDP;

    ks = bpf_ksock_create(&create_opts, sizeof(create_opts), &err);
    if (!ks)
        return err;

    addr.sin.sin_family = AF_INET;
    addr.sin.sin_port = bpf_htons(remote_port);
    addr.sin.sin_addr.s_addr = ipv4_remote;

    err = bpf_ksock_connect(ks, &addr, sizeof(addr));
    if (err) {
        bpf_ksock_release(ks);
        return err;
    }

    err = ksock_ctx_insert(ks);
    if (err && err != -EEXIST)
        return err;
    return 0;
}



How to setup ksock: create
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SEC("syscall")
int ksock_setup(void *ctx)
{
    struct bpf_ksock_create_opts create_opts = {};
    union bpf_ksock_addr addr = {};
    struct bpf_ksock *ks;
    int err = 0;

    create_opts.family = AF_INET;
    create_opts.type = SOCK_DGRAM;
    create_opts.protocol = IPPROTO_UDP;

    ks = bpf_ksock_create(&create_opts, sizeof(create_opts), &err);
    if (!ks)
        return err;

    addr.sin.sin_family = AF_INET;
    addr.sin.sin_port = bpf_htons(remote_port);
    addr.sin.sin_addr.s_addr = ipv4_remote;

    err = bpf_ksock_connect(ks, &addr, sizeof(addr));
    if (err) {
        bpf_ksock_release(ks);
        return err;
    }

    err = ksock_ctx_insert(ks);
    if (err && err != -EEXIST)
        return err;
    return 0;
}



How to setup ksock: connect
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SEC("syscall")
int ksock_setup(void *ctx)
{
    struct bpf_ksock_create_opts create_opts = {};
    union bpf_ksock_addr addr = {};
    struct bpf_ksock *ks;
    int err = 0;

    create_opts.family = AF_INET;
    create_opts.type = SOCK_DGRAM;
    create_opts.protocol = IPPROTO_UDP;

    ks = bpf_ksock_create(&create_opts, sizeof(create_opts), &err);
    if (!ks)
        return err;

    addr.sin.sin_family = AF_INET;
    addr.sin.sin_port = bpf_htons(remote_port);
    addr.sin.sin_addr.s_addr = ipv4_remote;

    err = bpf_ksock_connect(ks, &addr, sizeof(addr));
    if (err) {
        bpf_ksock_release(ks);
        return err;
    }

    err = ksock_ctx_insert(ks);
    if (err && err != -EEXIST)
        return err;
    return 0;
}



How to send with ksock
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SEC("lsm.s/socket_bind")
int BPF_PROG(ksock_socket_bind, struct socket *sock,
             struct sockaddr *address, int addrlen, int ret)
{
    struct bpf_ksock *ks;
    u32 pid = bpf_get_current_pid_tgid() >> 32;

    if (ret || pid != target_pid)
        return ret;

    ks = ksock_ctx_get();
    if (!ks) {
        send_ret = -ENOENT;
        return ret;
    }

    send_ret = bpf_ksock_send(ks, send_data, sizeof(send_data));
    bpf_ksock_release(ks);

    return ret;
}



How to send with ksock: send

12

SEC("lsm.s/socket_bind")
int BPF_PROG(ksock_socket_bind, struct socket *sock,
             struct sockaddr *address, int addrlen, int ret)
{
    struct bpf_ksock *ks;
    u32 pid = bpf_get_current_pid_tgid() >> 32;

    if (ret || pid != target_pid)
        return ret;

    ks = ksock_ctx_get();
    if (!ks) {
        send_ret = -ENOENT;
        return ret;
    }

    send_ret = bpf_ksock_send(ks, send_data, sizeof(send_data));
    bpf_ksock_release(ks);

    return ret;
}



Demo #1
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syslogs



A basic example with syslogd
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SEC("lsm.s/file_open")
int BPF_PROG(file_open, struct file *file)
{
    // [...]

    bpf_d_path(&file->f_path, path, sizeof(path));

    if (bpf_strcmp(path, "/etc/hostname") != 0)
        return 0;

    // [...]

    len = format_syslog_message(syslog_msg, 
sizeof(syslog_msg), syslog_hostname, path, comm, pid);

    // [...]

    ks = ksock_ctx_get();
    if (!ks) {
        return 0;
    }

    err = bpf_ksock_send(ks, syslog_msg, len);
    if (err < 0) {
        return 0
    }

    bpf_ksock_release(ks);

    return 0;
}

static __always_inline int format_syslog_message(
       char *buf, u32 buf_size, const char *hostname,
       const char *path, const char *comm, u32 pid)
{
    __u64 params[4];
    int len;

    // RFC 3164 Format: <PRI>TIMESTAMP HOSTNAME TAG[PID]: 
MESSAGE
    params[0] = (u64)hostname;
    params[1] = (u64)pid;
    params[2] = (u64)path;
    params[3] = (u64)comm;

    len = bpf_snprintf(buf, buf_size, 
"<14>%s ksock-bpf[%d]: file_open path=%s comm=%s", 
params, sizeof(params));

    return len;
}



A basic example with syslogd
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rsyslogd

LSM BPF 
prog UDP port 7777ksock send

A process touches 
/etc/hostname

userspace

kernel

userspace

kernel



Demo #2
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Data analytics on 
BPF telemetry data



Log Analysis (e.g., investigation on alerts)

marshal json unmarshal Engine

Query
other hosts
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Data analytics on BPF telemetry events
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marshal json unmarshal Engine

Query
other hostsProblems:

● inefficient copying / transformations
● lots of opportunities to mess with the data



Data analytics on BPF telemetry events
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marshal json unmarshal Engine

Query
other hostsProblems:

● inefficient copying / transformations
● lots of opportunities to mess with the data

Idea:
● Directly generate data in a format the 

query engine uses
● Ship data directly from the BPF 

program



Arrow columnar format

● Analytics engines use 
columnar formats for efficient 
queries

● Apache arrow: common 
format for multiple engines / 
databases
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PoC:  process list (ps)

ksock_send()

SQL
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PoC: how it works?

task iterator

PID PPID comm_off comm

comm

header
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ksock_send()
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Demo #2
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Demo #2 
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Current limitations:

- Extend ksock to sleepable tracing 
programs (iterators)

- sendmsg() interface (scatter-gather) to 
avoid final copies

- TCP support for larger data / reliable 
delivery



More use cases!
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[…]

Allow post-copy live VM migration

Zussman et al., It’s the Kernel’s Fault!, 2026



Cilium

agent

Heartbeats, BFD use case
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Router

BGP

BFD

BGP

BFD

UDP

heartbeat

echo

TCP

Diagram from a chat with Yutaro Hayakawa



DNS server in BPF, again
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Simple DNS Server with BPF, Martin Lau, Raman Shukhau



A well anticipated example
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A well anticipated example
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Email when?



A well anticipated example
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A well anticipated example
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Email when?
I always 

dreamed of 

that!

Not.



Demo #3

37

Let’s send emails
from BPF



Let’s send emails from the kernel: we need TCP

38

diff --git a/net/core/bpf_ksock.c b/net/core/bpf_ksock.c
index e9943aeeadd3..e3495b0d9795 100644
--- a/net/core/bpf_ksock.c
+++ b/net/core/bpf_ksock.c
@@ -105,12 +105,12 @@ bpf_ksock_create(const struct bpf_ksock_create_opts *opts, u32 opts__sz,
                goto err_out;
        }
 
-       if (opts_copy.type != SOCK_DGRAM) {
+       if (opts_copy.type != SOCK_DGRAM && opts_copy.type != SOCK_STREAM) {
                err = -EPROTONOSUPPORT;
                goto err_out;
        }
 
-       if (opts_copy.protocol != IPPROTO_UDP && opts_copy.protocol != 0) {
+       if (opts_copy.protocol != IPPROTO_UDP && opts_copy.protocol != IPPROTO_TCP && opts_copy.protocol != 0) {
                err = -EPROTONOSUPPORT;
                goto err_out;
        }

Wippity woopity
quick’n’dirty  

patchity



Let’s send emails from the kernel
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mailpit

LSM BPF 
prog TCP port 1025ksock send

A process touches 
/etc/hostname

userspace

kernel

userspace

kernel



The future of the ksock API

❖ Plumb more of the socket API in ksock BPF
➢ Add sendto(), sendmsg(), and bind()

➢ Allow to connect() from non-syscall BPF progs

❖ Allow the ksock API from more BPF progs
➢ Support more sleepable program types (iterators, tracing)

➢ Support non-sleepable progs with workqueues (non-sleepable (timers?) → workqueues)

❖ Support TCP

❖ Support receive from BPF
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