
Application-Layer  
Parsing in eBPF
Laurin Brandner, Ayush Mishra, Sebastiano Miano, 

Aurojit Panda, Gianni Antichi, Laurent Vanbever



Cilium, Calico, Katran
redirect traffic in the kernel

iptables
allows dynamic matching with eBPF

DeepFlow, Hubble
collect runtime metrics

eBPF is all the rage!
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Cilium, Calico, Katran
redirect traffic in the kernel

iptables
allows dynamic matching with eBPF

DeepFlow, Hubble
collect runtime metrics

Instead, they fall back to user space for L7 support
These projects do not handle L7 in eBPF
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Container networks
are commonly configured with L7 
policies (e.g. request authorization)

Firewalls
mitigate ever-increasing L7 DDoS 
attacks (e.g. Rapid Reset)

Observability tools
parse L7 payloads to monitor 
increasingly distributed applications

There is a need for L7 support in eBPF
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Is Application-Layer Parsing 
Possible in eBPF?
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And improves throughput 
of container networks with 
L7 policies by up to 3x.

It’s possible!
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And improves throughput 
of container networks with 
L7 policies by up to 3x.

It’s possible!
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… but how?



eBPF verification limits the 
offload-able complexity 

Parsing L7 protocols often 
requires more logic and state 
than eBPF can afford

Many L7 protocols are deemed too complex 
to parse in eBPF



Explicit data structure
need more logic to locate the 
relevant data segment in the buffer

Specialized encoding
need more logic to decode the 
message

Because it often requires more state and complexity than eBPF 
can afford

Two major challenges make parsing difficult 
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Require more state and logic to locate the relevant data segment
Challenge 1: Explicit Data Structure

H O S T :

\r \n

L P C .

E V E N T S
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O N T E N T - T Y

Require more state and logic to locate the relevant data segment
Challenge 1: Explicit Data Structure

N G : G Z I P \r \n

H O S T :

\r \n CE V E N T S

L P C .
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HTTP/1.1 headers are case-insensitive
Challenge 1: Explicit Data Structure

H S :

\r \n

L P C .

T S

o t

V NE E
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HTTP/1.1 header fields may have optional whitespace
Challenge 1: Explicit Data Structure

H O S T : ␣ ␣

\r

L P

C . E V E N T S
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HTTP/2 encodes header fields with a special type-length-value 
format

Challenge 2: Specialized Encoding

1 2 1 6 1 L P C .
12 10 L P C .

E V E N T S
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The type is variable-length, and also stores caching information 
Challenge 2: Specialized Encoding

1 2 1 6 1 L P C .
10 L P C .

E V S

?

E N T
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The length is also variable-length
Challenge 2: Specialized Encoding

1 2 1 6 1 L P C .
? L P C .

E V E

?

N T S
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Locate relevant data segment
and trivially handles optional 
whitespace or letter case

Operates on the encoded data
making decoding redundant

This reduces the complexity in eBPF significantly 
Key Idea: Use a DFA to parse messages
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Currently supports HTTP/1.1 
and HTTP/2

Open-source and packaged 
as a Rust crate

Beeper is an L7 parsing system for eBPF
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How to integrate Beeper into other 
programs?

user space

kernel space

Application

eBPF Program

load
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Beeper constructs the DFA in user space

user space

kernel space

Application

eBPF Program

DFA Construction
parse host

load
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Beeper



The eBPF parser integrates with freplace

user space

kernel space

eBPF L7 Parser

Application

eBPF Program
freplace

DFA Construction
parse host

load load
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Beeper



by integrating with stream parser and kTLS
Beeper is most useful at the socket level

user space

kernel space

eBPF L7 Parser

Application

eBPF Program
freplace

DFA Construction
parse host

load load

SK_MSG

or SK_SKB

strparser/kTLS
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Beeper



The DFA starts with CRLF to match a new 
HTTP/1.1 header

H O S T :

\r \n

L P C .

E V E N T S

\r \n
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The following states match the header 
we’re interested in

H O S T :

\r \n

L P C .

E V E N T S

\r \n H O S T :
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Whichever character follows next is the 
start of the header field

H O S T :

\r \n

L P C .

E V E N T S

\r \n H O S T : any

25



So we add an action that tells eBPF to save 
the current offset

H O S T :

\r \n

L P C .

E V E N T S

\r \n H O S T : any

start
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The following characters belong to the 
header

H O S T :

\r \n

L P C .

E V E N T S

\r \n H O S T : any any

start

27



Until we find the next CRLF

H O S T :

\r \n

L P C .

E V E N T S

\r \n H O S T : any any \r \n

start
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We add an action that stores the current 
offset

H O S T :

\r \n

L P C .

E V E N T S

\r \n H O S T : any any \r \n

start end
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How to match case insensitively?

\r \n H O S T : any any \r \n

start end

H S :

\r \n

L P C .

T S

o t

V NE E
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By adding optional transitions to the 
beginning of the pattern

\r \n

H

h

O

o

S

s

T

t

: any any \r \n

start end

H S :

\r \n

L P C .

T S

o t

V NE E
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This also makes it easy to handle optional 
whitespace

\r \n

H

h

O

o

S

s

T

t

:

␣

\t

any any \r \n

start end

H O S T : ␣ ␣

\r

L P

C . E V E N T S
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The same approach makes it possible to 
parse encoded HTTP/2 headers

12

1 2 1 6 1 L P C .
12 10 L P C .

E V E N T S

33



The type also contains caching information, 
making it hard to decode in eBPF

12

1 2 1 6 1 L P C .
? 10 L P C .

E V E N T S
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There’s only a handful of types + caching 
behavior

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

12+X1

12+X2
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There’s only a handful of types + caching 
behavior

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

12+X1

12+X2

don’t cache

cache

36

?



When constructing the DFA, we don’t know 
what the length of the header will be

?

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

12+X1

12+X2

don’t cache

cache
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?



But we can iterate all possible bytes that 
can occur

1

2

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

…

12+X1

12+X2

don’t cache

cache
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?



All of these states increase a length counter

1

2

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

…

12+X1

12+X2

don’t cache

cache
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i += 1

i += 2

128
i += 128

?



These states are interconnected to account 
for variable-length integers

1

2

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

…

12+X1

12+X2

don’t cache

cache
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i += 1

i += 2

128
i += 128

?



At this point we know how long the header 
will be

1

2 any

1 2 1 6 1 L P C .
10 L P C .

E V E N T S

…

capture i characters

12+X1

12+X2

don’t cache

cache
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i += 1

i += 2

128
i += 128

?



Remember that in eBPF, this data is 
encoded

?

? any

1 2 1 6 1 L P C .
L P C .

E V E N T S

…

capture i characters

?

?

don’t cache

cache
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i += 1

i += 2

?
i += 128

? ?



What to use Beeper for?
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This talk: Accelerating a web 
server with eBPF

What to use Beeper for?
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The fast path checks if it can serve this request from the kernel
Serving static assets with eBPF

user space

kernel space

Web Server

Static Asset Fast Path

GET lpc.png
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The fast path short-circuits the web server if it can
Serving static assets with eBPF

user space

kernel space

Web Server

Static Asset Fast Path

GET lpc.png
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The fast path falls back to user space for dynamic content 
Serving static assets with eBPF

user space

kernel space

Web Server

Static Asset Fast Path

GET /event/20
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HTTP/2 caches headers
How to share this cache efficiently 
between eBPF and user space?

SK_SKB cannot respond with 
assets larger than 16KB
How to serve large assets to remote 
clients?

Short-circuiting the web server introduces 
two problems



Challenge 1: HTTP/2 caches headers

user space

kernel space

Web Server

GET lpc.png
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The server caches the headers of each request
Challenge 1: HTTP/2 caches headers

user space

kernel space

Web Server

200 OK

1: lpc.png 
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The sender can now send header references to save bandwidth
Challenge 1: HTTP/2 caches headers

user space

kernel space

Web Server

GET 1

1: lpc.png 
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The fast path falls back to user space if it cannot serve a request
Challenge 1: HTTP/2 caches headers

user space

kernel space

Web Server

Static Asset Fast Path

GET lpc.png

1: lpc.png 
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But forwarding the request messes up the user space cache
Challenge 1: HTTP/2 caches headers

user space

kernel space

Web Server

Static Asset Fast Path

GET /event/20

1: /event/20 

1:    lpc.png 
2: /event/20 

53



Using a shared map negates the benefits from the fast path
Challenge 1: HTTP/2 caches headers

user space

kernel space

Web Server

Static Asset Fast Path

GET /event/20

1:    lpc.png 
2: /event/20 

🔒

🔒
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Solution: Prepending the cache changes to 
the request!

user space

kernel space

Web Server

Static Asset Fast Path

GET /event/20

1:    lpc.png
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Solution: Prepending the cache changes to 
the request!

user space

kernel space

Web Server

Static Asset Fast Path

1: lpc.png GET /event/20

1:    lpc.png 
2: /event/20 
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Solution: Prepending the cache changes to 
the request!

user space

kernel space

Web Server

Static Asset Fast Path

GET /event/20

1:    lpc.png

1:    lpc.png 
2: /event/20 
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Solution: Prepending the cache changes to 
the request!

user space

kernel space

Web Server

Static Asset Fast Path

1:    lpc.png 
2: /event/20 

1:    lpc.png 
2: /event/20 
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bpf_skb_change_tail with a 
length of at most 4 pages

SK_MSG can respond with 
larger assets but is only 
called for local traffic

Challenge 2: SK_SKB cannot respond with 
assets larger than 16KB
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Solution: Forward ingress traffic from 
SK_SKB to SK_MSG

user space

kernel space

Web Server

SK_SKB

GET lpc.png
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SK_MSG



1. How much faster is it to 
serve static files from eBPF? 

2. What’s the overhead when 
falling back to user space?

3. How does this scale with 
the asset size?

Benchmarks

Web Server

Static Asset Fast Path

GET lpc.png
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1. How much faster is it to 
serve static files from eBPF? 

2. What’s the overhead when 
falling back to user space?

3. How does this scale with 
the asset size?

Benchmarks

Web Server

Static Asset Fast Path

GET /event/20
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1. How much faster is it to 
serve static files from eBPF? 

2. What’s the overhead when 
falling back to user space?

3. How does this scale with 
the asset size?

Benchmarks

Web Server

Static Asset Fast Path

GET lpc.png
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As baseline, we use the web 
server without the fast path

Benchmarks

Web Server

64

GET /event/20



1. How much faster is it to 
serve static files from eBPF? 

2. What’s the overhead when 
falling back to user space?

3. How does this scale with 
the asset size?

Benchmarks

Web Server

Static Asset Fast Path

GET lpc.png
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when serving 32KB via HTTP/1.1
1. The Fast Path has lower request latency
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when serving 32KB via HTTP/1.1
1. The Fast Path has lower request latency

1.8x
2.0x 3.5x
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when serving 32KB via HTTP/1.1
1. The Fast Path has higher throughput

3.0x higher throughput
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when serving 32KB via HTTP/2
1. The Fast Path has lower request latency

1.8x 3.0x
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when serving 32KB via HTTP/2
1. The Fast Path has higher throughput

3.4x higher throughput
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1. How much faster is it to 
serve static files from eBPF? 

2. What’s the overhead when 
falling back to user space?

3. How does this scale with 
the asset size?

Benchmarks

Web Server

Static Asset Fast Path

GET /event/20
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when serving 32KB via HTTP/1.1
2. The Slow Path saturates earlier
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when serving 32KB via HTTP/1.1
2. The Slow Path saturates earlier

73

18% less throughput



when serving 32KB via HTTP/1.1
2. The Slow Path improves request latency

74

15% lower latency



when serving 32KB via HTTP/2
2. The Slow Path saturates earlier

75

12% less throughput



1. How much faster is it to 
serve static files from eBPF? 

2. What’s the overhead when 
falling back to user space?

3. How does this scale with 
the asset size?

Benchmarks

Web Server

Static Asset Fast Path

GET lpc.png
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when serving 2000 RPS via HTTP/1.1
3. Both approaches scale similarly
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when serving 2000 RPS via HTTP/1.1
3. Both approaches scale similarly
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when serving 2000 RPS via HTTP/2
3. Both approaches scale similarly
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Application-Layer Parsing in 
eBPF Is Practical
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Container networks with L7 
policies

Application-layer Firewalls

Application-layer metrics for 
observability tools

You can implement all of these use cases 
with Beeper!
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Thanks for listening!

82

GitHub Repo


