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What Signal Are We Missing?
Existing KCOV -fsanitize-coverage=trace-pc can tell us:

"foo() was reached." also has trace-cmp, which observes comparison 

operands.

But sometimes we also need:
"foo() was reached with a value that has not been observed there before." 

Input A Input B
│ │
▼ ▼

foo(x = 10) foo(x = 4096)
│ │
└────── same control flow ───────┘





What Signal Are We Missing?

Rather than reconstructing ABI state at runtime, the compiler explicitly 

materializes argument values at compile time with additional signal:

1. Function frame start → argument values

2. Function return → returned values



Today’s goal

Define the right upstream boundaries, not approve a finished this works.

I do not attempt to answer on this session, but the discussion is always 

welcome after this session:

1. How is each value produced?

e.g., tracking data provenance through a data-dependency graph

2. How can we feed vulnerability-hunting training to LLMs?
3. Coverage consumer tooling for -fsanitize-coverage=trace-args/ret



Worthwhile for New Discoveries

• CVE-2026-74522 (CVSS3.1 score: 8.8): ksmbd: fix use-after-free in 
__close_file_table_ids() e7188199eff4

• CVE-2026-90174 (CVSS3.1 score: 7.1): ksmbd: fix slab-out-of-bounds read in 
ksmbd_alloc_user() 7405d0ba2943

• CVE-2026-90173 (CVSS3.1 score: 9.8): smb: smbdirect: free completion queues 
with ib_free_cq() fe2c0cacbcff

• CVE-2026-90172 (CVSS3.1 score: 7.5): smb: smbdirect: destroy QP before mem 
pools on accept failure 383a9480f5f4

• CVE-2026-90171: smb: smbdirect: release pending child sockets outside the 
handler lock db82fbe4bb68

• CVE-2026-90170: ksmbd: validate ipc response length before dereferencing its 
fields e9b33376bd07

• CVE-2026-90167: ksmbd: serialize oplock close with pending break ownership 
b0148dc5625d
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End-to-End Prototype



End-to-End Prototype

The prototype connects compiler instrumentation to two runtime 

consumers.



$ objdump -drS fs/smb/server/vfs_cache.o



End-to-End Prototype:

Rust for Linux
The prototype connects compiler instrumentation to two runtime 

consumers.

tools/testing/selftests/kcov_dataflow/rust_kworker_remote

tools/testing/selftests/kcov_dataflow/eight_struct_args_rust

https://patchew.org/linux/20260902-b4-kcov-dataflow-rfc-v3-v3-0-824609f279f5@est.tech/20260902-b4-kcov-dataflow-rfc-v3-v3-7-824609f279f5@est.tech/
https://patchew.org/linux/20260902-b4-kcov-dataflow-rfc-v3-v3-0-824609f279f5@est.tech/20260902-b4-kcov-dataflow-rfc-v3-v3-6-824609f279f5@est.tech/


Current Callback ABI

Argument identity

A function can have multiple source parameters, so trace-args needs arg_idx.

Return identity

A source function has one logical return value, so trace-ret has no arg_idx. 



Current Callback ABI: trace-args

1. arg_idx: Source parameter index

2. size: Observed value or object size
3. val: Direct value or object address

4. *offsets: Field offset

5. num_fields: Field count and val

interpretation







Current Callback ABI: trace-ret 

1. size: sizeof(struct) ​

2. val: buffer address

3. *offsets: field layout

4. num_fields: field count 





Debug Information Defines the 

Source View

With DEBUG_INFO:

Source-level argument mapping 
currently uses debug records.

Without DEBUG_INFO:

Field tables generally unavailable. 
trace-args/trace-ret still observe 

concrete LLVM IR values without 

manufacturing memory.





What We Need to Agree On

New KCOV mode:

Add the struct 
kcov_dataflow infrastructure to 

struct task_struct and introduce 

/sys/kernel/debug/kcov_dataflow
debugfs interface.

Callback representation: 

Bytes size of callback ABI

Should num_fields serve as both 
field count and value/address 

Discriminator?



Thank you



Appendix

1. 

Repo: https://github.com/yskzalloc/kcov-

dataflow/

2. CI: https://github.com/yskzalloc/kcov-

dataflow/actions

3. RFC v3: 

https://lore.kernel.org/all/20260902-b4-

kcov-dataflow-rfc-v3-v3-0-

824609f279f5@est.tech/

4. Paper: https://arxiv.org/pdf/2606.00455

5. LLVM RFC: 

https://discourse.llvm.org/t/rfc-

sanitizercoverage-add-fsanitize-coverage-

trace-args-trace-ret/91026

6. Implementation Notes: 

https://vivliostyle.org/viewer/#src=https://tr

ace-args-ret.github.io
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Appendix: LLVM stacked PR

1. [sancov] Add -fsanitize-coverage=trace-

args,trace-ret https://github.com/llvm/llvm-
project/pull/201410

2. [Clang][SanitizerCoverage] Add trace-args
and trace-ret instrumentation modes 

https://github.com/llvm/llvm-project/pull/218254

3. [compiler-rt][SanitizerCoverage] Add 

userspace runtime for trace-args/ret 
https://github.com/llvm/llvm-project/pull/218265

4. [compiler-rt][SanitizerCoverage] Add 

LibFuzzer support for trace-args/trace-

ret https://github.com/llvm/llvm-

project/pull/227612

5. [Clang][SanitizerCoverage] 

Document trace-args and trace-ret  

https://github.com/llvm/llvm-

project/pull/227614
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