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Motivation &
use cases



Motivation — Support tens of bytes of packet metadata #==ciovoriare

before after
skb —»

P P

metadata hew metadata
SO_MARK (4 Iay+es) 28+ by+es



https://vectorportal.com/vector/hands-holding-a-package-clip-art.ai/25506

Motivation - Use case #1
Configuration everywhere - Inconsistency everywhere

é& CLOUDFLARE

ip dev lo add 1.1.1.1/32

if (ip->daddr == 1.1.1:1)

bpf sk assign (FOO) ;

NIC

XDP

routing

‘- ‘-

iptables

sk_lookup

‘-

‘-.

if

(ip->daddr == 1.1.1.1)
load balance (FOO) ;

iptables -A -d 1.1.1.1 —j

FOO

bind (127.0.0.1)
listen|():

kernel = userspace




Motivation - Use case #1 - Classify packets in XDP

process
. settag ¥

IPTABLES

SH_FILTER

process .

SERVICE-ID

-gettag T

SERVICE-ID

CLOUDFLARE



Motivation — Use case #2
Where did this request come from?

PoP A

oka "landinﬁ PoP"

CDN requests

GET /foo————P
9 9 ——————GET /bar——p

GET /qux >
eyeballs GET /zo00 =

Mmager'

decision:

‘shed traf-Ffic'

|oas

A g

Custom encap
carries metadata
'request From PoP A'

PoP A | GET /foo
PoP A GET /bar
PoP B | GET /qux
PoP B GET /zoo

PoP B

é CLOUDFLARE

Forwarded requests
accounted toward
PoP B |



MOtivatiOn - USG case #2 - CLOUDFLARE
Pass info from encap headers to user-space

|
|
|
|
XDP | APP
| .
decap & extract info ¢ : read -
I . ‘read & log 1
. " |
/ENCAW/LBPHT/' ‘. ] "‘Z_Eii //
|
TUN SRC | TUN SRC
|
|
|
|

KERNEL ! USER



Motivation - Use case #3 — Attribute packet drops

Cloudflare

server O

"eyeloall" >< "or'iain"
eq web browser ie. customer server

®

SRE +roubleshoo+ina
packet drops



Motivation — Use case #3 — Attribute packet drops

TRACEPOINT

BPF

process .

CUST ID

* read & count T

-

KERNEL ! USER

bl .

process
", label ¥

[l

CUST ID

CLOUDFLARE
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Last time at Netdev...



Traits - proposal from Netdev, March ‘25 £2: cLounriane

- o
: headroom \




Traits - proposal from Netdev, March ‘25 £2: cLounriane

new area designated
for metadata in skb

headroom

1 /
: headroom \




Traits - proposal from Netdev, March ‘25 425 cLounriare

new area designated uses lean K/V
for metadata in skb storage format
headroom baked into the kernel

1 /
: headroom \




Traits - proposal from Netdev, March ‘25 £2: cLounriane

new area designated uses lean K/V
for metadata in skb storage format
headroom baked into the kernel

“we already have
XDP metadata area”
(it's redundant)

-




Traits - proposal from Netdev, March ‘25

new area designated

for metadata in skb

headroom

“we already have
XDP metadata area”

(it's redundant)
\_

é CLOUDFLARE

uses lean K/V
storage format

baked into the kernel

y4

“encoding format
is between BPF and
apps to agree on”
(it's not flexible)

_/







LLLLLLLLLL

Can we make
XDP metadata work?



What can we do with XDP metadata today?

- local
process

INPUT OUTPUT

ingress R . .| egress
@ ~{routing FORWARD dov
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What can we do with XDP metadata today?

alloc & access
metadata

|

XDP

ingress
dev

| local

~{routing

| process

CLOUDFLARE

.| egress
dev
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What can we do with XDP metadata today?

- local
process

XDP

ingress . egress
» T n >
dev OUt g dev
qdisc ( ) qdisc
TC BPF TC BPF

metadata
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LLLLLLLLLL

Terms & Conditions
apply &% £y &



Some BPF helpers corrupt metadata

ingress
dev

XDP

qdisc

~{routing

TC BPF

| local

| process

CLOUDFLARE

< GAME OVER
@

... if you call TC BPF
bpf_skb_*() helpers that
operate on skb->head

.| egress
dev

qdisc

TC BPF

T

23



Stacked L2 (VLAN, GRE) devices corrupt metadata

- local
process

TC BPF TC BPF ﬁ
ﬁ qdisc T qdisc

stacked stacked

—routing

ingress
dev

egress
dev

xop < GAME OVER Xop

... if you have devs which
change skb->mac_header
offset

24



LLLLLLLLLL

Some things are not
possible today...



Access to metadata outside of XDP/TC

® read
metadata

alloc & write .| local

metadata process

\ Neftfilter v

INPUT

BPF

CLOUDFLARE

XDP /
ingress R )
dev ~{routing

.| egress
dev
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Consume metadata from user-space

alloc & write
metadata

|

XDP

~{routing

ingress
dev

® fetch
metadata

|

> recvmsg()

local

process

I

CLOUDFLARE

.| egress
dev
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Produce metadata from user-space
® pass
metadata

> rlggzls,s sendmsg() —— read
l P ] metadata

ingress R : R egress

tracepoint
kfree_skb

BPF
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Allocate metadata from BPF other than XDP

alloc & write
metadata
N local
process
Netfilter v
OUTPUT,
BPF

ingress R . .| egress
dev »{routing dev
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LLLLLLLLLL

How do we
fix XDP/skb metadata?



LLLLLLLLLL

How do we
fix XDP/skb metadata?”

* and stay backwards compatible



What do we need to make skb->data_meta work?

skb->head

|

skb—>data

|

CLOUDFLARE

metadata

MAC

TCP

L7 payload

T

skb->data_meta
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What do we need to make skb->data_meta work?

CLOUDFLARE

skb->head skb->data
metadata MAC IP TCP L7 payload
skb—>data—meta
pseudo pointer for BPF

skb—->data - skb_shinfo() >meta_len

33



As we pull packet headers...

skb->head

|

skb—>data

CLOUDFLARE

BROKEN
metadata MAC

TCP

L7 payload

X X

[ )
| | |
skb—->data - skb_shinfo() >meta_len

34



... we'd need to keep moving the metadata

skb->head skb->data

|

|

CLOUDFLARE

metadata

TCP

L7 payload

T

skb—->data - skb_shinfo() >meta_len
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Alternative?
Another layer of indirection

skb—->head

|

skb—>data

|

é CLOUDFLARE

metadata

MAC

TCP

L7 payload

T

bpf_dynptr_from_skb_meta()
kfunc since v6.18

https://msgid.link/20250814-skb-metadata-thru-dynptr-v7-0-8a39e636e0fb@cloudflare.com/
- .
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https://msgid.link/20250814-skb-metadata-thru-dynptr-v7-0-8a39e636e0fb@cloudflare.com/

It does not rely on skb->data ...

skb->head skb—->mac_header skb->data

| | |

CLOUDFLARE

metadata MAC IP TCP

L7 payload

bpf_dynptr_from_skb_meta()
J
skb->head + skb->mac_header - skb_shinfo()>meta_len

37



But if we have L2 tunnels.

skb->head

| |

skb->mac_header

CLOUDFLARE

metadata

MAC

GRE

MAC

TCP

L7 payload

T

bpf_dynptr_from_skb_meta()
NE
skb->head + skb->mac_header
- skb_shinfo() > meta_len
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... it breaks down when you reset the MAC header

skb->head

|

skb->mac_header

|

CLOUDFLARE

metadata

MAC

BII;KCﬁkGER'E MAC

TCP

L7 payload

T

bpf_dynptr_from_skb_meta()

N

skb—>head + skb->mac_header
- skb_shinfo() > meta_len

39




Solution?
Track metadata offset separately from MAC

skb->head skb->mac_header

| |

CLOUDFLARE

metadata gap MAC IP

TCP

L7 payload

|

bpf_dynptr_from_skb_meta()
J
skb_shinfo()>meta_end - skb_shinfo() >meta_len
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Can move the metadata out of the way
when pushing headers (TX path)

skb->head | skb—>data

CLOUDFLARE

y

metadata metadata MAC IP

TCP

L7 payload

T

bpf_dynptr_from_skb_meta()
J
skb_shinfo()>meta_end - skb_shinfo() >meta_len

Y|




The curse of skb->data_meta

skb->head skb—>data

| |

metadata gap MAC IP TCP L7 payload

“ |

skb->data_meta

We need to keep moving the
metadata when using
skb->data_meta in TC BPF

bpf_dynptr_from_skb_meta()

42



Proposed layout -

Metadata anywhere within the headroom

skb->head

|

skb—->mac_header skb->data

|

|

CLOUDFLARE

metadata

gap

MAC

TCP

L7 payload

|

bpf_dynptr_from_skb_meta()
N2

skb_shinfo()>meta_end - skb_shinfo() >meta_len
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Proposed |ay0Ut - CLOUDFLARE
Metadata anywhere within the headroom

skb->head skb->mac_header skb->data

l | |

no metadata memmove on skb_pull()

no metadata memmove on skb_reset_mac_header ()
P L7 payload

can memmove metadata to skb>head on skb_push()

may need memmove before skb->data_meta access

XEXE<E<H<

may need memmove before AF_XDP receive

J
skb_shinfo()>meta_end - skb_shinfo() >meta_len

bpf_dyni

44



LLLLLLLLLL

(The unexciting...)

Plan for uAPI



uAPIl metadata access » Stream sockets #2: cLouprLare
Incoming connection - reading metadata

// Opt in - Save metadata from TCP SYN packet
setsockopt(listener_fd, SOL_TCP, TCP_SAVE_SYN_METADATA,
&(int){ 1 /* enable */ }, .);

conn_fd = accept(listener_fd, ..);
// Retrieve metadata from TCP SYN
meta_len = sizeof(metadata);

getsockopt(conn_fd, SOL_TCP, TCP_SYN_METADATA,
metadata, &meta_len);

Follow an existing API pattern - TCP_SAVE_SYN



UAPI metadata access » Stream sockets 22

CLOUDFLARE

Incoming connection - reading metadata

// Opt in - Save metadata from TCP SYN packet
setsockopt(listener_fd, SOL_TCP, TCP_SAVE_SYN_METADATA,

&(int){ 1 /* enable */ }, .);
conn_fd = accept(listener_fd, ..);

// Retrieve metadata from TCP SYN

meta_len = sizeof(metadata);
getsockopt(conn_fd, SOL_TCP, TCP_SYN_METADATA,
metadata, &meta_len);

=

=

metadataisan
up to 252B-long blob,
format not specified




uAPIl metadata access » Stream sockets #25 cLouoriare

Outgoing connection — writing metadata

conn_fd = socket(AF_INET, SOCK_STREAM, 0);

// Set metadata for TCP SYN packet

setsockopt(conn_fd, SOL_TCP, TCP_SYN_METADATA,
metadata, sizeof(metadata));

// .. and then initiate connection

connect(conn_fd, ..);



UAPI metadata access » Datagram sockets #25 croupriane

Receiving metadata

/* Opt in to receive packet traits */
setsockopt(sock_fd, SOL_SOCKET, SO_PKT_METADATA, &one, ..);

/* Receive packet with ancillary message */
recvmsg(sock_fd, &msg, 9);

/* Retrieve traits */
for (cm = CMSG_FIRSTHDR(msg); cm; cm = CMSG_NXTHDR(msg, cmsg)) {
if (cm->cmsg_level == SOL_SOCKET &&
cm->cmsg_type == SCM_PKT_METADATA)
memcpy (metadata, CMSG_DATA(cm), sizeof(metadata));

Follow an existing API pattern - SO_TIMESTAMPING



Metadata access » Datagram sockets #2025 cLounrLare

Sending metadata

char *metadatal] = { .. };

struct msghdr *msg;
/] ..

cmsg
cmsg->cmsg_level
cmsg->cmsg_type SCM_PKT_METADATA;

cmsg->cmsg_len CMSG_LEN(sizeof(metadata));
memcpy (CMSG_DATA(cmsg), metadata, sizeof(metadata));

CMSG_FIRSTHDR(msg) ;
SOL_SOCKET;

sendmsg(fd, msg, 0);



] (Tentative) Roadmap

[x] Add bpf dynptr from skb meta()

[x] Make TC bpf skb *() helpers preserve metadata (bug fix)

[-] Make L2 decap preserve metadata (bug fix) [work in progress]
[ 1 Allow-1list bpf dynptr from skb meta() for other BPF prog types
[ ] UAPI read access to metadata

-=-=- Milestone: Metadata on RX path -=-=-

[ 1] [FWD path] Make L2 encap preserve metadata (bug fix)

[ 1 [TX path] uAPI write access to metadata

[ 1 [TX path] Alloc metadata from other BPF prog types

51



LLLLLLLLLL

Lessons from
production



LLLLLLLLLL

How to pass metadata
to user-space when
net stack doesn't
support it yet?



Recipe for TCP - custom BPF getsockopt 425 cLounrLare

metadata

\

AN

de
A

4

skb

v

v
S 7Y 14 ———

driver

54




Recipe for TCP - custom BPF getsockopt 425 cLounrLare

de

meta_stash 1

[ i LRU_PERCPU_HASH

t
uPda+e

driver

tex/ ingress

tc

|
|
|
|
|
|
|
|
S
|
|
|
|
|
|
|
|
|
|
|
|
|
|

55




Recipe for TCP - custom BPF getsockopt 425 cLouorLare

de

meta_stash

[IW LRU_PERCPU_HASH

f

| f

driver

|
|
|
|
|
M
S
|
|
|
|
|
|
|
|
|
|
|
|
|
|

|
updaJre ! lookup delete
R A
. : meta_xFer
tex/ Ingress I
S sockops
1
|
i upda+e
! l
1
! M meta_socket
I SK_STORAGE
:
1
tc !

cgrou
gredp .



Recipe for TCP - custom BPF getsockopt 425 cLouorLare

M meta_stash
LRU_PERCPU_HASH

I t I | t
! updaJre ! lookup delete
| | o |
' ' ta__get M
M . l meta_xFer mera—ge ‘

de - tex/ingress ! cgroup/ - app
S S sockops
| | qe’r«;ockoPJr

| t
1 1
; ; UPOiane ‘OOTUP qe+socl<op+()
; ; optval = |M
| | M meta_socket
I I SK_STORAGE
: :
1 1
driver ! tc ! cgroup user-spoce

57




Recipe for UDP - repurpose SO_RCVMARK / SO_MARK  #=ciouoriare

metadata

\

AN

v

\
v
S 7Y 14 ———

de

driver
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Recipe for UDP - repurpose SO_RCVMARK / SO_MARK  #=ciouoriare

M meta_stash
LRU_PERCPU_HASH
1 T 1
: uPda+e :
1 | 1
1 1
1
M tex/ I
XdP I i |
S lngress S
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
driver : tc !
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Recipe for UDP - repurpose SO_RCVMARK / SO_MARK  #=ciouoriare

M meta_stash
LRU_PERCPU_HASH
| T | |
! updaJre : !
I | I I
| | |
1 1
de M _ tex/ : iptobles routing :
S ingress S S
| | m |
: : mark :
; ; (unrelated) '
1
| | L |
I I skb I
1 | |
| | |
1 | |
driver : tc : network layer !
|
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Recipe for UDP - repurpose SO_RCVMARK / SO_MARK  #=ciouoriare

de

"

meta_stash
LRU_PERCPU_HASH

t
updaJre

driver

tex/
ingress

iP+a|9|e<3 rou’ring

| t
lookup delete

| |

tc

o

mark
(unrelated)

||
Skb

——— e ———————— - V\________
_______________.V\-_______

nehNorklayer

meta_xfer
car'oup__ekla/
inqress

mark

(store IM|)

|

Skb

cgrou
gredp y

.
|



Recipe for UDP - repurpose SO_RCVMARK / SO_MARK  #=ciouoriare

M meta_stash
LRU_PERCPU_HASH
I t I | t
! upcia+e ! i Ioolfup delr+e
| | |
[\:,\ .y i i meta_xfer
XO‘P I . I iptables routing | car‘oupﬂekla/ recvmsg()
S ngress S S Ingress w/ emsq
: : | T : | SO_MARK = |M
: : mark. ! mairk |
; ; (unrelated) ! (store [M|) M
: SR i
: I skb I skb
. : :
| | |
driver : tc ! network. layer ! cgroup user-spoce
| 62




Recipe for UDP - repurpose SO_RCVMARK / SO_MARK  #=ciouoriare

M meta_stash
LRU_PERCPU_HASH
I 1 : | f
! upoia+e ! i Ioolfup de\r+e
1 | |
: | ' | meta_xfer
M +CX/ 1 . N 1 ()
xdp I _ L | iptables | | routing | 4 recvmsg
S ingress S s w/ cmsa
: : | T : SO_MARK = |M
: : mark : |
! ; (uhrelated) ! M
: : - | P
I I skb :
1 | |
| | |
1 | |
driver : tc ! hetwork layer ! cgroup user-spoce
| 63




Blast from the past (LPC 2024) -
Idea: Produce cmsg's from BPF

udp_recvmsg() cgroup/recvmsga.s

CLOUDFLARE

€group/recvmsegd
struct msghdr *msg kfunc put_cmsg()
struct sk_buff *skb ;t;u“ < addr K §
pt_sock_addr_kern ctx struct msghdr *msg
> >
Not limited user
by SO_MARK size memory
222
------------- « T R R R
a

copy_from_user()
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Blast from the past (LPC 2024) -
Idea: Produce cmsg's from BPF

udp_recvmsg()

struct msghdr *msg
struct sk_buff *skb

cgroup/recvmsga.s

Y

=

Not limited
by SO_MARK size

(¥

CLOUDFLARE

i

Noneedaaembed
metadata decoder
in user-space app

€group/recvmsegd
kfunc put cms
struct put_ g()
k
bpf_sock_addr_kern *ctx struct msghdr *msg | .. ..
- >
user
memory
zzz
------------- o " = = m ®m ®m ® E E E E E ®E ®
a

copy_from_user()
65



LLLLLLLLLL

Encoding format -
Pivot from K/V to TLV



Initial approach - Space-efficient K/V format £2: crounriLare

Header (fixed-size)

Values (variable-length)

ANV

e Upto 64 entries
e Supported value size:
o 0 (flag), 4B, 8B

67




Initial approach - Didn’t meet real-life needs #2: cLounriare

Needed a data structure that:

1. Can store ordered, repeated items
e multiple timestamps
e multiple tracing IDs

e info from multiple layers of encap

2. Can serve as scratch space

e pass info between
bpf_tailcall'ed programs

68




Current approach - TLV tuples + total length 425 cLouorLare

e Grows bottom-up

——data_meta—— No memmove on bpf_xdp_adjust_meta

C C
e Total length (TL) as first byte

C C B B No need to initialize whole metadata area
Popping most recent item is cheap

A A A ||TL
e Arbitrary value lengths

Flags modelled as 6-length entries
Self-imposed limit of 16B max value length

data

e Can hold ordered, repeated entries

69




Current approach - 225 ¢ ounrLare
Example - push 3 pieces of metadata, pop one

——data_meta——

data

TL=0

70




Current approach - 225 ¢ ounrLare
Example - push 3 pieces of metadata, pop one

—data_meta— —(data_meta—
push
—>
0 7 1 42\‘ 3
data data
TL=0 TL=3

[ (T=7,L=1,V=42) ]
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Current approach - 225 ¢ ounrLare
Example - push 3 pieces of metadata, pop one

—data_meta— —(data_meta— —(data_meta—

“19" 2 |
— — CA  FE 11 o \

0 7 11|42 3 7 11142]| 9
data data data
TL=0 TL=3 TL=9
[ (T=7,L=1,V=42) ] [ (T=19,L=2,V=0xCAFE),
(T=11, L=0),

(T=7,L=1,V=42) ]
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Current approach -
Example - push 3 pieces of metadata, pop one

—data_meta— —(data_meta—

19| 2 19| 2

pop
CA FE| 11 o — CA||FE||11  ©

7 11142 9 7 1|42

data data

TL=9 TL=5
[ (T=19,L=2,V=0XCAFE), [ (T=11,L=0),
(T=11,L=0), (T=7,L=1,V=42) ]

(T=7,L=1,V=42) ]

é CLOUDFLARE
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LLLLLLLLLL

Testing pains @



BPF_PROG_TEST_RUN with metadata... £25 crouprLare

void test_xdp_metadata(int prog_fd)

{

struct xdp_md ctx_in = {};

/* . %/

ctx_in.data_meta = <meta end offset>;
ctx_in.data = <meta end offset>;
ctx_in.data_end = <data end offset>;
opts.ctx_in = &ctx_in;

opts.ctx_size_in = sizeof(ctx_in);

err = bpf_prog_test_run_opts(prog_fd, &opts);
/* . %/
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BPF_PROG_TEST_RUN with metadata... #2205 crounrLare
... or the lack thereof for __sk_buff context

void test_xdp_metadata(int prog_fd)
{
struct xdp_md ctx_in = {};
/* .. */
ctx_in.data_meta = <meta end offset>;
ctx_in.data = <meta end offset>;
ctx_in.data_end = <data end offset>;
- — &ctx_in;
supported by _in = sizeof(ct missing for
Bpf_prog_test_run_xdp g_test_run_opts bpf_prog_test_run_skb
(XDP progs) (TC BPF progs)

s
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LLLLLLLLLL

Problems without
(good) answers...



Integration with 3rd party tools #2: crounrLare

—data_meta—
retis

attach ID to packet
[ pwru }

>

https://github.com/retis-org/retis
https://github.com/cilium/pwru 78



https://github.com/retis-org/retis
https://github.com/cilium/pwru

Integration with 3rd party tools

= Make user specify
where to place metadata?

attach ID to packet
: >
[ retis ] @ offset=64, length=2

(:) use
(off=64, len=2)
Q for metadata

user

ggﬂjﬁ?

—

data_meta

:

n

data

CLOUDFLARE
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Accessing metadata from the network stack -

Use case: Consuming NIC metadata

bpf_ xdp_metadata_rx_timestamp()
bpf_xdp_metadata_rx_hash()
bpf_ xdp_metadata_rx_vlan_tag()

¢t modern NIC HW

Lantech RTL8029AS-based network card.png - Wikimedia Commons, CC BY-SA 3.0

de

——data_meta——

Skb

g

VLAN:
at

=1
d

é CLOUDFLARE
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https://commons.wikimedia.org/wiki/File:Lantech_RTL8029AS-based_network_card.png

Accessing metadata from the network stack -
Use case: Consuming NIC metadata

bpf_ xdp_metadata_rx_timestamp()

bpf_
bpf_

)

= struct_ops cadlbacks to the rescue?

SEC("struct_ops/set_rx_hash")
int BPF_PROG(set_rx_hash_from_metadata, struct sk_buff *skb)

{

modern NIC HW

/* extract RX hash from skb metadata and set skb->hash */

CLOUDFLARE

ata

,CCBY-SA3.0
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https://commons.wikimedia.org/wiki/File:Lantech_RTL8029AS-based_network_card.png

Accessing metadata from the network stack -
Use case: Policy routing by metadata

set fwmark
: skb > @ -
bpf
P <n'e+a
data routing
$ ip rule
0: from all lookup local

32765: not from all fwmark ©6xl1@0cf lookup 65743
32766: from all lookup main
32767: from all lookup default
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Accessing metadata from the network stack -
Use case: Policy routing by metadata

) Have sk_filter programs

attached to policy routing rules? 7
bpt
i o
Skb —> @ -

meta
data routing

$ ip rule

9: from all lookup local

32765: not from all /sys/fs/bpf/sk_filter lookup 65743
32766: from all lookup main
32767: from all lookup default

83



Resources (newest to oldest) 22 ¢ ounriare

Patch series X
1. [PATCH RFC bpf-next 00/15] Decouple skb metadata tracking from MAC header offset €
2. [PATCH bpf-next v4 00/16] Make TC BPF helpers preserve skb metadata ¢
3. [PATCH bpf-next v7 0/9] Add a dynptr type for skb metadata for TC BPF €
4. [PATCH RFC bpf-next v2 00/17] traits: Per packet metadata KV store ¢

Talks &

1. Netdev 0x19 2025: Traits: Rich Packet Metadata ¢
2. Linux Plumbers Conference 2024: Marking Packets With Rich Metadata ¢
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https://lore.kernel.org/r/20251124-skb-meta-safeproof-netdevs-rx-only-v1-0-8978f5054417@cloudflare.com
https://lore.kernel.org/all/20251105-skb-meta-rx-path-v4-0-5ceb08a9b37b@cloudflare.com/
https://lore.kernel.org/all/20250814-skb-metadata-thru-dynptr-v7-0-8a39e636e0fb@cloudflare.com/
https://lore.kernel.org/all/20250422-afabre-traits-010-rfc2-v2-0-92bcc6b146c9@arthurfabre.com/
https://www.netdevconf.info/0x19/sessions/talk/traits-rich-packet-metadata.html
https://lpc.events/event/18/contributions/1935/
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