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Introduction

 Guard and scoped_guard are cleanup-based locking macros in the Linux 
kernel that automatically release a lock when execution leaves a scope 
or function. 

 Guard: Acquires a lock and holds it until the end of the enclosing 
function.

Ideal when most of the function should run under lock protection.



Source: fs/iomap/buffered-io.c: 148



 Scoped_guard:  A macro that acquires a lock at the beginning of a 
lexical scope and automatically releases it when the scope ends.

Useful for wrapping critical sections with clear boundaries.



Source: fs/smb/client/smbdirect.c



Why is this useful?

 Reduces code clutter — Removes explicit unlock calls and makes the 
lock’s lifetime structurally clear.

 Safer control flow — Ensures that early returns or other jumps cannot 
skip unlocks, preventing deadlocks and making lock lifetimes easier to 
audit.

 Clearer intent — Makes it obvious whether the lock is meant to cover a 
small scoped region ( scoped_guard ) or the entire function ( guard ).



Example
git checkout ca081fff6ecc6
source: drivers/gpu/drm/nouveau/nvkm/engine/gr/fr100.c:398



SmPL script



SmPL script



 This semantic patch provides a conservative transformation that 
introduces scoped_guard and guard only where it is clearly safe, 
avoiding problematic cases.

 The script is available on GitHub

 Link to the semantic patch 

https://github.com/Erickkaranja/scope_based_cleanup.git

https://github.com/Erickkaranja/scope_based_cleanup.git


SmPL Script

 The semantic patch can be broken down to several sections.

 Enforcing lock/unlock order.
 Excluded transformation nodes.
 Transformation .



 Mark the lock, conditional unlocks( unlocks at ifs or goto ) and the last 
unlock.

 We ensure that the lock is safe to transform by enforcing a strict lock/unlock 
order.

 Remove the conditional unlocks and replace the outer lock and unlock with 
an appropriate guard macro.



Enforce lock/unlock order

 For correct transformation we must ensure a strict lock and unlock order I.e in a 
given node, the lock precedes the unlock

source: tools/perf/util/intel-tpebs.c:559



Excluded Transformation Nodes

Bad break statements
 Guard/scoped_guard implementation wraps around a for loop.

 The problem is that the break would affect the new inner for loop, and not the 
outer  loop as intended.

 Consider the example below:-

 for(...;...;...){ for(...;...;...){
   lock(...);   scoped_guard(...){
   …      …
   if(...)      if(...)
     break;         break;
   unlock(...);   }
 } }



source: fs/smb/server/transport_tcp.c:235



Excluded Transformation Nodes

Unlock at else
 Conditional unlock at an else may lead to a bad transformation.

 Example:-
lock(...); scoped_guard(...){
if(...)     if(...)
   …       ...
else{     else{
   … ...
   unlock(…); unlock(…);
}     }
…     …
unlock(…); }



source: drivers/gpu/drm/msm/dp/dp_display.c:651



Excluded Transformation Nodes

Protect the critical section
 We strictly ensure that we cannot introduce new code to the critical section.

 This ensure we don’t move code that can sleep into the critical section.

 Example:
lock(...); guard(...)(...);
… ...
if(...){ if(...){
  unlock(...);    fn_call(...);
  fn_call(...);    return ...;
  return ...; }
} return ...;
unlock(...);
return ...;



source: fs/btrfs/delayed-inode.c:1193



Excluded Transformation node
No code before unlocks in gotos

 In cases where unlock occurs at goto statement, we must ensure no code exists before the unlock.

 This ensure we don’t alter the critical section.

Example:

Lock(...); scoped_guard(...){
If(...)    if(...)
  goto lbl:      goto lbl:
…   ...
unlock(...); }
lbl: lbl:
fn_call(...); fn_call(...);
unlock(...); return ...;
return ...;



source: arch/sparc/kernel/ldc.c:1404



Transformation Examples



Transformation Examples



Conclusion

 How do we check for correctness of the transformation?

 Compiling the kernel with the new changes (with relevant configuration 
set e.g  CONFIG_DEBUG_SPINLOCK=y)

 Manual diff reviews



 Current transformation opportunities where lock/unlock patterns can 
be replaced with scoped based macro.

 Mutex: 21246
 Spinlock: 9395
 write_lock: 324
 read_lock: 343
 raw_spinlock_irqsave : 1057

etc



Q&A
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