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StrictDoc tool

● Created in 2019, inspired by Doorstop

● Apache 2 license, 1.9K pull requests, 5K+ commits, 30K+ LOC

● In a nutshell:

○ Let's cut prose and code into atomic nodes, give them UUIDs and attributes, and link them 

together to form a graph

● Key highlights:

○ Connecting docs, requirements, source and test code, test reports, coverage.

○ Web-based requirements editor.

○ SDoc format for storing requirements with metadata. Internal representation is a graph.

○ Other formats can be read or written. Native ReqIF bi-directional interface.

○ RST export for interfacing with Sphinx. Possible direction: sphinx-strictdoc plugin.

○ Work with the SPDX FuSa WG. Establishing the equivalence between SPDX and SDoc.



Linux + ELISA + StrictDoc
https://github.com/strictdoc-project/linux-strictdoc

Results from CI:
rendered document

traceability graph

RFC: Showcase on GitHub

https://github.com/strictdoc-project/linux-strictdoc
https://strictdoc-project.github.io/linux-strictdoc/linux-strictdoc/Documentation/requirements/charmisc.html
https://strictdoc-project.github.io/linux-strictdoc/linux-strictdoc/Documentation/requirements/charmisc-TRACE.html#DOC-SUBSYS-CHARMISC


/**
 * SPDX-Req-ID: 080fa9a6d27aa94dfaf8cbceb9715cbc146b0671bbe53c10dccf173f911b1a5e
 * SPDX-Req-Text:
 * trace_set_clr_event - enable or disable an event within a system.
 * @system: system name (NULL for any system).
 * [...]
 * Function's expectations:
 * - This function shall retrieve the pointer of the global trace array (global
 *   tracer) and pass it, along the rest of input parameters, to
 *   __ftrace_set_clr_event_nolock.
 * [...]
 * SPDX-Req-End
 */
int trace_set_clr_event(...) {...}

Input: Requirements from C Comments and Sidecar

[REQUIREMENT]
MID: 080fa9a6d27aa94dfaf8cbceb9715cbc146b0671bbe53c10dccf173f911b1a5e
HASH: f8f29e7907a29e320df18a0950fa64b161dcd5cdd7960b44896e396bccb437c2
SPDX-Req-Sys: Tracing
TITLE: trace_set_clr_event
RELATIONS:
- TYPE: Parent
  VALUE: 428a5db6e481de87fc424119c30738d83e378b34bb42e12295ddfcba9839e5b3

make htmlreqs (*)
next 
slide

(*) strictdoc export



Output: Document View with Links and Validations



Output: Traceability View



pipx install strictdoc

vim -O kernel/trace/trace_events.c \
       Documentation/requirements/tracing.sdoc

SPDX-Req-ID = MID

Q/A: Adding a new requirement to Linux



strictdoc manage auto-uid .

generated MID
generated HASH

Q/A: Adding a new requirement to Linux

Create IDs



strictdoc export .
Q/A: Adding a new requirement to Linux: Compile



Developer
git format-patch
git send-email

Q/A: Adding a new requirement to Linux

Submit for Review
Maintainer
strictdoc manage auto-uid . && git diff
strictdoc export --generate-diff-git="HEAD^..HEAD"



RFC: Which Items do we Want to Trace?

Current Demo: Low Level Requirements and Tests

(*) relation by sidecar shown in appendix, to be reconsidered

file_operations_read
read_mem

mem.c

selftests
read_mem FE1

devmem.c

ID: LLR-MEM-1

ID: TEST-MEM-1

Test (*)

https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/Documentation/requirements/charmisc.sdoc#L126
https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/drivers/char/mem.c#L81
https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/tools/testing/selftests/devmem/devmem.c#L46


RFC: Which items do we want to trace?

There are have more valuable things to trace. How about…

LWN: Timer IDs [...] POSIX: timer_create

SYSCALL_DEFINE3
timer_create

posix-timers.c

kselftests
check_timer_create

posix-timers.c

Sphinx Docs
timers/*.rst

ID: EXT-WHY-1 ID: EXT-WHY-2

ID: DESIGN-T1 ID: LLR-TID-1 ID: TEST-TID-1

User Story HLR

Design Test

Kernel CI report
log.txt.gz

ID: TEST-REPORT-1

TestReport

Vendor: Safety / Security 
Requirement

HLR: Timer Support

?

?

https://lwn.net/Articles/1012490/
https://pubs.opengroup.org/onlinepubs/007904975/functions/timer_create.html
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/tree/kernel/time/posix-timers.c?h=v6.18#n573
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/tree/tools/testing/selftests/timers/posix_timers.c?h=v6.18#n134
https://files.kernelci.org/kselftest-timers-6936494e1ca5bf9d0fd9ad5f/log.txt.gz


Q: Refining the Sidecar

● Sidecar Pro:

○ Keeps Meta-Data out of Code

○ The place where typical StrictDoc projects have their requirements, not only meta data

○ Obvious place for HLRs

Hint: Sidecar = all *.sdoc files in the demo



Q: Refining the Sidecar - To be clarified

● Structure wanted: How do .c and .sdoc correlate? One .sdoc per one .c file? One sdoc per subsystem?

Mirroring structure creates maintenance overhead.

● Home wanted: Sidecar files probably committed to Linux tree, but could also be a separate project

● Format wanted:

Should be a “standard” format

○ sdoc to become an SPDX serialization format?

● Should be human- and machine readable.

○ JSON(-LD) not human readable. sdoc is great in that regard.

https://spdx.github.io/spdx-spec/v3.0.1/serializations/
https://json-ld.org/


Q: Integration Sphinx, kernel-doc, StrictDoc

?

make htmldocs make htmlreqs



RFC: Semantic search for critical functions with Coccinelle

How to spot the most critical functions? (*)

How can developers check if they missed something important?

It’s reasonable to consider internal and external API as critical. The ELISA paper names them, and the GitHub 

demo adds a SmPL search for the following:

- Syscalls

- Sysfs attributes

- Exported symbols 

- File-like operations

(*) naive assumption: maintainers, developers and industry agree on what is most critical

https://docs.google.com/document/d/1c7S7YAledHP2EEQ2nh26Ibegij-XPNuUFkrFLtJPlzs/edit?tab=t.0#heading=h.8f6vn97lgwqd
https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/scripts/coccinelle/docs/syscall.cocci
https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/scripts/coccinelle/docs/sysfs.cocci
https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/scripts/coccinelle/docs/exportedsyms.cocci
https://github.com/strictdoc-project/linux-strictdoc/blob/lpc25/scripts/coccinelle/docs/fops.cocci


Appendix: Screenshot: Trace to Tests

merged by ID

LLR is parent of test

Test has file relation to C function



// Exported Symbols

@export_symbol@
declarer name EXPORT_SYMBOL;
declarer name EXPORT_SYMBOL_GPL;
identifier fn;
@@
(
  EXPORT_SYMBOL(fn);
|
  EXPORT_SYMBOL_GPL(fn);
)

@export_symbol_fn@
identifier export_symbol.fn;
position p_fn;
@@
  fn@p_fn(...) {...}

@script:python@
fn << export_symbol.fn;
p << export_symbol_fn.p_fn;
@@
print(f"exported function: {fn} at {p[0].file}:{p[0].line}")

Appendix: Listing: Find all Exported Symbols with Coccinelle



syscall: alpha_pipe in ./arch/alpha/kernel/osf_sys.c:1300
syscall: getdtablesize in ./arch/alpha/kernel/osf_sys.c:553
...
exported function: marvel_ioportmap at ./arch/alpha/kernel/core_marvel.c:797
exported function: marvel_ioread8 at ./arch/alpha/kernel/core_marvel.c:804
...
mmap_f (kvm_gmem_fops): kvm_gmem_mmap at ./virt/kvm/guest_memfd.c:397
read (sof_msg_inject_fops): sof_msg_inject_dfs_read at 
./sound/soc/sof/sof-client-ipc-msg-injector.c:52
..
sysfs show (RO): device_show at ./arch/arm/mach-rpc/ecard.c:790
sysfs show (RO): dma_show at ./arch/arm/mach-rpc/ecard.c:760
...
Found 41441 elements

Appendix: Listing: Result of Coccinelle Run



LPC 2025 - Overview
Conference Details

The Linux Plumbers Conference is the premier event for developers working at all 

levels of the plumbing layer and beyond.

Taking place on Thursday 11th,  Friday 12th and Saturday 13th of December, this year 

we will be both in person and remote (hybrid).  However to minimize technical issues, 

we'd appreciate most of the content presenters being in-person.

The in-person venue is the Toranomon Hills Forum,  Tokyo, Japan

Toranomon Hills Mori Tower 5th Floor, 1-23-3 Toranomon, Minato-ku, Tokyo, 

105-6305, Japan

Unless specified otherwise, the conference information will be shared in Japan  (JST 

timezone).

Sponsorship opportunities

Linux Plumbers Conference would not be possible without our sponsors. Many 

thanks to all the great organizations that have supported Linux Plumbers 

Conference over the years.

New sponsorship opportunities are available for 2025! We hope that your 

organization will consider joining our growing list of amazing sponsors this year. 

Find out more here. 
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