
From Projects to Ecosystems: 
Lessons from the eBPF 
Foundation



To innovate and enable others to innovate



eBPF Foundation Strategy



Developer Face to Face 



Developer Face to Face 

* Meetup program coming soon



Upstream Development SOW

https://ebpf.foundation/the-dwarves-beneath-the-kernel-forging-btf-for-ebpf/


Upstream Development



Upstream Development - BTF, Trampolines, and CI

● Runtime Type Information via BTF: Solved DWARF size 
constraints (reducing ~200MB to ~5MB) allowing embedding 
runtime-loadable type data for dynamic function modeling

● Low-Overhead Trampolines: Replaced expensive kprobes with 
direct function calls acting as a dynamic ABI bridge for 
fentry/fexit

● ARM64 Feature Parity: Multi-kprobes and complex argument 
handling for functions with >8 parameters (stack-passed args)

● Test Suite Modernization: Migrated legacy standalone shell 
scripts to the generic test_progs C runner

● Expanded CI Coverage: Increased automated regression testing 
reliability on bpf-next



What SOWs should we fund in the future?

● riscv64 BPF JIT on par with x86-64 & arm64
● XXX



Upstream Security Funding

https://ebpf.foundation/ebpf-resources/


Upstream Security Funding

$225,000 grant from Alpha-Omega for:

● Defensive runtime tooling

○ Enabling sanitizers (like ASan and UBSan) for JIT-compiled eBPF 
programs to validate memory accesses

● Auditing

○ Security review of x86-64, ARM64, and RISC-V JIT compilers, 
specifically targeting vulnerabilities in instruction encoding, register 
allocation, and immediate value handling



How can we improve eBPF security?

● XXX



Academic Research Grants

https://ebpf.foundation/ebpf-foundation-awards-100000-in-research-grants-to-advance-ebpf-safety-and-efficiency/


Academic Research Grants

● Enhancing Flexibility and Safety of eBPF 
Programs through Verifier-Cooperative 
Instrumentation

● eBPF Governors: QoS-aware Agile Power 
Management

● Efficient IO-Intensive μs-scale Applications using eBPF

● Verified Path Exploration for eBPF Verifier Static Analysis

● Lazy Abstraction Refinement with Proof for an Enhanced Verifier

● Improving eBPF Complexity with a Hardware-backed Isolation 
Environment

● Learned Virtual Memory with eBPF

https://ebpf.foundation/ebpf-foundation-awards-100000-in-research-grants-to-advance-ebpf-safety-and-efficiency/


What research is important?

● XXX



CXO Education Material



Case Studies - Your company next?



Community Building Fellowships

https://ebpf.foundation/ebpf-foundation-announces-inaugural-community-advocacy-fellowship-recipients/


Company Landscape



What information would be helpful to surface?

● XXX



Join the Foundation

https://ebpf.foundation/become-a-member/


Join the Foundation

https://ebpf.foundation/become-a-member/


Discussion


