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Has this happened to you?



● BPF verifier is attempting to explain why your program is invalid

○ you might believe it is valid, but you can’t argue with the verifier

● The explanation in the verifier log consists of:

○ a complete trace of the program evaluation leading to the invalid state

○ a short error message and stats

● To understand the trace, you must learn how to read it

○ it’s a BPF instruction stream mixed with program state information, all in plain text

○ even after you learned how to read it, it’s hard to keep the program state in your head 

(some logs are millions of lines long)

The log is hard to understand

The Problem



The Solution?
Make the verifier log easier to understand with a better UI (Demo)

https://docs.google.com/file/d/19CbRXitI_U2ow1gc91XqkT8qjy3Yk3LF/preview


● Parse the log into instruction stream and verifier reported values

● Re-construct a sequence of program states based on instruction 

semantics and verifier messages

● Compute a use-def analysis for registers and stack slots

● Expose this data to the UI components

How does it work?



UI Feature Spotlight

● Register and stack navigation in main log view
● Handle nested stack frames
● Local Storage of previous logs
● C source code view (pasteable)
● Fast scrolling no matter the size of the log
● Keyboard navigation
● Cross view highlighting and scroll-to
● Links to BPF helpers
● Collapsible views



Register and Stack Navigation



Nested
Subprograms



Pasting Actual Source Code







Case Study
The Andrii Snooper







int i = 0;

bpf_for(i, 1, MAX_STACK_DEPTH) {
   // R2 unbounded memory access

stack[i] = frame.ret_addr; 
}



int i = 0;

bpf_for(i, 1, MAX_STACK_DEPTH) {
   // R2 unbounded memory access

stack[i] = frame.ret_addr; 
}





Internals



Raw to React

● Complex UI  interactions
● Much better testing story (headless browser, snapshots, Jest)
● Large community of OS React components
● Rendering millions of log lines
● CSS is easier to manage
● Build systems



Shout Out to Dependencies

● Vite (for building and development)
● react-window (for rendering long lists of items)
● localdata
● Jest (for testing)
● Typescript
● Prettier (for formatting)

https://vite.dev/
https://react-window.vercel.app/
https://github.com/DVLP/localStorageDB#readme
https://jestjs.io/
https://www.typescriptlang.org/
https://prettier.io/


Meta CI Integration

● Internally hosted for Meta BPF programs
● Integration with Veristat

○ Every kernel commit we check against production BPF programs and 
create internal link to bpfvv if there is a failure



Resources

● The app: https://libbpf.github.io/bpfvv/

● Howto: https://github.com/libbpf/bpfvv/blob/master/HOWTO.md

● GitHub repo: https://github.com/libbpf/bpfvv

https://libbpf.github.io/bpfvv/
https://github.com/libbpf/bpfvv/blob/master/HOWTO.md
https://github.com/libbpf/bpfvv

