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DNS Egress Policy  |  toFQDN



©Microsoft Corporation                                                                                                       

Azure 

Identity based Policy

Protection against pod churn from existing / identical workloads 
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Identity based Policy
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DNS Egress Policy  |  toFQDN
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toFQDN HA-ish Mode

https://github.com/cilium/design-cfps/pull/54

https://github.com/cilium/design-cfps/pull/54
https://github.com/cilium/design-cfps/pull/54
https://github.com/cilium/design-cfps/pull/54


How about a native eBPF 
implementation ?

Thanks to Mahé for planting the seed
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Challenges with parsing DNS in eBPF

• Unknown number of DNS answers

• Label compression

• UDP Truncation

• DNS over TCP – Stream Handling

• Complexity issues

• Allocating Identity from bpf ?



©Microsoft Corporation                                                                                                       

Azure 

FQDN Identities
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RFC 1035
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Wire Format –DNS Message
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Wire Format –DNS Header
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Wire Format –DNS Question Section

Label Length – Label – Repeat until zero length
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Wire Format –Resource Record
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Wire Format – Label Compression
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Wire Format –RDLENGTH and RDATA

32 Bits – IPv4 || 128 Bits IPv6
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Wire Format –Multiple Questions ?
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Wire Format –Multiple Questions ?



But we’ll need to solve for multiple 
answers
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Loops in eBPF

< v5.3

Loops had to be 
unrolled

Bounded Loops

Support for Map 
Iteration Helpers

v5.13

bpf_loop helper 
introduced

v5.17

Numeric open coded 
iterators

v5.3 V6.4

https://docs.ebpf.io/linux/concepts/loops/ (Thanks Dylan Reimerink)

https://docs.ebpf.io/linux/concepts/loops/


Bpf_loop from v5.17+ Multiple 
answers
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Wire Format –UDP Truncation



SK_SKB + SOCK_OPS 
eBPF Prog Types
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DNS over TCP Parsing with eBPF

• Sockmap + Sockops to register sockets

• Stream Parser attach type to check if full msg is received

• Stream verdict attach type for parsing and verdict
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DNS over TCP Parsing with eBPF
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DNS over TCP Parsing with eBPF



DNS over TCP Parsing with eBPF



Challenge #1
Non-Linear SKB Data
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Non Linear Data

• Comparing DNS msg length with SKB 
len in stream parser is not enough

• bpf_skb_pull_data to the rescue

• Should this happen automatically ?



Challenge #2
Match Patterns with *
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Current Approach

• Only care about patterns like *.<> or *.*.foo

• LPM_TRIE with reversed strings

• On length mismatch check number of dots

• Can we do better ?



Challenge #3
CNAME Chasing



Misc. Challenges

Loops + Data End Ptr
Verifier Improvements
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Demo
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Next Steps

• Garbage collection

• Proxy less DNS visibility

• Performance Tests

• DoH / DoT ?

• Try regex support from Justin’s work ?



Questions ?
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