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Memory Allocation Profiling upcoming
features
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New features being considered / in development

e Allocation context capture

e MEMCG support (two options)

e NUMA awareness

e [fficient data querying and filtering via IOCTL AP

e Userspace tooling (grouping allocations by categories, issuing ioctl commands, etc]
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Allocation context capture (testing)

Allocation tags get a new flag bit indicating context capture is enabled
New ioctl interface to set this flag for a specific allocation
Allocation hooks are modified to check the flag and generate a trace event when it's set
BPF program can be attached to the tracepoing to capture:
e pid of the caller
® limestamp
e callstack
RRE

Linux
PLUMBERS TONFERENTE

TOKYO, JAPAN / DEC. 11-13, 2025



e..
BPF based context capture
entry_SYSCALL_64_after_..  _..
do_syscall_64 b |es
SECC'tp_btf/alloc_tag_mem_alloced") . i __x64_sys_clone ‘d.. d..
Wldth: Byl:es clear_user ‘__se_sys_clone d..
int BPF_PROG( alloc_tag_mem _alloced, struct codetag_ref *ref, * clearus) (YRR et
struct allo cta g *t3 g un i gne d int byt o S] asm_exc_page_fault asm_exc_pag... kernel_clone g.. :_
exc_page_fault exc_page_fault copy_process afig 'd...
{ *_exc_page_fault ‘_exc_page_f.. copy_mm e d...
“handle_page_fault “handle_page_... “dup_mm TN ...
_u32 kstackid = bpf_gel_stackid(ctx, &kernel_stacks, 0J; do_user_addr_fault do_user_addr... “dup_mmap ke | o= jen
. . . handle_mm_fault handle_mm_f... copy_page_range am 't 58
—u3 pld - pr_get_current_pld_tgld[] S OXFFFFFFFE; ‘__handle_mm_fault __handle_mm... ‘copy_p4d_range handl... ..
“handle_pte_fault “handle_pte_fa... ‘copy_pud_range *Than'.s..
> “do_fault “do_fault “copy_pmd_range “handl... s...
const AllocTagKey key = {kstackid = kstackid, .pid = pid}; “do_read_fault “do_cow_fault “copy_pte_range ‘do_an.. m..
__do_fault __pte_alloc
Counters *valp = bpf_map_lookup_elem((void *)&alloc_tag_map, &key); SRR v L —
. “__pte_alloc_one_noprof
if (valp 1= NULL) € g 776 KB 692 KB
_sync_fetch_and_add(&valp->bytes, bytes); AERRGEETonion
alloc_pages_mpol_noprof
} __alloc_pages_nodemask
get_page_from_freelist
return 0; ErplieEae
) “post_alloc_hook
“pgalloc_tag_add
i — “alloc_tag_add
R & alloc_tag_trace_mem_alloc
Linux 7434 MiB (100.00%) v 1
PLU m BERS T u NFERENTE alloc_tag_trace_mem_alloc 14 MB

“trace_alloc_tag_mem_alloced

Breakdown by p|d —» 2106265 2106266 2106273 21. 21.2. 2. 2. 1.2.2.2.2.2.2.122
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Profiling Overhead

Context Capture not compiled in
Context Capture not enabled
Context Capture enabled

BPF Profiling (i.e., kstack, pid)

Experiment

Context Capture on mm_alloc

BPF Profiling on mm_alloc

0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0

__pte_alloc_one_noprof cycles (scaled)
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Context Capture enabled

°__pte_alloc_one_noprof
“alloc_page_noprof
“alloc_pages_noprof
alloc_pages_mpol_noprof
__alloc_pages_nodemask
get_page_from_freelist
prep_new_page
“post_alloc_hook
“pgalloc_tag_add
“alloc_tag_add 1,497,276 (0.006%)
alloc_tag_trace_mem_alloc
“trace_alloc_tag_mem_alloced
trace_event_raw_event_alloc_tag_mem_alloced
trace_event_buffer_reserve
trace_event_buffer_lock_reserve
°__trace_buffer_lock_reserve
ring_buffer_lock_reserve

Width: Cycles
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BPF Profiling (kstackid, pid)

——— > "__pte_alloc_one_noprof

2x

“alloc_page_noprof
“alloc_pages_noprof
alloc_pages_mpol_noprof
__alloc_pages_nodemask
get_page_from_freelist
prep_new_page
“post_alloc_hook
“pgalloc_tag_add
“alloc_tag_add
alloc_tag_trace_mem_alloc
“trace_alloc_tag_mem_alloced
__traceiter_alloc_tag_mem_alloced
bpf_trace_run3
*__bpf_trace_run
“bpf_prog_run
°__bpf_prog_run
“bpf_dispatcher_nop_func
[vfat.ko]
bpf_get_stackid_raw_tp

“___bpf_get_stackid_raw_tp
bpf_get_stackid
___bpf_get_stackid
get_perf_callchain
perf_callchain_kernel
unwind_next_frame

>80% cycles

.

unwind_get_retur... “unwin...

orc_find __kernel_text_ad.. _unw...

*__orc_find kernel_text_ad... un.. g

“orc_ip is_bpf_tex... ‘i. 0.dg
‘bpf_ksym_.. _  _ il
“latch_tree... K
‘_lt_find

“bpf_tre...

.

__bpf_get_stac... )

bcmp
me...

EEht S ih
‘look... a.
H_J

<8 % cycles
(hashtable ops)



Total Allocation (MB)

Context Capture
scsi_queue_rq
. . “scsi_dispatch_cmd
Context Capture in action sa_scs_queuecme
__ata_scsi_queuecmd
LEJIE BT T 28p 22 10202A001 Reshime:9d - 'ata_scsi translate

~ Chart v  Logscale:OFF Stacked: OFF Y-axis ~ Distribution

drivers_iommu per File Function, per Borg Cell — -y

Pa———— Fatasgsetup |
—e [ crvers/iommufinelfiommu caioe devinfo_mem dma_ma p_sg_attrs
O intel_map_sg
S 'domain_sg_mapping
T ————— domain_mapping

—a  [[] drivers/iommu/intel/iommu.c:md_domain_init ( domaln mapplng

pfn_to_dma_pte()

—& [[] drivers/iommu/intel/iommu.c:intel_alloc_coherent

—4 drivers/iommu/intel/iommu.c:pfn_to_dma_pte

s O -intel_pasid_alloc_tabl

e ——————— |ommu_aIloc_page_node_noprof

N P ——— “iommu_alloc_pages_node_noprof

/proc/allocinfo time series ~¢ O smentonmtoncaocon ' _iommu_alloc_pages_node_noprof

T et “alloc_pages_node_noprof
__alloc_pages_node_noprof

'U
=
3
L
O
Q..
3
2
=
®

—= [] drivers/iommu/iova.c:iova_domain_init_rcaches

Time *_alloc_pages_noprof
__alloc_pages_nodemask
RS
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Context Capture

scsi_queue_rq perf record -e intel_iommu:map_sg

“scsi_dispatch_cmd x Cancels Out
ata_scsi_queuecmd
__ata_scsi_queuecmd
“ata_scsi_translate

perf record -e intel_iommu:unmap_sg

S // No further investigation needed trace_mm_page_free
‘ata_sg_setup — e = = = = = = = = = = = — = = =Jp"ata_sg_clean
dma_map_sg_attrs = — = = = = = =P intel_unmap_sg
intel_map_sg —_——————— intel_unmap
“domain_sg_mapping 7/~ queue_iova

domain_mapping

“fq_ring_free
__domain_mapping

o m == == —— - iova_entry_free

pfn_to_dma_pte | . =

b e = = = = iommu_free_pages_list

iommu_alloc_page_node_noprof E—

., . . . _iommu_free_page

iommu_alloc_pages_node_noprof Focus investigation here! —
__iommu_free_pages

" __iommu_alloc_pages_node_noprof

“alloc_pages_node_noprof free_unref_page

‘__alloc_pages_node_noprof ’free_unref_page_prepare
‘_alloc_pages_noprof ’free_pcp_prepare
__alloc_pages_nodemask \ 'free_pages_prepare
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Linux

PLUMBERS TONFERENTE

TOKYO, JAPAN / DEC. 11-13, 2025



MEMCG support option 1: single group tracking

‘ alloc/free ’

Pros:

alloc counters 1

Enabled for a single cgroup only update

alloc counters 2

No memory and minimal performance overhead

alloc counters X

Simple implementation

Cons: g‘

Limited to a single cgroup at a time

t alloc/free ’

No global profiling when cgroup is profiled

alloc counters 1

alloc counters 2

profiled
group?

yes update
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MEMCG support option 2: multi-group tracking

Pros:
Can be enabled for multiple cgroups
Global profiling is not affected
Cons:
Memory overhead is linear to the number of profiled groups
(each selected memcg gets a new set of per-cpu counters)
Performance profiling overhead for profiled groups roughly doubles
(two sets of counters need to be updated)
Complex implementation
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alloc/free

alloc counters 1

alloc counters 2

alloc counters X

alloc/free

alloc counters 1 alloc counters 1

alloc counters 2 alloc counters 2

alloc counters X alloc counters X




NUMA awareness (proposal)

Proposed at:
https:/lore kernel.org/all/20250711002322.1303421-1-cachen@purestorage.com/
Fach tag gets per-NUMA node counter

Concerns:
- High memory overhead (linear to the number of nodes)
- Qutput format changes (unless queried via IOCTL)
s this useful enough?
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Efficient data querying and filtering via IOCTL API

Enabling context capture

Filtering
® Dbysize
e by allocation type (page/slab/per-cpu)

Reporting extra allocation data
o gfp_flags
e unaccounted memory size (early boot or no extension to account]
e per-NUMA information
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Userspace tooling (alloctop)

Supported basic features:

e Limiting the number or lines in the output

e Sorting by allocations size, call count, tag name

e (ontinuous polling

Planned features:

e (rouping allocations by categories (mm/net/drivers/etc.)

e Command-line support for IOCTL commands
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Thank you!
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