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Applying Program Verification to Linux Kernel
Code: Challenges, Practices, and Automation
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To maintain software safety, defining specifications and ensuring that implementations meet them are both
important. The former has become popular in the Linux kernel in various ways [1,2], while the latter still
depends on developers’ manual effort. Recent advances in techniques and tools, however, havemade it feasible
to systematically apply program verification to Linux kernel code.

In this talk, we share our experience and practices from ongoing work on verifying task-scheduler code of
the Linux kernel. We illustrate the challenges we encountered and how verification can be effectively applied
in practice, through case studies (e.g., [3,4]) where proving the correctness of certain kernel features resulted
in uncovering real bugs (e.g., [5,6]). Furthermore, we present our work to automate this process as much as
possible, making verification more practical and scalable. Our goal is to explore how verification can be made
a practical part of the Linux kernel development process.
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cision for load balance”
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