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What type of things do we collect?

e  Shared memory use (dmabuf)
o Global (originally sysfs, now BPF)

o Per-application (procfs)

. Amount of network use

o Per-application (netd w/BPF)

° Amount of CPU time

o Per-application, per-state (uid_sys_stats 00T driver)

e Amountoffilel/0
o Perapplication (BPF program)

° Wakeup source stats

o Originally debugfs, then sysfs, soon BPF?)
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https://source.android.com/docs/core/graphics/implement-dma-buf-gpu-mem
https://lore.kernel.org/all/20250522230429.941193-3-tjmercier@google.com/
https://source.android.com/docs/core/data/ebpf-traffic-monitor
https://cs.android.com/android/kernel/superproject/+/common-android-mainline:common/drivers/misc/uid_sys_stats.c
https://cs.android.com/android/platform/superproject/+/android-latest-release:system/bpfprogs/timeInState.c
https://lore.kernel.org/all/201010180122.35382.rjw@sisk.pl/
https://lore.kernel.org/all/20190807014846.143949-1-trong@android.com/
https://lore.kernel.org/all/20251204025003.3162056-1-wusamuel@google.com/

Existing data sources and challenges

e  debugfs
o Not mounted in user builds for security
) No stable API

e  tracefs
o  Good, but...
o Occasional hesitation adding tracepoints upstream
m  Result: Out of tree tracepoint patches (maintenance)
o Tracepoints become part of kernel UAPI
m  Commit to an interface - modifications potentially challenging
o Frequent event parsing
m  BPF enables always-on event-driven telemetry
Vs
periodic polling / parsing (trace pipe

m Ok for continuous monitoring, not ideal for rare reads that can be computed on-demand
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https://lore.kernel.org/all/20250916115220.4a90c745@batman.local.home/

Existing data sources and challenges

e  procfs
o Hesitance to add new files upstream
m  Result: out of tree patches (maintenance)
o Partof stable kernel UAPI

m  Commit to an interface - modifications potentially challenging
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sysfs
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Existing data sources and challenges

raven:/sys/kernel/dmabuf/buffers # 1ls
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raven:/sys/kernel/dmabuf/buffers # find
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Single value per file = lots of files
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e  sysfs
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Existing data sources and challenges

Single value per file = lots of files

raven:/sys/class/wakeup # 1ls

wakeupO
wakeupl
wakeuplO
wakeupl00
wakeupl01
wakeupl02
wakeupl03
wakeupl04
wakeupl05
wakeupl06
wakeupl07
wakeupl08
wakeupl09
wakeupll

wakeupllO
wakeuplll
wakeupll?2
wakeupll3
wakeuplld
wakeupllb
wakeupll6
wakeupll?
wakeupll8
wakeupll9
wakeupl?2

wakeupl20
wakeupl21l
wakeupl22

wakeupl23
wakeupl24
wakeupl25
wakeupl26
wakeupl27
wakeupl28
wakeupl29
wakeupl3

wakeupl30
wakeupl31l
wakeupl32
wakeupl33
wakeupl34
wakeupl35

wakeupl36
wakeupl37
wakeupl38
wakeupl39
wakeupli4d

wakeupl40
wakeuplil
wakeupld?2
wakeupld3
wakeuplidd
wakeupl4db
wakeupld6
wakeupl5

wakeupl6

wakeupl7
wakeupl8
wakeupl9
wakeup?2
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wakeup21l
wakeup22
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wakeup24
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wakeup26
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wakeup31l
wakeup32
wakeup33
wakeup34
wakeup35
wakeup36
wakeup37
wakeup38
wakeup39
wakeup40
wakeup4dl
wakeup4?2
wakeup4d3

raven:/sys/class/wakeup # find -L -maxdepth 2 2>/dev/null | wc

1837

wakeup44
wakeup45
wakeup4d 6
wakeup4d7
wakeup48
wakeup4d 9
wakeup5

wakeup50
wakeup51l
wakeup52
wakeup53
wakeup54
wakeup55
wakeup56
-1

wakeup57
wakeup58
wakeup59
wakeupb6

wakeup60
wakeup6l
wakeup62
wakeup63
wakeup64
wakeup65
wakeup66
wakeup67
wakeup68
wakeup69

wakeup?

wakeup70
wakeup71
wakeup72
wakeup73
wakeup74
wakeup75
wakeup76
wakeup77
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wakeup79
wakeup8

wakeup80
wakeup81l

wakeup82
wakeup83
wakeup84
wakeup85
wakeup86
wakeup87
wakeup88
wakeup89
wakeup9

wakeup90
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wakeup93
wakeup94

wakeup95
wakeup96
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wakeup98
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Existing data sources and challenges

e  sysfs
o Single value per file = lots of files

m  Slow to read (foreach file: open/read/close)

] Very non-atomic view

e  ‘itis now very easy for the global state of all kernel wakesources to change in the middle of trying to read
them”

e ‘“wakesources and their stats can be created and destroyed while trying to walk the symbolic tree of stats
nodes”

m  sysfs/kernfs lock contention: slow creation / deletion / allocations
e  "dma_buf_stats_setup() is responsible for 39% of single-page buffer creation duration, or 74% of

single-page dma_buf_export() duration when stressing dmabuf allocations and frees.”

RRE
Linux
PLUMBERS TONFERENTE

TOKYO, JAPAN / DEC. 11-13, 2025



Dmabuf allocation + free w/CONFIG_DMABUF_SYSFS_STATS

dma_buf_stats_setup dma_buf_stats_teardown
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Dmabuf allocation w/CONFIG_DMABUF_SYSFS_STATS

Actually allocate
memory

dma_buf_stats_setup
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Dmabuf free w/CONFIG_DMABUF_SYSFS_STATS

Actually free memory

dma_buf_stats_teardown
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RRE
Linux

Switching from sysfs to BPF

Define our own UAPI
o We can change it more easily
o text (BPF iterator) or binary (BPF map)

Low or O continuous overhead

o BPF iterators can be cheaper than BPF programs attached to tracepoints

Need BPF CO-RE (Compile Once - Run Everywhere])
o Available in 2601

For dmabuf: https:/lore.kernel.org/all/20250522230429.941193-1-tjmercier@google.com/
o  Disable CONFIG_DMABUF_SYSFS_STATS (beginning android17-6.18)
For wakeup sources: https:/lore.kernel.org/all/20251204025003.3162056-1-wusamuel@google.com/
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https://docs.ebpf.io/concepts/core/
https://lore.kernel.org/all/20250522230429.941193-1-tjmercier@google.com/
https://lore.kernel.org/all/20251204025003.3162056-1-wusamuel@google.com/

BPF oopsies

e  Lack of kernel support = boot time regression

o Full symbol search

e  BPF iterator: multiple reads() for “large” output
o Ingeneral: requires unlocking = state can change
o Currently limited to PAGE_SIZE << 3 bytes
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https://web.git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/kernel/bpf/btf.c?h=v6.18#n547
https://web.git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/kernel/bpf/bpf_iter.c?h=v6.18#n105

Future BPF work

° Putall of dmabuf dumpin BPF?
o Sould be possible using existing traditional task-file and task-vma iterators

o Single program with open-coded iterator would require open-coded task-file iterator support which was NAKed

e  Lock Contention
o  Using contention beginfrom519

o Requires symbolizing dynamically allocated locks (e.g. mm->mmap lock

e  Wakeup sources

o Ideally add a CONFIG_ to allow disabling sysfs file generation

e  Detailed metrics on memory reclaim

o Latency (including direct reclaim, by app-state / oom_adj)
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https://lore.kernel.org/all/20250130-hautklinik-quizsendung-d36d8146bc7b@brauner/

Discussion
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