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LPC’24: “Improving kernel design documentation and involving experts”

Why Documenting the code is important

● New developers and security experts can verify if their proposed 
modifications are coherent and consistent with the intended 
behavior (e.g. when modifying the documented symbols).

● Reduction of incorrect or buggy patch proposals by new 
contributors thanks to  faster understanding of the code behavior 
and side effects

● Testers can test the code against the documented intended 
behavior and documented constraints of use, hence without the 
risk of mistaking a bug for a feature. Moreover testing efficiency 
would be improved by more targeted testing around scope of 
impact of change.  

In general the technical debt associated with Linux would be reduced.



LPC’24: “Improving kernel design documentation and involving experts”

Outcome of the discussion

● Participating maintainers agreed that low level requirements are 
important to properly maintain code documentations;

● Participating maintainers asked to have semantic aspects of the 
requirements to be added inline with the source code whereas the 
rest of requirements’ formalism should go into sidecar files;

● The requirements format must be compatible with the existing 
kernel documentation;

● The requirements’ formalism should be supported by automation 
for evaluating requirements against newly submitted code.



The initial requirements’ template

Tag Name Cardinality Argument Mutability Locations Description

SPDX-Req-ID (1,1) Immutable Inline, Sidecar Unique identifier for a 
requirement

SPDX-Req-Text (1,1) Mutable Inline semantic description of code 
expectations

SPDX-Req-End (1,1) N/A Inline End of requirement marker

SPDX-Req-Ref (0,*) Immutable Inline Marker for tagging code 
contributing to a certain 
requirement (e.g. for an inline 
helper function)

SPDX-Req-Note (0,1) Mutable Inline Any additional note needed for 
clarifications

SPDX-Req-HKey (1,1) Mutable Sidecar Hash key used to assess code or 
requirements’ changes

SPDX-Req-Child (0,*) Mutable Sidecar identifier for enumerating lower 
level decomposed requirements

SPDX-Req-Sys (1,1) Mutable Sidecar subsystem identifier ( as in 
running 
scripts/get_maintainer.pl)

https://docs.google.com/document/d/1c7S7YAledHP2EEQ2nh26Ibegij-XPNuUFkrFLtJPlzs/edit?tab=t.0#heading=h.p3fgqjsv0a38


The initial requirement trials

The template was presented at the 2024 
ELISA workshop hosted by NASA.

Positive feedbacks received by Steven 
Rostedt (TRACING subsystem 

maintainer).

The main suggestion was: “before 
refining the syntax and formalism, work 
on the semantic aspects and show the 
value”

https://github.com/elisa-tech/linux/blob/linux_requirements_wip/kernel/trace/trace_events.c


We mainly worked on 
“kernel/trace/trace_events.c” (see [1] and [2] ) 
with different outcomes:

TRACING subsystem’s submissions

[1] https://lore.kernel.org/all/20250814122206.109096-1-gpaoloni@redhat.com/
[2] https://lore.kernel.org/linux-trace-kernel/20250814122141.109076-1-gpaoloni@redhat.com/
[3] https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/

a bug was found (see 
[3])
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A redundant flag (SOFT_MODE) was 
identified and removed, with the code 

reworked and optimised (see [4])

https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/


We mainly worked on 
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We realised that it is easy to mislead a 
feature for a bug (see [5]). So we 

introduced Assumptions of Use (AoUs) 
to document usage constraints

https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/
https://lore.kernel.org/all/20250723144928.341184323@kernel.org/
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feature for a bug (see [5]). So we 

introduced Assumptions of Use (AoUs) 
to document usage constraints

https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/
https://lore.kernel.org/all/20250723144928.341184323@kernel.org/


We proposed initial testable expectations for 
memory_open()
and most of the functions in the mem_fops 
structure (see [6])

/dev/mem submissions

[6] https://lore.kernel.org/all/20250821170419.70668-1-gpaoloni@redhat.com/

But we missed the 
guidelines and tests

https://lore.kernel.org/all/20250821170419.70668-1-gpaoloni@redhat.com/


We submitted a new patchset with 
documentations, testable expectations and 
associated tests (see [7])

/dev/mem submissions

[6] https://lore.kernel.org/all/20250821170419.70668-1-gpaoloni@redhat.com/
[7] https://lore.kernel.org/all/20250910170000.6475-1-gpaoloni@redhat.com/

However it seems that there is 
no clarity about why we need 

this, which APIs will be specified, 
who is will do the work

https://lore.kernel.org/all/20250821170419.70668-1-gpaoloni@redhat.com/
https://lore.kernel.org/all/20250910170000.6475-1-gpaoloni@redhat.com/


Open Discussion

Why are we doing this?

How many APIs (and ‘how’ in 
general)? 

Who will do the work?



Open Discussion

Why are we doing this?

How many APIs (and ‘how’ in 
general)? 

Who will do the work?

As per LPC2024 recap:

● New developers and security experts can verify if their proposed 
modifications are coherent and consistent with the intended behavior 
(e.g. when modifying the documented symbols).

● They would also understand the code behaviour and constraints for 
proper usage without going through the complexity of code internals 
(e.g. when writing code invoking the documented symbols).

● Testers can test the code against the documented intended behavior 
and documented constraints of use, hence without the risk of 
mistaking a bug for a feature.

In general the technical debt associated with Linux would be reduced.



Open Discussion

Why are we doing this?

How many APIs (and ‘how’ in 
general)? 

Who will do the work?

● The proposed guideline is an extension of the current 
kernel-doc guide that is fully compatible with the kernel-doc 
header format.

● The idea is to have a template for a more detailed specification 
of the code that can be used, if and when needed in association 
with corresponding tests. We are not mandating a different 
way to document the code, just an optional improvement 
fully compatible with the current format

● While it is difficult to estimate a number of APIs, our idea was to 
get some contributions upstream first. We expected maintainers 
to positively accept code that is specified more accurately with 
testing traced to such specifications as it should improve the 
quality of the code and help it become more bug resistant, and 
so reduce the maintainers' burden (as well as make it easier for 
new maintainers to adopt the code. Are there specific concerns?

● The introduction of the requirements’ formalism and automation 
would be the next steps after this intermediate semantic 
improvement



Open Discussion

Why are we doing this?

How many APIs (and ‘how’ in 
general)? 

Who will do the work?

● Short Answer: the developers with vested interests in having the 
code documented and tested.

● Long Answer: as it happens today, kernel-doc headers 
documenting the code and associated tests are welcome by 
maintainers. A more accurate documentation and associated 
testing should reduce the maintainers’ burden (i.e. it should be 
easier to spot buggy submissions)

Any concerns that we missed?



Possible Solution

Step 1 - 
Remove the documentation 
guideline

Possibly maintainers do not 
want to stick to a formalism to 
document the expected 
behaviour of the code and 
constraints of use



Possible Solution

Step 2 - 
Define the minimal syntax 
constraints to allow 
traceability between test 
cases and code specifications

Make a small addition to 
kernel-doc.rst to define the 
syntax required to trace test 
cases to testable behaviour and 
to enumerate the constraints of 
use associated to be met by the 
caller



Possible Solution

Step 3 - Document the code 
according to the maintainer’s 
guidance of the patched 
driver/subsystem

Maybe a more verbose and 
formal style fits the view of a 
certain maintainer whereas a 
different one prefers a less 
formal and more concise style.

However the less verbose 
specifications come with 
information loss for writing 
test cases



Any other ideas?




