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Improving Build Time SBoMs
As SBoMs become more and more important for regulatory compliance and supply chain security, there
is a noticeable shift to include more build time information in them 1, 2. In addition to the supply chain
security goals, there is also an increasing desire to use build time information to help fine down the flood of
vulnerability information by discarding vulnerabilities that do not match compiled source code, or even build
time configured features 3.

As these goals become more prevalent, solutions to provide accurate a holistic information about the build
time software supply chain will become increasingly relevant. While there are a few current methods of
doing this 4, and a number of more recent attempts at supplying this information 5, 6, they currently tend to
be highly specific to given build system or toolchain, or lacking in appropriate context. As such, there is an
opportunity to collaborate on solutions at the build system level.

The goal of this discussion is to briefly review the current solutions for providing built time SBoM information,
and then discuss possible options for improving the information that can available in ways that can benefit
multiple ecosystems.
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-2_v2_1_0.pdf
https://events.linuxfoundation.org/open-source-summit-europe/program/schedule/?ajs_aid=46349e2a-9bd3-4eef-98cc-1ccef7bd00fc
https://lists.openembedded.org/g/openembedded-core/message/222245
https://git.openembedded.org/openembedded-core/tree/meta/lib/oe/spdx30_tasks.py#n219
https://github.com/sony/esstra
https://sbomit.dev/

