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5❶
Is it possible to have a 
proper loopback subnet 
for IPv6?



 ~ # ip -4 address show dev lo
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
    inet 127.0.0.1/8 scope host lo
       valid_lft forever preferred_lft forever
 
~ # ip -4 route show table local
local 127.0.0.0/8 dev lo proto kernel scope host src 127.0.0.1
local 127.0.0.1 dev lo proto kernel scope host src 127.0.0.1
broadcast 127.255.255.255 dev lo proto kernel scope link src 127.0.0.1

 ~ # ipcalc-ng --addresses 127.0.0.0/8
ADDRESSES=16777214

2^24 node-local addresses



 ~ # ip -6 address show dev lo
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
    inet6 ::1/128 scope host
       valid_lft forever preferred_lft forever

 
 ~ # ip -6 route show table local
local ::1 dev lo proto kernel metric 0 pref medium

one node-local address

… but not Linux net stack fault
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AF_UNIX🫶

but…
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recursive DNS

authoritative DNS

127.1.1.1:53

127.2.2.2:53

010
101
010

BPF sk_lookup
dst 1.1.1.1:53

dst 192.0.2.1:53

query example.com
type A, class IN

query example.com
type A, class IN



10https://datatracker.ietf.org/doc/html/draft-smith-v6ops-larger-ipv6-loopback-prefix-04

https://datatracker.ietf.org/doc/html/draft-smith-v6ops-larger-ipv6-loopback-prefix-04


11https://datatracker.ietf.org/doc/html/draft-smith-v6ops-larger-ipv6-loopback-prefix-04

EXPIRED

https://datatracker.ietf.org/doc/html/draft-smith-v6ops-larger-ipv6-loopback-prefix-04


12https://en.wikipedia.org/wiki/Unique_local_address

https://en.wikipedia.org/wiki/Unique_local_address


13https://en.wikipedia.org/wiki/Unique_local_address

https://en.wikipedia.org/wiki/Unique_local_address
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fdXX:XXXX:XXXX::/48
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fdXX:XXXX:XXXX::/48

fd00:1009:bacc::/48



16

fdXX:XXXX:XXXX::/48

fd00:1009:bacc::/48

F - D - double - O - LOOPBACK
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fdXX:XXXX:XXXX::/48

fd00:1009:bacc::/48

We want it to be: 
1. locally assigned

2. node-local 

F - D - double - O - LOOPBACK



 ~ # ip address add fd00:1009:bacc::1/48 dev lo
 ~ # ip -6 address show dev lo
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
    inet6 fd00:1009:bacc::1/48 scope global
       valid_lft forever preferred_lft forever
    inet6 ::1/128 scope host
       valid_lft forever preferred_lft forever
 ~ #

default scope is wrong…
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🤩… but it can be set



 ~ # ip address add fd00:1009:bacc::1/48 scope host dev lo
 ~ # ip -6 address show dev lo
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
    inet6 fd00:1009:bacc::1/48 scope global
       valid_lft forever preferred_lft forever
    inet6 ::1/128 scope host
       valid_lft forever preferred_lft forever
 ~ #

:”-(



RT_SCOPE_HOST = 
254
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inet6_rtm_newaddr()         handles RTM_NEWADDR (20) request
  inet6_addr_add()          sets cfg->scope = ipv6_addr_scope(cfg->pfx)
    ipv6_addr_scope()
      __ipv6_addr_type()    determines address scope
    ipv6_add_addr()         sets ifa->scope = cfg->scope

passed scope is ignored ¯\_( ツ)_/¯
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__ipv6_addr_type() follows RFC 6724

https://datatracker.ietf.org/doc/html/rfc6724#section-3.4

https://datatracker.ietf.org/doc/html/rfc6724#section-3.4
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1. we can’t set address scope, AND
2. we want an address for local communication only

Workaround?

If we want a strict setup like the default
net.ipv4.conf.all.route_localnet = 0

nft add rule ip6 filter input ip6 saddr fd00:1009:bacc::/48 iifname != "lo" drop
nft add rule ip6 filter output ip6 daddr fd00:1009:bacc::/48 oifname != "lo" drop



25

☑ one local address
☐ whole local subnet



26

We have AnyIP



 ~ # ip -6 route add local fd00:1009:bacc::/48 dev lo src fd00:1009:bacc::1

 ~ # ip -6 route show table local
local ::1 dev lo proto kernel metric 0 pref medium
local fd00:1009:bacc::1 dev lo proto kernel metric 0 pref medium
local fd00:1009:bacc::/48 dev lo src fd00:1009:bacc::1 metric 1024 pref medium
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1. routing treat all addresses from the 
subnet as local, on ingress and 
egress

2. ipv6 stack responds to ND requests 
on all of these addresses

🤩



~ # strace -e bind nc -6l fd00:1009:bacc::1 1111
bind(3, {sa_family=AF_INET6, sin6_port=htons(1111), sin6_flowinfo=htonl(0), 
inet_pton(AF_INET6, "fd00:1009:bacc::1", &sin6_addr), sin6_scope_id=0}, 28) = 0
^Cstrace: Process 2208695 detached
~ #

~ # strace -e bind nc -6l fd00:1009:bacc::dead 1111
bind(3, {sa_family=AF_INET6, sin6_port=htons(1111), sin6_flowinfo=htonl(0), 
inet_pton(AF_INET6, "fd00:1009:bacc::dead", &sin6_addr), sin6_scope_id=0}, 28) = -1 
EADDRNOTAVAIL (Cannot assign requested address)
nc: Cannot assign requested address
+++ exited with 1 +++
~ #

Except you can’t bind() to them…

:”-(
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~ # perf ftrace -C3 -G inet6_bind --graph-opts=noirqs | cat
# tracer: function_graph
#
# CPU  DURATION                  FUNCTION CALLS
# |     |   |                     |   |   |   |
  3)               |  inet6_bind() {
  3)               |    __inet6_bind() {
  3)   0.244 us    |      __ipv6_addr_type(); /* = 0xe0001 */
  3)               |      ipv6_chk_addr() {
  3)               |        __ipv6_chk_addr_and_flags() {
  3)   1.106 us    |        } /* __ipv6_chk_addr_and_flags = 0x0 */
  3)   1.607 us    |      } /* ipv6_chk_addr = 0x0 */ 👎
  3)   7.635 us    |    } /* __inet6_bind = -99 */
  3) + 19.603 us   |  } /* inet6_bind = -99 */
~ #
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~ # perf ftrace -C3 -G inet6_bind --graph-opts=noirqs | cat
# tracer: function_graph
#
# CPU  DURATION                  FUNCTION CALLS
# |     |   |                     |   |   |   |
  3)               |  inet6_bind() {
  3)               |    __inet6_bind() {
  3)   0.244 us    |      __ipv6_addr_type(); /* = 0xe0001 */
  3)               |      ipv6_chk_addr() {
  3)               |        __ipv6_chk_addr_and_flags() {
  3)   1.106 us    |        } /* __ipv6_chk_addr_and_flags = 0x0 */
  3)   1.607 us    |      } /* ipv6_chk_addr = 0x0 */ 👎
  3)   7.635 us    |    } /* __inet6_bind = -99 */
  3) + 19.603 us   |  } /* inet6_bind = -99 */
~ #

if (!(addr_type & IPV6_ADDR_MULTICAST)) {
    if (!ipv6_can_nonlocal_bind(net, inet) &&
        !ipv6_chk_addr(net, &addr->sin6_addr,
               dev, 0)) {
        err = -EADDRNOTAVAIL;
        goto out_unlock;
    }
}

__inet6_bind()
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~ # perf ftrace -C3 -G inet6_bind --graph-opts=noirqs | cat
# tracer: function_graph
#
# CPU  DURATION                  FUNCTION CALLS
# |     |   |                     |   |   |   |
  3)               |  inet6_bind() {
  3)               |    __inet6_bind() {
  3)   0.244 us    |      __ipv6_addr_type(); /* = 0xe0001 */
  3)               |      ipv6_chk_addr() {
  3)               |        __ipv6_chk_addr_and_flags() {
  3)   1.106 us    |        } /* __ipv6_chk_addr_and_flags = 0x0 */
  3)   1.607 us    |      } /* ipv6_chk_addr = 0x0 */ 👎
  3)   7.635 us    |    } /* __inet6_bind = -99 */
  3) + 19.603 us   |  } /* inet6_bind = -99 */
~ #

if (!(addr_type & IPV6_ADDR_MULTICAST)) {
    if (!ipv6_can_nonlocal_bind(net, inet) &&
        !ipv6_chk_addr(net, &addr->sin6_addr,
               dev, 0)) {
        err = -EADDRNOTAVAIL;
        goto out_unlock;
    }
}

__inet6_bind()

static inline bool ipv6_can_nonlocal_bind(struct net *net,
                      struct inet_sock *inet)
{
    return net->ipv6.sysctl.ip_nonlocal_bind ||
        test_bit(INET_FLAGS_FREEBIND, &inet->inet_flags) ||
        test_bit(INET_FLAGS_TRANSPARENT, &inet->inet_flags);
}

ipv6_can_nonlocal_bind()
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💡IDEA

- Enable setting IPV6_FREEBIND with bpf_setsockopt()

- Call it from BPF_CGROUP_INET[46]_BIND hook
  when addr matches

Allows for a finer policy than ip_non_local_bind sysctl
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3 4

5
❷
How TS.Recent TCP 
timestamp resolution 
can lead to port 
exhaustion?



37

#!/bin/env python3
# this_works.py

from socket import *
from time import sleep

ln = socket(AF_INET, SOCK_STREAM)
ln.setsockopt(SOL_SOCKET, SO_REUSEADDR, 1)
ln.bind(('127.1.1.1', 1111))
ln.listen(SOMAXCONN)

for _ in range(1000):
    s = socket(AF_INET, SOCK_STREAM)
    s.setsockopt(SOL_SOCKET, SO_REUSEADDR, 1)
    s.bind(('127.2.2.2', 2222))
    s.connect_ex(('127.1.1.1', 1111))
    s.close()

    sleep(0.010) # wait 10 msec



~ # strace -c -e connect ./this_works.py
% time     seconds  usecs/call     calls    errors syscall
------ ----------- ----------- --------- --------- ----------------
100.00    0.044373          44      1000           connect
------ ----------- ----------- --------- --------- ----------------
100.00    0.044373          44      1000           total
~ #

This works 
👍



#!/bin/env python3
# this_doesnt.py

from socket import *
from time import sleep

IP_LOCAL_PORT_RANGE = 51

# listener setup as last time…

for _ in range(1000):
    s = socket(AF_INET, SOCK_STREAM)
    s.setsockopt(SOL_IP, IP_BIND_ADDRESS_NO_PORT, 1)
    s.setsockopt(SOL_IP, IP_LOCAL_PORT_RANGE, 44_444 << 16 | 44_444)
    s.bind(("127.2.2.2", 0))
    s.connect_ex(("127.1.1.1", 1111))  # ignore errors
    s.close()

    sleep(0.010)  # wait 10 msec 39

use single-port ephemeral range



# strace -c -e connect ./this_doesnt.py
% time     seconds  usecs/call     calls    errors syscall
------ ----------- ----------- --------- --------- ----------------
100.00    0.008996           8      1000       988 connect
------ ----------- ----------- --------- --------- ----------------
100.00    0.008996           8      1000       988 total
#

This 
doesn’t 👎



# strace -tt -z -e connect ./this_doesnt.py
22:01:34.839231 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:34.911347 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:35.913553 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:36.916284 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:37.908789 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:38.909912 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:39.909908 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:40.915194 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:41.911430 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:42.910067 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:43.912075 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:44.908675 connect(4, {sa_family=AF_INET, sin_port=htons(1111), sin_addr=inet_addr("127.1.1.1")}, 16) = 0
22:01:45.507782 +++ exited with 0 +++
#

We succeed once every second



42Stevens, W. Richard; Fall, Kevin R.; Wright, Gary R. 1994. TCP/IP illustrated Volume 1 The Protocols

https://books.google.com/books?id=7e9SAAAAMAAJ


# sysctl net.ipv4.tcp_fin_timeout
net.ipv4.tcp_fin_timeout = 60 👈 2MSL timeout in seconds



44https://datatracker.ietf.org/doc/html/rfc7323

https://datatracker.ietf.org/doc/html/rfc7323


45https://datatracker.ietf.org/doc/html/rfc7323#appendix-B.2

https://datatracker.ietf.org/doc/html/rfc7323#appendix-B.2


46https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=b8439924316d5bcb266d165b93d632a4b4b859af

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=b8439924316d5bcb266d165b93d632a4b4b859af


tcp_tw_reuse - INTEGER
        Enable reuse of TIME-WAIT sockets for new connections when it is
        safe from protocol viewpoint.

        - 0 - disable
        - 1 - global enable
        - 2 - enable for loopback traffic only

        It should not be changed without advice/request of technical
        experts.

        Default: 2

47



48https://elixir.bootlin.com/linux/v6.10/source/net/ipv4/tcp_ipv4.c#L144

 tcp_twsk_unique()

1 Hz clock

https://elixir.bootlin.com/linux/v6.10/source/net/ipv4/tcp_ipv4.c#L144
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dig +short +tcp @8.8.8.8 example.com A

From SYN to last ACK - few milliseconds
TIME-WAIT reuse after - (up to) a 
second



50
https://lore.kernel.org/all/20240819-jakub-krn-909-poc-msec-tw-tstamp-v1-1-6567b5006fbe@cloudflare.com/

https://lore.kernel.org/all/20240819-jakub-krn-909-poc-msec-tw-tstamp-v1-1-6567b5006fbe@cloudflare.com/


Initial feedback

* don’t use jiffies for timestamps (where possible)
* account for RTT in reuse threshold
* watch out for integer roundoff
* make it configurable

 🙏 Eric Dumazet
patch series TBC

51



52



53

4

5
❸
UDP segmentation 
offload does wonders 
for throughput, but can 
you always use it?
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UDP/IP

NGINX

KERNEL

USER

ROUTINGETH0

SOCKET

setsockopt(…, UDP_SEGMENT, 1350)
sendmsg(<9000 bytes>)

msg payload
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UDP/IP

NGINX

KERNEL

USER

ROUTINGETH0

SOCKET

setsockopt(…, UDP_SEGMENT, 1350)
sendmsg(<9000 bytes>)

msg payload

-EIO
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UDP/IP

NGINX

KERNEL

USER

ROUTINGETH0

SOCKET

setsockopt(…, UDP_SEGMENT, 1350)
sendmsg(<9000 bytes>)

msg payload

-EIO

TUN
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hardware USO & CSUM

tx-udp-segmentation tx-checksum-ip*
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software USO
hardware 

CSUM

tx-udp-segmentation tx-checksum-ip*
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EIO error

tx-udp-segmentation tx-checksum-ip*
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skb_segment()

https://elixir.bootlin.com/linux/v6.10/source/net/core/skbuff.c#L4791

https://elixir.bootlin.com/linux/v6.10/source/net/core/skbuff.c#L4791
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EIO error
software USO & CSUM

tx-udp-segmentation tx-checksum-ip*



64https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=10154dbded6d6a2fecaebdfda206609de0f121a9

available in 
v6.11

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=10154dbded6d6a2fecaebdfda206609de0f121a9
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“there is always a but in this imperfect world!”

― Anne Brontë, The Tenant of Wildfell Hall

https://www.goodreads.com/work/quotes/1389477
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WTF is this?

tx-udp-segmentation tx-checksum-ip*
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WTF is this?

tx-udp-segmentation tx-checksum-ip*

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=2b2bc3bab158b7e036508742b16cd8a3c2f59a12

fixup!

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=2b2bc3bab158b7e036508742b16cd8a3c2f59a12
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HW CSUM
disabled
when

IPv6 Ext 
Hdrs

present

tx-udp-segmentation tx-checksum-ip*
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HW CSUM
disabled
when

IPv6 Ext 
Hdrs

present

tx-udp-segmentation tx-checksum-ip*

fixup!
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🙏 Willem de Bruijn
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5
❹
Why sourcing return 
traffic when using
BPF socket lookup
is tricky for UDP?
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recursive DNS

authoritative DNS

127.1.1.1:53

127.2.2.2:53

010
101
010

BPF sk_lookup
dst 1.1.1.1:53

dst 192.0.2.1:53

query example.com
type A, class IN

query example.com
type A, class IN
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src 192.0.2.1:34567
dst   1.1.1.1:53
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src 192.0.2.1:34567
dst   1.1.1.1:53

routing

is dst IP 
local?
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src 192.0.2.1:34567
dst   1.1.1.1:53

routing socket
lookup

is dst IP 
local?

do BPF 
redirect?



77

src 192.0.2.1:34567
dst   1.1.1.1:53

routing socket
lookup

UDP socket @
127.0.0.1:53

is dst IP 
local?

do BPF 
redirect?

1.1.1.1:53 → 127.0.0.1:53
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src 192.0.2.1:34567
dst   1.1.1.1:53

routing socket
lookup

UDP socket @
127.0.0.1:53

is dst IP 
local?

do BPF 
redirect?

src 192.0.2.1:34567

IP_ORIGDSTADDR cmsg
dst 1.1.1.1:53

application recvmsg()

1.1.1.1:53 → 127.0.0.1:53
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UDP socket @
127.0.0.1:53

dst 192.0.2.1:34567

IP_PKTINFO cmsg
src 1.1.1.1

application sendmsg()
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src   1.1.1.1:53
dst 192.0.2.1:34567

routing

UDP socket @
127.0.0.1:53

is src IP 
local?

dst 192.0.2.1:34567

IP_PKTINFO cmsg
src 1.1.1.1

application sendmsg()
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src 192.0.2.1:34567
dst   1.1.1.1:53

routing socket
lookup

UDP socket @
127.0.0.1:5533

is dst IP 
local?

do BPF 
redirect?

src 192.0.2.1:34567

IP_ORIGDSTADDR cmsg
dst 1.1.1.1:53

application recvmsg()

1.1.1.1:53 → 127.0.0.1:5533
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dst 192.0.2.1:34567

application sendmsg() UDP socket @
127.0.0.1:5533

IP_PKTINFO cmsg
src 1.1.1.1

src   1.1.1.1:5533
dst 192.0.2.1:34567

routing

is src IP 
local?wrong source!
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dst 192.0.2.1:34567

some new cmsg type?
src 1.1.1.1:53

application sendmsg() UDP socket @
127.0.0.1:5533

counterpart of
IP_ORIGDSTADDR



routing

is src IP 
local?

application sendmsg() UDP socket @
127.0.0.1:5533

dst 192.0.2.1:34567
cmsg src 1.1.1.1:53



routing

is src IP 
local?

application sendmsg() UDP socket @
127.0.0.1:5533

reverse 
socket 
lookup 

OK?

socket
lookup

do BPF 
redirect?

1.1.1.1:53 → ??? 86

dst 192.0.2.1:34567
cmsg src 1.1.1.1:53



src   1.1.1.1:53
dst 192.0.2.1:34567

routing

is src IP 
local?

application sendmsg() UDP socket @
127.0.0.1:5533

reverse 
socket 
lookup 

OK?

socket
lookup

do BPF 
redirect?

1.1.1.1:53 → 127.0.0.1:5533 87

dst 192.0.2.1:34567
cmsg src 1.1.1.1:53

matches
sending
socket



88https://elixir.bootlin.com/linux/v6.10/source/include/uapi/linux/bpf.h#L7365

missing during reverse socket lookup
do we just fill it with egress ifindex?
what if we have asymmetric routing?

Caveats?

https://elixir.bootlin.com/linux/v6.10/source/include/uapi/linux/bpf.h#L7365


89

[RFC PATCH 0/3] Allow sk_lookup UDP return traffic to egress.
https://lore.kernel.org/r/20240913-reverse-sk-lookup-v1-0-e721ea003d4c@cloudflare.com

📨 RFC posted to netdev

🙏 Tiago Lam

https://lore.kernel.org/r/20240913-reverse-sk-lookup-v1-0-e721ea003d4c@cloudflare.com
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❺
How early demux can 
get in the way of 
forwarding traffic?
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KERNEL

USER

ROUTINGTUN ETH0

APP #1

FILE

injects packets with
src 192.0.2.42:X

addr 192.0.2.42
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TCP/IP

APP #2

KERNEL

USER

ROUTINGTUN

SOCKET

ETH0

APP #1

FILE

injects packets with
src 192.0.2.42:X

sends packets from
src 192.0.2.42:Y

addr 192.0.2.42



Goals:

1. guarantee that we won’t have a local port clash

src port X != src port Y

2. app #2 delegates local port search to the kernel

setsockopt(IP_BIND_ADDRESS_NO_PORT)
bind(192.0.2.42, 0)
connect(…)

94
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TCP/IP

APP #2

KERNEL

USER

ROUTINGTUN

SOCKET

ETH0

APP #1

FILE

injects packets with
src 192.0.2.42:X

sends packets from
src 192.0.2.42:Y

addr 192.0.2.42

reserve
local port
somehow



How to reserve a local TCP port without sending anything?

96

IP_BIND_ADDRESS_NO_PORT = 24
TCP_FASTOPEN_CONNECT = 30
TCP_FASTOPEN_NO_COOKIE = 34

s = socket(AF_INET, SOCK_STREAM)
s.setsockopt(SOL_IP, IP_BIND_ADDRESS_NO_PORT, 1)
s.setsockopt(SOL_TCP, TCP_FASTOPEN_CONNECT, 1)
s.setsockopt(SOL_TCP, TCP_FASTOPEN_NO_COOKIE, 1)

s.bind(('192.0.2.42', 0))
s.connect(('1.1.1.1', 53))

3WHS delayed until first send()



~ # ss -tanp dst 1.1.1.1
State    Recv-Q Send-Q      Local Address:Port  Peer Address:Port Process
SYN-SENT 0      [REDACTED]     192.0.2.42:54378      1.1.1.1:53   users:(("python3",pid=894397,fd=3))
~ #
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TCP/IP

APP #2

KERNEL

USER

ROUTINGTUN

SOCKET

ETH0

APP #1

FILE

❷ injects packets 
with

src 192.0.2.42:X

sends packets from
src 192.0.2.42:Y

addr 192.0.2.42

SOCKET

❶ reserves local 
port

src 192.0.2.42:X
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TCP/IP

APP #2

KERNEL

USER

ROUTINGTUN

SOCKET

ETH0

APP #1

FILE

addr 192.0.2.42

SOCKET

bound to local port
src 192.0.2.42:X

❷ drop on forward

❶ RX packet to
dst 192.0.2.42:X
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Early
DEMUX

skb->sk = TCP socket
         (port holder)

ETH0FORWARD

if skb->sk is set:
drop skb

What is happening?

NOTE: Setup also requires an ip rule to override local delivery
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Early
DEMUX ETH0FORWARD

Workaround #1 - Hide flows from early demux

DNATTUN
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Early
DEMUX ETH0FORWARD

Workaround #2 - Disable early demux

TUN

sysctl -w net.ipv4.tcp_early_demux=0



Workaround #2 - Disable early demux

104+0.5% CPU time penalty
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💡IDEA

Add setsockopt(SOL_IP, IP_EARLY_DEMUX, 0)

Allow for a finer control than ip_early_demux sysctl

🙏 Matt Oswalt
🙏 Chris Branch
🙏 Yan Zhai
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