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Preliminaries
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Preliminaries

e Thanks!
e How should we sell safety to the 0SS community?
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e Safety is a diverse form of scrutiny.
e Safety drives thoughtful design.
e Safety drives testing.
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Recap: 0ld vs. New
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Bugs

Everything is a bug...

A . bug is a violation of expectations.
A security bug is a violation of expected privilege.
A safety bug is a violation of expected margin of safety.

Photo # NH 96566-KN (Color) First Computer “Bug”, 1947
vz

Context is everything... therefore design ¥
must be clearly specified and testable. s |Gk SRl L e b |
1o osd he -ne | EFSITRL) cefor) V-ww"l;a;i:j

63y PrO. > 2. 13o0ya6yis
Can ok 21306765

R 0r = 033 pdd suerd sl deok
T PRSI

q 3 ey
o0 Started  Gine ’I_:Agg} (Sine <hest)
o I Rdder “Tecth

1Say Relon*70 Pune| F

\munm“ elay - et
o o] bug buing founl
i

Source: Naval Surface Warfare Center, Dahlgren, Virginia
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Cinder Blocks

A safe system is not necessarily secure.

A secure system is not necessarily safe.

GREETINGS PROFESSOR FRALKEN

HELLO

A STRANGE GAME.
THE ONLY WINNING MOVE IS

NOT TO PLAY.

HON ABOUT A NICE GAME OF CHESS?
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Safety engineering concerns itself with what
shall happen. (Provable)

Security engineering concerns itself with what
shall not happen. (Unprovable)
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(Testable) Design Expression
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Implementation
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*

Feature Types

System Criticality

*Feature Type != Feature Quantity
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Hardware Separation?

Gold standard? Very debatable...
Aerospace is *VERY* low volume.
Power and cooling is *VERY* limited.
Must be reliable and easy to fix.
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Ideas?

e Time and space partitioning?
e Interconnectivity?
e Other ideas?
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