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Topics

● KernelCI data flow
● Identifying and managing test errors
● Data analysis and automatic error detection
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KernelCI: Web Dashboard
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KernelCI: Grafana Dashboard
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KernelCI: Email report
● Custom reports
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KernelCI: UI – Issues and Incidents
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KernelCI: Incidents On Grafana

Unclassified
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Problems
● Noise detection by Maestro can be misleading

● Post-processing noise detection is hard

● Understand when to send notifications

● Understand which data to show
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Questions

● Are there smarter ways to filter noise?
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Data analysis and 
automation
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Rationale
Leverage the tests and builds result data collected 
in KCIDB to extract information / patterns from it to 
inform and direct automatic processes.
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Rationale
Leverage the tests and builds result data collected 
in KCIDB to extract information / patterns from it to 
inform and direct automatic processes.

In other words:

Use the data we have to automate the 
processing of new data.
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Initial use case
Characterize known error information to do 
automatic matching in new results.

● classify errors
● provide new possibilities for queries
● find patterns
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How?
Find a way to automatically "profile" an error.
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How?
Find a way to automatically "profile" an error.

Now we have a way to compare and match 
errors 👍

logspec: https://gitlab.collabora.com/rcn/logspec
An extensible log parser (proof of concept)

https://gitlab.collabora.com/rcn/logspec
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How?
Where does it get the error information from?

Build and test logs.
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How?
Where does it get the error information from?

Build and test logs.

Not ideal. Logs are generally:
● Unstructured
● Ad-hoc
● Noisy

But let’s see how far we can get with just that.
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How does it work?
1) Parse a plain text log (context-sensitive parsing).
2) Found an error? Turn it into structured data.
3) Generate a unique “signature” for that structured 

data.
4) Submit that as an issue in KCIDB.
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How does it work?
1) Parse a plain text log (context-sensitive parsing).
2) Found an error? Turn it into structured data.
3) Generate a unique “signature” for that structured 

data.
4) Submit that as an issue in KCIDB.

We can now use the structured data to parameterize 
queries (search for issues with specific details) and the 
signature to match new results with known issues 
automatically in a performant way.
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Example 1

[    4.393792] ------------[ cut here ]------------
[    4.398412] UBSAN: shift-out-of-bounds in ./include/linux/log2.h:57:13
[    4.404940] shift exponent 32 is too large for 32-bit type 'long unsigned int'
[    4.412164] CPU: 2 UID: 0 PID: 1 Comm: swapper/0 Not tainted 6.11.0-rc4-next-20240823 #1
[    4.413158] Hardware name: Google Shuboz/Shuboz, BIOS 
Google_Shuboz.13434.780.2022_10_13_1418 09/12/2022
[    4.413158] Call Trace:
[    4.413158]  dump_stack_lvl+0x94/0xa4
[    4.413158]  dump_stack+0x12/0x18
...
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Example 1
{
  "logspec": {
    "error": {
      "hardware": "Google Shuboz/Shuboz, BIOS Google_Shuboz.13434.780.2022_10_13_1418 
09/12/2022",
      "location": "./include/linux/log2.h:57:13",
      "error_type": "linux.kernel.ubsan",
      "log_excerpt": [...],
      "error_summary": "shift-out-of-bounds: shift exponent 32 is too large for 32-bit type 
'long unsigned int'"
    },
    "parser": "generic_linux_boot",
    "version": "1.0.0"
  }
}

Signature: ae160f6f27192c3527b2e88faba35d85d27c285f
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Example 1
Associated test runs:
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Example 2
[...]
drivers/iommu/arm/arm-smmu-v3/arm-smmu-v3.c: In function ‘arm_smmu_probe_device’:
drivers/iommu/arm/arm-smmu-v3/arm-smmu-v3.c:3301:17: error: implicit declaration of function 
‘pci_prepare_ats’; did you mean ‘pci_enable_ats’? [-Werror=implicit-function-declaration]
 3301 |                 pci_prepare_ats(to_pci_dev(dev), stu);
      |                 ^~~~~~~~~~~~~~~
      |                 pci_enable_ats
[...]
cc1: all warnings being treated as errors
make[6]: *** [scripts/Makefile.build:244: drivers/iommu/arm/arm-smmu-v3/arm-smmu-v3.o] Error 
1
make[5]: *** [scripts/Makefile.build:490: drivers/iommu/arm/arm-smmu-v3] Error 2
make[4]: *** [scripts/Makefile.build:490: drivers/iommu/arm] Error 2
make[3]: *** [scripts/Makefile.build:490: drivers/iommu] Error 2
make[2]: *** [scripts/Makefile.build:490: drivers] Error 2
make[2]: *** Waiting for unfinished jobs....
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Example 2
{
  "logspec": {
    "error": {
      "script": "scripts/Makefile.build:244",
      "target": "drivers/iommu/arm/arm-smmu-v3/arm-smmu-v3.o",
      "location": "3301:17",
      "src_file": "drivers/iommu/arm/arm-smmu-v3/arm-smmu-v3.c",
      "error_type": "kbuild.compiler.error",
      "log_excerpt": [...],
      "error_summary": "implicit declaration of function ‘pci_prepare_ats’; did you mean 
‘pci_enable_ats’? [-Werror=implicit-function-declaration]"
    },
    "parser": "kbuild",
    "version": "1.0.0"
  }
}

Signature: 82a57e441e2a200819aa41d0608e95bcdd31394d
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Example 3
[   13.283706] ------------[ cut here ]------------
[   13.289547] mmc1: sdhci: ============ SDHCI REGISTER DUMP ===========
[   13.294285] WARNING: CPU: 3 PID: 143 at drivers/soc/qcom/rpmh.c:386 
rpmh_write_batch+0x1f0/0x2c8
[   13.300891] mmc1: sdhci: Sys addr:  0x00000000 | Version:  0x00007202
[   13.309898] Modules linked in:
[   13.316503] mmc1: sdhci: Blk size:  0x00000000 | Blk cnt:  0x00000000
[   13.316504]
[   13.316511] CPU: 3 UID: 0 PID: 143 Comm: sugov:0 Not tainted 6.11.0-rc4-next-20240823 #1
[   13.319644] mmc1: sdhci: Argument:  0x80000c08 | Trn mode: 0x00000000
[   13.326249] Hardware name: Google Lazor Limozeen without Touchscreen (rev5 - rev8) (DT)
[...]
[   13.561679] x5 : 00000000510f8050 x4 : 0000000000f0000f x3 : 0000000000000000
[   13.569008] x2 : 0000000000000000 x1 : 0000000000000000 x0 : 0000000000000000
[   13.576339] Call trace:
[   13.578858]  rpmh_write_batch+0x1f0/0x2c8
[...]
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Example 3
{
  "logspec": {
    "error": {
      "hardware": "Google Lazor Limozeen without Touchscreen (rev5 - rev8) (DT)",
      "location": "drivers/soc/qcom/rpmh.c:386 rpmh_write_batch+0x1f0/0x2c8",
      "call_trace": [
        "rpmh_write_batch+0x1f0/0x2c8",
        "qcom_icc_bcm_voter_commit+0x328/0x4cc",
        [...]
      ],
      "error_type": "linux.kernel.warning",
      "log_excerpt": [...],
      "error_summary": "WARNING at drivers/soc/qcom/rpmh.c:386 rpmh_write_batch+0x1f0/0x2c8"
    },
    "parser": "generic_linux_boot",
    "version": "1.0.0"
  }
}

Signature: cebf91e4fb0073627bd82b96173eda9f817e3197
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Using this data in queries
Get all issues caused by a kernel warning on amdgpu_irq.c:
SELECT          id
FROM            issues
WHERE           misc->'logspec'->'error'->>'error_type' = 'linux.kernel.warning'
                AND misc->'logspec'->'error'->>'location' LIKE '%amdgpu_irq.c%';

Get all the test results where that happened:
SELECT          tests.id
FROM            tests
                        JOIN incidents ON incidents.test_id = tests.id
                        JOIN issues ON incidents.issue_id = issues.id
WHERE           issues.misc->'logspec'->'error'->>'error_type' = 'linux.kernel.warning'
                AND issues.misc->'logspec'->'error'->>'location' LIKE '%amdgpu_irq.c%';
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Open questions

● Are there other tools you would like to see KernelCI integrated 
to? Patchwork? B4? Which one do you prefer?

● How to integrate the extracted knowledge into the workflow
● Anything else? Ideas are welcome
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Thank you!
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