
More Bang for Your Bug 

1

Your Bug 

Slid
es

 A
t

ht
tp

://
miti

gatio
n.g

ames



2

syscall(sys_geteuid)



Tomorrow: Birds of a Feather
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https://lpc.events/event/18/contributions/1979/


Why Triage CVEs in 2024
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Why Triage CVEs in 2024

"Just Rebase!"

● Kernel Qualification Time
● Kernel Rollout Time
● Service-Level Agreements
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https://lpc.events/event/18/contributions/1979/


What are vulns anyway?
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The patch
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

NFTs
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211


The patch
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

NFTs
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211


The original code
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=d0e2c7de92c7

NFTs
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Rule

Rule

Chain

Rule: R2

Immediate expr

Rule
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Rule

Rule

Chain

Rule: R2

Immediate expr

Rule
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Rule

Rule

Chain

Rule: R2

Immediate expr

Rule
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The patch
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

NFTs
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The patch
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

NFTs
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Why was this 
change necessary?
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No discussion on lkml
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kernelCTF - How To Submit an Exploit

Steal Flag 26



kernelCTF - How To Submit an Exploit

Steal Flag Fix Bug Upstream (for 0day) 27



kernelCTF - How To Submit an Exploit

Wait 30 Days 28



kernelCTF - How To Submit an Exploit

Wait 30 Days Submit Exploit & Writeup 29



kernelCTF - How To Submit an Exploit

Collect Bounty 30



Send
Exploits! 31

https://google.github.io/security-research/kernelctf/rules.html


NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Rule: R2

Immediate expr

Chain
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Chain

Rule: R3

Flag: NLM_F_REPLACE 

Rule: R2

Immediate expr
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Chain

Rule: R3

Flag: NLM_F_REPLACE 

Rule: R2

Immediate expr

chain->use--
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Chain

Rule: R3

Flag: NLM_F_REPLACE 

Rule: R2

Immediate expr
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NFTs

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Chain

Rule: R3

Flag: NLM_F_REPLACE 

Rule: R2

Immediate expr

chain->use--
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NFTs

Chain: Base Chain

chain->use = -1
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NFTs

Chain: Base

Rule: R4

Immediate expr

Chain

chain->use = 0
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NFTs

Chain: Base

Rule: R4

Immediate expr

Chain

chain->use = 0
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NFTs

Chain: Base

Rule: R4

Immediate expr

Chain

Rule can still use Chain after it was kfree()'d

40



NFTs

Chain: Base

Rule: R4

Immediate expr

Chain

Rule can still use Chain after it was kfree()'d
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Can this 
"use-after-free" be 
used for privilege 
escalation?
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10,000 feet view of a typical exploit

43
this trace syz-rrr

https://github.com/FlorentRevest/syz-rrr
https://ui.perfetto.dev/#!/viewer?local_cache_key


10,000 feet view of a typical exploit

44
Artem Metla Florent Revest



1. New NS (to reach 
attack surface)
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1. New NS (to reach 
attack surface)

2. Trigger Free
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1. New NS (to reach 
attack surface)

2. Trigger Free
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1. New NS (to reach 
attack surface)

2. Trigger Free
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1. New NS (to reach 
attack surface)

2. Trigger Free

kmalloc-256 kmalloc-192

item_baz_1

item_baz_2

kmalloc-128

item_bar_1

item_foo_2

item_foo_1

kmalloc-64

item_qux_1

item_bar_2

item_qux_2

kmalloc-cg-256 kmalloc-cg-192

item_baz_3

item_baz_4

kmalloc-cg-128

item_bar_3item_foo_3

kmalloc-cg-64

item_qux_3
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1. New NS (to reach 
attack surface)

2. Trigger Free

kmalloc-cg-16

some_obj other_obj foo_object objectify_me objobjobjobj chain_name obj_foo_bar
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1. New NS (to reach 
attack surface)

2. Trigger Free

kmalloc-cg-16

some_obj other_obj foo_object objectify_me objobjobjobj chain_name obj_foo_bar

free
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1. New NS (to reach 
attack surface)

2. Trigger Free

kmalloc-cg-16

some_obj other_obj foo_object objectify_me objobjobjobj obj_foo_bar

free
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object
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1. New NS (to reach 
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1. New NS (to reach 
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

kmalloc-cg-16

some_obj other_obj foo_object objectify_me objobjobjobj obj_foo_bar
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

kmalloc-cg-16

some_obj other_obj foo_object objectify_me objobjobjobj obj_foo_barnft_expr

nft_expr nft_expr nft_expr nft_expr nft_expr nft_expr nft_expr
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

kmalloc-cg-16

some_obj other_obj foo_object objectify_me objobjobjobj obj_foo_barnft_expr

nft_expr nft_expr nft_expr nft_expr nft_expr nft_expr nft_expr
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read
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1. New NS (to reach 
attack surface)

2. Trigger Free
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1. New NS (to reach 
attack surface)

2. Trigger Free
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

5. Spray object
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

5. Spray object 6. Spray 
object
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

6. Spray 
object

7. Trigger UaF 
Read
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5. Spray object



1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

5. Spray object

7. Trigger UaF 
Read

8. Spray 
object
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

5. Spray object 6. Spray 
object

7. Trigger UaF 
Read

8. Spray 
object

9. Trigger UaF 
RIP control
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1. New NS (to reach 
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2. Trigger Free 4. Trigger UaF 
Read

7. Trigger UaF 
Read

1. New NS (to reach 
attack surface)

3. Spray object 5. Spray object 6. Spray 
object

8. Spray 
object

9. Trigger UaF 
RIP control
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

5. Spray object 6. Spray 
object

7. Trigger UaF 
Read
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1. New NS (to reach 
attack surface)

2. Trigger Free

3. Spray object

4. Trigger UaF 
Read

5. Spray object 6. Spray 
object

7. Trigger UaF 
Read

8. Spray 
object

9. Trigger UaF 
RIP control

kmalloc-cg-64

79



What if you can't 
spray on the correct 
slab?

kmalloc-256

kmalloc-cg-64

dedicated-creds
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kmalloc-256 kmalloc-192

item_baz_1

item_baz_2

kmalloc-64

item_qux_1
item_qux_2

item_foo_1

item_foo_2

kmalloc-cg-256 kmalloc-cg-192

item_baz_3

item_baz_4

kmalloc-128

item_bar_1

kmalloc-cg-128

item_bar_3

item_bar_2

item_foo_3

kmalloc-cg-64

item_qux_3
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kmalloc-256 kmalloc-192 kmalloc-64

kmalloc-cg-256 kmalloc-cg-192

kmalloc-128

kmalloc-cg-128 kmalloc-cg-64
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slab-foo

item-foo-1

item-foo-2

0xff...55000
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slab-foo

item-foo-1

item-foo-2

slab-foo

item-foo-1   kfree()!

item-foo-2   kfree()!

0xff...55000 0xff...55000
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slab-foo

item-foo-1

item-foo-2

slab-foo

item-foo-1   kfree()!

item-foo-2   kfree()!

0xff...55000 0xff...55000 0xff...55000
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slab-foo

item-foo-1

item-foo-2

slab-foo

item-foo-1   kfree()!

item-foo-2   kfree()!

slab-bar

item-bar-1

0xff...55000 0xff...55000 0xff...55000 0xff...55000
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Read online at
http://kernel.exploit.recipes
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https://google.github.io/kctf/kctf-exploits.html
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Subsystem Bug Type Grooming Technique

kCTF Exploits - ca. 2022
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https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README

1. Mitigates against cross-cache attacks
○ Virtual addresses for slabs are never reused
○ So you are forced to have objects on the same slab

Virtual Address Physical Address

0xFFFFFF0123456000 0x0000031234567890000
reserve slab1

96

Jann Horn

https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README


https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README

1. Mitigates against cross-cache attacks
○ Virtual addresses for slabs are never reused
○ So you are forced to have objects on the same slab

Virtual Address Physical Address

0xFFFFFF0123456000 0x0000031234567890000
reserve slab1

Virtual Address Physical Address

0xFFFFFF0123456000 FAULT PAGE
free slab1
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https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README


https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README

1. Mitigates against cross-cache attacks
○ Virtual addresses for slabs are never reused
○ So you are forced to have objects on the same slab

Virtual Address Physical Address

0xFFFFFF0123456000 0x0000031234567890000
reserve slab1

Virtual Address Physical Address

0xFFFFFF0123456000 FAULT PAGE
free slab1

Virtual Address Physical Address

0xFFFFFF789ABCD000 0x0000031234567890000
reserve slab2
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Jann Horn

https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README


Subsystem Bug Type Grooming Technique

kCTF Exploits - ca. 2022
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https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README

2. Mitigates against variable size data structures

○ Structs with variable size go on their own slab that isn't shared with provably-fixed-size objects
○ Makes spraying a lot harder, but...

pipe_buffer

msg_msg

poll_list

xattr

...

char[]

...

socket

creds

xfrm_policy

...

...

tls_context

net

kmalloc-*-dyn kmalloc-*
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Jann Horn

https://github.com/thejh/linux/blob/slub-virtual/MITIGATION_README


How useful is this 
mitigation?
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Mitigation Instance
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kCTF CVEs - Mitigation Instance - ca. 2023
SLAB_VIRTUAL + KMALLOC_SPLIT_VARSIZE 

Subsystem Bug Type SLAB_VIRTUAL Bypass103



kCTF CVEs - Mitigation Instance - ca. 2023
SLAB_VIRTUAL + KMALLOC_SPLIT_VARSIZE 

Subsystem Bug Type SLAB_VIRTUAL Bypass104



kCTF CVEs - Mitigation Instance - ca. 2023
SLAB_VIRTUAL + KMALLOC_SPLIT_VARSIZE 

Subsystem Bug Type SLAB_VIRTUAL Bypass105



RANDOM_KMALLOC_CACHES
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RANDOM_KMALLOC_CACHES

107



RANDOM_KMALLOC_CACHES New Mitigation Instance
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Subsystem Bug Type RANDOM KC BypassSV Bypass

kCTF CVEs - Mitigation Instance - ca. 2024
… + RANDOM_KMALLOC_CACHES 
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Subsystem Bug Type RANDOM KC BypassSV Bypass

kCTF CVEs - Mitigation Instance - ca. 2024
… + RANDOM_KMALLOC_CACHES 

size > 
KMALLOC_MAX_CACHE_SIZE
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Subsystem Bug Type RANDOM KC BypassSV Bypass

kCTF CVEs - Mitigation Instance - ca. 2024
… + RANDOM_KMALLOC_CACHES
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liona24:CVE-2024-27397
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liona24:CVE-2024-27397
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liona24:CVE-2024-27397

kv

kv

k

k

114



liona24:CVE-2024-27397

kv

kv

k

k

115
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liona24:CVE-2024-27397

kv

kv

k

k

stable _RET_IP_
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Mitigation Value
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Mitigation Value
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Mitigation Value
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SubsystemBug Type Capability

More 🧨 for Your Mitigation 

121



Option 1: Remove Classes of Vulnerabilities

In "Using Rust in the binder 
driver" at LPC23

"It prevents mistakes with
ref counting, locking, bounds 
checking, and also does a lot to 
reduce the complexity of error 
handling."

Alice Ryhl
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Option 1: Remove Classes of Vulnerabilities
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Option 2: Removal Attack Surface

In "io_uring: add a sysctl to 
disable io_uring system-wide" 
on LKML

"Prevents all processes from creating 
new io_uring instances. Enabling this 
shrinks the kernel's attack surface."

Matteo Rizzo
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Option 2: Removal Attack Surface
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Option 2: Removal Attack Surface
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Option 3: Restrict Access to Attack Surface

In "Re: [GIT PULL] LSM 
patches for v6.1" on LKML

"I personally think [letting users create 
user namespaces] was a mistake. 
We're stuck with it, but we most 
definitely need knobs to manage it 
that isn't just [...] the kernel config."

Linus Torvalds
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Option 3: Restrict Access to Attack Surface
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Option 3: Restrict Access to Attack Surface

In "A capability set for user 
namespaces" on LWN

"In a world where the kernel was 
bug-free, user namespaces would
not be a problem; in the world we 
actually inhabit, they continue to
worry security-oriented developers."

Jonathan Corbet
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Option 3: Restrict Access to Attack Surface
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Option 3: Restrict Access to Attack Surface
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Option 3: Restrict Access to Attack Surface
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Option 3: Restrict Access to Attack Surface
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Mitigation Costs
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Mitigation Cost - Runtime
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Mitigation Cost - Runtime
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Mitigation Cost - Runtime
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Mitigation Cost - Development

idea code benchmarks lkml review
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Mitigation Cost - Development
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Time

idea code

benchmarks

lkml review
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Mitigation Cost - Maintenance
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Mitigation Cost - Maintenance

144



Mitigation Cost - Maintenance
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Send
Mitigations!

https://bughunters.google.com/open-source-security/security-grants

https://bughunters.google.com/open-source-security/patch-rewards146



Summary?

● Lots of kernel vulns
○ Tons of CVEs
○ Hard to keep up-to-date
○ Open-sourced LPE exploit for every kernel version in kCTF/kernelCTF

● Making exploitation harder is expensive
○ Mitigations are not perfect
○ Mitigations are expensive

● We are trying to help find the right balance
○ We need your help

■ Write Exploits
■ Write Mitigations
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The END
sorry about the           slides148


