


geteuid)

syscall(sys

Y40 1o
m<..300%$ﬁ~u.

IR




Tomorrow: Birds of a Feather

Linux CVEs Open Discussion

Sep 20, 2024,12:45PM Bouet
® 45m ot
@ "Room 1.85 - 1.86" (Austria Center)
Speaker

2 Damiano Melotti (Google)

Sponsored - 10of 1 0:12 ®

4 P Pl € o002/015


https://lpc.events/event/18/contributions/1979/

Why Triage CVEs in 2024

B Manual Triage Not Compiled In [l Rejected

° °
Jan. - Aug. 2023 oooo:-

Feb. 2024 - Now

Sponsored - 10f 1 0:12 ®

4 P Pl o o02/015



https://lpc.events/event/18/contributions/1979/

Why Triage CVEs in 2024

"Just Rebase!”

e Kernel Qualification Time
e Kernel Rollout Time
e Service-Level Agreements

10f1:0:12 ©

4 P Pl o o02/015


https://lpc.events/event/18/contributions/1979/

What are vulns anyway?




























The patch

netfilter: nf_tables: disallow rule addition to bound chain via NFTA_RULE_CHAIN_ID

Bail out with EOPNOTSUPP when adding rule to bound chain via
NFTA_RULE_CHAIN_ID. The following warning splat is shown when
adding a rule to a deleted bound chain:

WARNING: CPU: 2 PID: 13692 at net/netfilter/nf_tables_api.c:2013 nf_tables_chain_destroy+0x1f7/0x210 [nf_tables]
CPU: 2 PID: 13692 Comm: chain-bound-rul Not tainted 6.1.39 #1
RIP: 0010:nf_tables_chain_destroy+0x1f7/0x210 [nf_tables]

Fixes: d0e2c7de92c7 ("netf11ter nf_tables: add NFT_CHAIN_BINDING")

Signed-off- by Florian Westphal <fw@strlen de>



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

The patch

netfilter: nf_tables: disallow rule addition to bound chain via NFTA_RULE_CHAIN_ID

Bail out with EOPNOTSUPP when adding rule to bound chain via
NFTA_RULE_CHAIN_ID. The following warning splat is shown when
adding a rule to a deleted bound chain:

WARNING: CPU: 2 PID: 13692 at net/netfilter/nf_tables_api.c:2013 nf_tables_chain_destroy+0x1f7/0x210 [nf_tables]
CPU: 2 PID: 13692 Comm: chain-bound-rul Not tainted 6.1.39 #1
RIP: 0010:nf_tables_chain_destroy+0x1f7/0x210 [nf_tables]

Fixes: d0e2c7de92c7 ("netfilter: nf_tables: add NFT_CHAIN_BINDING'")
<kevinrichl337@gmail.com>

Signed-off- by Pablo Neira Ayuso <pablo@netfilter.org>

Signed-off-by: Florian Westphal <fw@strlen.de>



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

The original code

netfilter: nf_tables: add NFT_CHAIN_BINDING

This new chain flag specifies that:

* the kernel dynamically allocates the chain name, if no chain name
is specified.

x If the immediate expression that refers to this chain is removed,
then this bound chain (and its content) is destroyed.




Chain: Base




Chain: Base

x If the immediate expression that refers to this chain is removed,
then this bound chain (and its content) is destroyed.




Chain: Base




The patch

netfilter: nf_tables: disallow rule addition to bound chain via NFTA_RULE_CHAIN_ID

Bail out with EOPNOTSUPP when adding rule to bound chain via
NFTA_RULE_CHAIN_ID. The following warning splat is shown when
adding a rule to a deleted bound chain:

WARNING: CPU: 2 PID: 13692 at net/netfilter/nf_tables_api.c:2013 nf_tables_chain_destroy+0x1f7/0x210 [nf_tables]
CPU: 2 PID: 13692 Comm: chain-bound-rul Not tainted 6.1.39 #1
RIP: 0010:nf_tables_chain_destroy+0x1f7/0x210 [nf_tables]



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

The patch

Diffstat if (nla[NFTA_RULE_CHAIN]) {
|-rw-r--r-- net/neffilter/nf_tables_api.c 5 Bl chain = nTt_chain_lookup(net, table, nla[NFTA_RULE_CHAIN],
genmask) ;

1 files changed, 3 insertions, 2 deletions if (IS_ERR(chain)) {
NL_SET_BAD_ATTR (extack, nla[NFTA_RULE_CHAIN]);

diff --git a/net/netfilter/nf_tables_api.c b/net/netfilter/ return PTR_ERR(chain) ;

index b9a4d3fd1d3487..d3c6ecd1f5a680 100644

T
if (nft_chain_is_bound(chain))

--- a/net/netfilter/nf_tables_api.c return —EOPNOTSUPP;
+++ b/net/netfilter/nf_tables_api.c

_ i } else if (nla[NFTA_RULE_CHAIN_ID]) {
@@ -3811,8 +3811,6 @@ static 1int|nf_tables_newrule[struct s GliElE - ENEEREARSURKIRNGY I (net, n'La[NFTA_RUL1CHAIN_ID]);

NL_SET_BAD_ATTR(extack, nla[NFTA_RU if (ISERR(chain)) {

return PTR_ERR(chain); NL_SET_BAD_ATTR(extack, nla[NFTA_RULE_C
} return PTR_ERR(chain);
if (nft_chain_is_bound(chain)) Y else {}

return -EOPNOTSUPP; return —EINVAL;

}
} else if (nla[NFTA_RULE_CHAIN_ID]) { if (nla[NFTA_RULE_HANDLE]) {

chain = nft.:_cl"\a1n_'Lookup_by'ld(net, table, n handle = be64_to_cpu(nla_get_be64 (nla[NFTA_RULE_HANDLE]));
@@ -3825,6 +3823,9 @@ static 1int nf_tables_newrule(struct s rule = __nft_rule_lookup(chain, handle);
return -EINVAL; if (IS_ERR(rule)) {
} NL_SET_BAD_ATTR(extack, nla[NFTA_RULE_HANDLE]);
return PTR_ERR(rule);
}

IN_ID]);

if (nft_chain_is_bound(chain))
return —-EOPNOTSUPP: af (nlh—>n1msg_f1ags & NLH_F_EXCL) {
E NL_SET_BAD_ATTR(extack, nla[NFTA_RULE_HANDLE]);

return -EEXIST;
if (nla[NFTA_RULE_HANDLE]) {

}
handle = be64_to_cpu(nla_get_be64(nla[NFTA_H if (nlh->nlmsg_flags & NLM_F_REPLACE)
rule = __nft_rule_lookup(chain, handle); old_rule = rule;

- else
return —EOPNOTSUPP;
} else {



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ebc1064e4874d5987722a2ddbc18f94aa53b211

Why was this
change necessary?
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No discussion on lkml

Linux 6.5-rc4 N 47

- by Linus Torvalds @ 2023-07-30 20:38 UTC [3%] ' y -
Yo

[GIT PULL] Networking for 6.5-rc4 "

- by Paolo Abeni @ 2023-07-27 13:12 UTC [5%]

Re: [PATCH net 1/3] netfilter: nft_set_rbtree: fix overlap expiration walk
- by patchwork-bot+netdevbpf @ 2023-07-27 5:20 UTC [7%]

[PATCH net 3/3] netfilter: nf_tables: disallow rule addition to bound chain via NFTA_RULE_CHAIN_ID
- by Florian Westphal @ 2023-07-26 15:23 UTC [25%]

[PATCH net 0/3] netfilter fixes for net
- by Florian Westphal @ 2023-07-26 15:23 UTC [10%]

[PATCH nf] netfilter: nf_tables: disallow rule addition to bound chain via NFTA_RULE_CHAIN_ID
- by Pablo Neira Ayuso @ 2023-07-23 14:41 UTC [26%]
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kernelCTF - How To Submit an Exploit

Steal Flag
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kernelCTF - How To Submit an Exploit

Wait 30 Days
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kernelCTF - How To Submit an Exploit
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kernelCTF - How To Submit an Exploit
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https://google.github.io/security-research/kernelctf/rules.html

Chain: Base Chain: Bound to R1

Flag: NFT_CHAIN_BINDING

Rule: R1

Immediate expr

Immediate expr




Chain: Base

Rule: R3

Flag: NLM_F_REPLACE

#define NLM_F_REPLACE 0x100

Replace existing matching config object with

this request.




Chain: Base

Rule: R3

Flag: NLM_F_REPLACE

#define NLM_F_REPLACE 0x100

Replace existing matching config object with
this request.

chain->use--




Chain: Base

Rule: R3

Flag: NLM_F_REPLACE

Chain

netfilter: nf_tables: add NFT_CHAIN_BINDING

This new chain flag specifies that:

* the kernel dynamically allocates the chain name, if no chain name
is specified.

* If the immediate expression that refers to this chain is removed,
then this bound chain (and its content) is destroyed.




Chain: Base

Rule: R3

Flag: NLM_F_REPLACE

Chain

netfilter: nf_tables: add NFT_CHAIN_BINDING

This new chain flag specifies that:

* the kernel dynamically allocates the chain name, if no chain name
is specified.

* If the immediate expression that refers to this chain is removed,
then this bound chain (and its content) is destroyed.

chain->use--




Chain: Base

chain->use = -1




Chain: Base

Rule: R4

Immediate expr

chain->use =0

T




Chain: Base

Rule: R4

Immediate expr




Chain: Base

Rule: R4

Immediate expr

Rule can still use Chain after it was kfree()'d




Chain: Base

Rule: R4

Immediate expr

Rule can still use Chain after it was kfree()'d




Can this |
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used for privilege
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10,000 feet view of a typical exploit
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https://github.com/FlorentRevest/syz-rrr
https://ui.perfetto.dev/#!/viewer?local_cache_key
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process_one_work
nf_tables_trans_destroy_work
synchronize_rcu
__wait_rcu_gp
wait_for_completion

__schedule
__switch_to_asm




net / netfilter / nf_tables_api.c

1. New NS (fo reach
attack surface)

void nf_tables_chain_destroy(struct nft_ctx *ctx)

struct nft_chain *chain = ctx->chain;
| ] ] ] struct nft_hook *hook, *next;

if (WARN_ON(chain->use > 0))

l '; return; E—
S m— Ae— ———— l ] v - v -
] re— - R - . — 00000
j— e /* no concurrent access possible anymore */
— : nf_tables_chain_free_chain_rules(chain);
. = = = = =
AR L]

06:00:00
if (nft_is_base_chain(chain)) { 88508000

struct nft_base_chain *basechain = nft_base_chain(chain);

Thread 143 it

if (nft_base_chain_netdev(ctx->family, basechain->ops.hooknum)) { B
list_for_each_entry_safe(hook, next, i

&basechain->hook_list, list) {
list_del_rcu(&hook->1list);
kfree_rcu(hook, rcu);

}

module_put (basechain->type->owner) ;

if (rcu_access_pointer(basechain->stats)) {
static_branch_dec(&nft_counters_enabled) ;
free_percpu(rcu_dereference_raw(basechain->stats) ) ;

kfree(chain->name) ;
kfree(chain->udata) ;
kfree(basechain) ;

ree(chain->name) ;

} else

kfree(chain);

nf_

synchronize_rcu
__Wwait_rcu_gp

v repro 143

Vv kworker/u209

Thread 53 kilteess:

2. Trigger Free




1. New NS (fo reach
attack surface)
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1. New NS (fo reach
attack surface)




1. New NS (fo reach
attack surface)
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1. New NS (fo reach
attack surface)
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1. New NS (fo reach
attack surface)
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mmap64 | B
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1.  New NS (to reach 3. Spray object
attack surface)
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for(int i = 0 ; 1 < SET_SPRAY; i++)

spray_set_counter_expr(i);

Thread 143 Frsinifese

do_syscall_64
__x64_sys_sendto
__sys_sendto

sock_sendmsg
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1.  New NS (to reach 3. Spray object
attack surface)

Teeoom Tooon0 130035 Tonoom Toesom Toonm Tsacom
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for(int i = 0 ; 1 < SET_SPRAY; i++)

spray_set_counter_expr(i);
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v

-~ =

Thread 143 sinthvesd i

000000 06:00:00
036000000 038000000

3041 static struct nft_expr *nft_expr_init(const struct nft_ctx *ctx,
spray_set_ _exp _expr_ 2

3042 const struct nlattr *nla)
C molsockrytaumy

(VY 3044 struct nft_expr_info expr_info;

_ X64_s 3045 struct nft_expr *expr;
3046 struct module *owner;
N 3047 int err;
sock f 3048
49 err = nf_tables_expr_parse(ctx, nla, &expr_info);
netlink JEfolYd if (err < 0)
netlinkeltEa! goto err_expr_parse;
f 3 52
| 1 LS 053 err = -EOPNOTSUPP;
' OEULL 3054 if (!(expr_info.ops->type->flags & NFT_EXPR_STATEFUL))
||[“ I I]M 3055 goto err_expr_stateful;
v repro143 3056
it 3057 err = -ENOMEM;

nft_set_elem_exp expr = kzalloc(expr_info.ops->size, GFP_KERNEL_ACCOUNT) ;
e G | e e 3059 if (expr == NULL)
Thread 53 makitiess
nft_expr_init o0 goto err_expr_stateful;
_kmalloc | 3061

8 3062 err = nf_tables_newexpr(ctx, &expr_info, expr);
2. Trigger Free 3063 if (err < 0)
B 3064 goto err_expr_new;

3065
3066 return _expr;




1.  New NS (to reach 3. Spray object
attack surface)
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1.  New NS (to reach 3. Spray object
attack surface)
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1. New NS (to reach 3. Spray object
attack surface)

Toio0 " | struct nftnl_rule *rule_get = nftnl_rule_alloc();

nftnl_rule_set_str(rule_get, NFTNL_RULE_TABLE, tablel_name);

X =
Thread 143 Faiivesd

nlh = nftnl_rule_nlmsg_build_hdr (buf, NFT_MSG_GETRULE, family, NLM_F_DUMP | NLM_F_ACK,
nftnl_rule_nlmsg_build_payload(nlh, rule_get);
nftnl_rule_free(rule_get);

seq++);

if kmnl#socketfsendtolnl, mnl_nlmsg_batch_head(batch), mnl_nlmsg_batch_size(batch)) < 0) {

err(1, "mn\gsocket_send");
}

do_syscall_64

|| \ | ln {\\ __x64_sys_sendto I
l ’ " __sys_sendto '
‘H\ T ‘ HH i ‘ sock_sendmsg ‘ ’

il H il il i netlink_sendmsg “ “ ‘ I
|
\

i | “netlink_unicast

| nfnetlink_rcv

‘ ’ ‘ nfnetlink_rcv_msg
o : nf_tables_getrule

v repro 143

Keri209 -
¥ lolel2 netlink_dump

imp_rules
Thread 53 skiiiiess 5 s _ np_rules
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nft_expr_dump
2. Trigger Free | Trigger UaF ‘

nft_immediate_dump
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1. New NS (to reach 3. Spray object
attack surface)
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struct nftnl_rule *rule_get = nftnl_rule_alloc();
nftnl_rule_set_str(rule_get, NFTNL_RULE_TABLE, tablel_name);

{

) !

Thread 53 makitiess

2.

| int nft_verdict_dump(struct sk_buff *skb, int type, const struct nft_verdict *v)

struct nlattr *nest;

nest = nla_nest_start_noflag(skb, type);
if (!'nest)
goto nla_put_failure;

if (nla_put_be32(skb, NFTA_VERDICT_CODE, htonl(v->code)))
goto nla_put_failure;

switch (v->code) {
case NFT_JUMP:
case NFT_GOTO:
if (nla_put_string(skb, NFTA_VERDICT_CHAIN,
v->chain->name))
goto nla put failure;

}
nla_nest_end(skb, nest);
return 0;

| nla put failure:

return -1;

Trigger Free 4 gger Ua
Reqad

lmsg_build_hdr (buf, NFT_MSG_GETRULE, family, NLM_F_DUMP | NLM_F_ACK, seq++);
uild_payload(nlh, rule_get);
le_get);

dto(nl, mnl_nlmsg_batch_head(batch), mnl_nlmsg_batch_size(batch)) < 0) {
cket_send");

l’ il
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New NS (to reach 3. Spray object
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{

nla put

Thread 53 makieess

2.

struct nlattr *nest;

nest = nla_nest_start_noflag(skb, type);
if ('nest)
goto nla_put_failure;

if (nla_put_be32(skb, NFTA_VERDICT_CODE, htonl(v->code)))

goto nla put failure;

switch (v->code) {
case NFT_JUMP:
case NFT_GOTO:

if (nla_put_string(skb, NFTA_VERDICT_CHAIN,
v->chain->name))

— |
goto nla put failure; *:
} 1
nla_nest_end(skb, nest); \
return 0;
.
failure:

return -1;

Trigger Free

Read

int nft_verdict_dump(struct sk_buff *skb, int type, const struct nft_verdict *v)

Toooom ' : Tessonn ' \ »

908030

0006:00 b 50600
30000000 032000000 ) 038000000

struct nft_expr {

const struct nft_expr_ops *0pS;

unsigned char datal]
__attribute__((aligned(__align¢ '
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1.  New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray
attack surface) object object

nft_do_chain(gtruct nft_pktinfo *xpkt, void *priv) ‘ z s connect
{

do_syscall_64 N
__X64_sys_connect
hain->blob_gen_1); —_sys_connect
__sys_connect_file
__inet_stream_connect

tcp_connect

¥ =
=

Thread 143 sinifwesd X

do_chain:
if (genbit)
blob = rcu_dereference(
else

blob = rcu_dereference(chain->btep gen_0); // [4]

rule = (struct nft_rule_dp *)blob->data;
last rule = (void *)blob—>data + blob—>51ze,

'” i |
| H‘ H ”\ ""t"' ‘ 1;1"I1'{¥| ”JNWHHN | ip_queue_xmit ‘
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2. Trigger Free 4. Trigger Uak 7.  Trigger UaF . Trigger UaF
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1. New NS (to reach 3. Spray object
attack surface)

Tawi nft_do_chain(gtruct nft_pktinfo xpkt, void *priv)

{

do_chain:
if (genbit)
blob = rcu_dereference(thain->blob_gen_1);
else
blob = rcu_dereference(chain->btel_gen_0);

rule = (struct nft_rule_dp *)blob->data;

last_rule = (void *x)blob->data + blob->size;
next_rule:

regs.verdict.code = NFT_CONTINUE;

for (; rule < last_rule; rule = nft_rule_next(rule)) {
nft_rule_dp_for_each_expr(expr, last, rule) {

if (expr—>ops == &nft_cmp_fast_ops)
nft_cmp_fast_eval(expr, &regs);

2. Trigger

break;

Spray object

‘ else if (expr->ops == &nft_cmpl6_fast_ops)
nft_cmpl6_fast_eval(expr, &regs);

v repro183 else if (expr—>ops == &nft_bitwise_fast_ops)

v lvorkeri209 nft_bitwise_fast_eval(expr, &regs);

else if (expr—>ops != &nft_payload_fast_ops ||

(GE - = Inft_payload_fast_eval(expr, &regs, pkt))

expr_call_ops_eval(expr, &regs, pkt);

if (regs.verdict.code != NFT_CONTINUE)

6. Spray 8. Spray
object object

connect
do_syscall_64 %;.,
__X64_sys_connect
__sys_connect
__sys_connect_file
__inet_stream_connect

Tk

tcp_connect

' } .7 ip_queue_xmit
|

ip_local_out
__ip_local_out
nf_hook_slow
nft_do_chain_ipv4
nft_do_chain
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RIP control



1.  New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray

attack surface) object object
f{lft_do_chain( truct nft_pktinfo xpkt, void *priv) ‘ z s connect
T s do_syscall_64
e — 40 _chaliiz: __X64_sys_connect
if (genbit)
blob = rcu_dereference( in->blob_gen_1); _sys_connect
else ' __sys_connect_file
blob = rcu_dereference(chain->b gen_0); // [4]
__inet_stream_connect
rule = (struct nft_rule_dp *)blob->data; _
last_rule = (void x)blob->data + blob—>size;
e T o B > tcp_connect
expr_call_ops_ eval(expr, &regs, pkt); H' “llml” | ip_queue_xmit
| v ; ”I 1‘ | M i q i qn i [ plocal ot
‘ i | | \| o
i ml H i“
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v kworker/u209

Thread 53 skilieesd achedife
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New NS (to reach 3.
attack surface)

Spray object 5. Spray object

Taww nft_do_chain(gtruct nft_pktinfo *pkt, void *priv)

{

do_chain:
if (genbit)
blob = rcu_dereference(

else

in—>blob_gen_1);

blob = rcu_dereference(chain->b gen_0); // [4]

rule = (struct nft_rule_dp *)blob->data;
last_rule = (void *x)blob->data + blob->size;

et e te s
=
FEETC o=

expr_call_ops_eval(expr, &regs, pkt);

(AT OO TR DI | RS T

static void expr_call_ops_eval(const struct nft_expr xexpr,
i struct nft_regs *regs,

Vv repro 143

v kworker/u2:09

#ifdef CONFIG_RETPOLINE
5434 M— unsigned long e = (unsigned long)expr->ops—>eval;

2.

struct nft_pktinfo xpkt)
{

#define X(e, fun) \

1Tjg§;er do { if ((e) == (unsigned long) (fun)) \
return fun(expr, regs, pkt); } while (@) // [5]
X(e, nft_payload_eval);

X(e, nft_cmp_eval);

X(e, nft_counter_eval);

'r UaF

6. Spray 8.
object

connect
do_syscall_64
__X64_sys_connect
__sys_connect
__sys_connect_file

__inet_stream_connect
tcp_connect
ip_queue_xmit
ip_local_out
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nft_do_chain_ipv4
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New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray
attack surface) object object
mwewn nft_do_chain(gtruct nft_pktinfo *pkt, void *priv) e = connect

{ ==

vV repro 143

v kworker/u209

Thread 53 isltEss =

2.

Trigg

do_syscall_64
__X64_sys_connect

in->blob_gen_1); __sys_connect
__sys_connect_file

do_chain:
if (genbit)
blob = rcu_dereference(

else
blob = rcu_dereference(chain->b gen_0); // [4]
__inet_stream_connect
rule = (struct nft_rule_dp *)blob->data;
last_rule = (void *)blob->data + blob->size; B -
- i tcp_connect

expr;zall_éps_evglz;x;;:n&r;;;:-pZ%}?" o | ﬁ ip_queue_xmit
(RATNRRPNON® 0 /000 PN OMAAA AN ) N ip_local_out

static void expr_call_ops_eval(const struct nft_expr xexpr,
struct nft_regs *regs,
struct nft_pktinfo *pkt) | nf_hook_slow
B el T T ' nft_do_chain_ipv4

5 . nft_do_chain

__ip_local_out

~
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~ca BREA
et A T e SO N

Trigger UaF

} RIP control
] |

expr->ops—>eval(expr, regs, pkt);
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New NS (to reach

3. Spray object 5.

attack surface)

Vv repro 143

v kworker/u209

Thread 53 isltEss =

2.

Trigger

nft_do_chain(struct nft_pktinfo xpkt, void *priv)
{

do_chain:
if (genbit)
blob = rcu_dereference(chain->blob_gen_1);
else
blob = rcu_dereference(chain->blob_gen_0); / [4]
rule = (struct nft_rule_dp *)blob->data;
last_rule = (void *)blob->data + blob->size;

expr_call_ops_eval(expr, &regs, pkt);
I nll
NNREEN 0 00T VOIS 0
static void expr_call_ops_eval(const struct nft_expr xexpr,
struct nft_regs *regs,
struct nft_pktinfo xpkt)

Gnsagonea Ltono

=
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expr—>ops—>eval(expr, regs, pkt);
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" | ip_queue_xmit
ip_local_out

__ip_local_out
nf_hook_slow

nft_do_chain_ipv4
nft_do_chain

|
Lt
|

9.

Spray
object

Tasaesn

*blob_gen_o;

Trigger UaF
RIP conftrol

o



L.

New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray
attack surface) object object
gz nft_do_chain(struct nft_pktinfo xpkt, void xpriv) == = I
{ l—d
et st'rrL?cM;mnft chain { o
do_chain: *blob_gen_0;
if (genbit) e
blob = rcu_dereference(chain—>blob_gen_1); 3
else !
blob = rcu_dereference(chain->blob_gen_0); // [4] B ctruct nft_rule dp {
u64
rule = (struct nft_rule_dp blob—>data; :53&?&; /% for tracing x/

vV repro 143

v kworker/u209

Thread 53 isltEss =

2. Trigger

last_rule = (void *)blob->data + blob->size;

expr_call_ops_eval(expr, &regs, pkt);

(ANATSRTONEN 0000 O 1 1 R

static void expr_call_ops_eval(const struct nft_expr xexpr,
struct nft_regs *regs,
struct nft_pktinfo xpkt)

><
=
=
=
=

Ll cormETo

expr->ops—>eval(expr, regs, pkt);

mEeET POl xrae] e

datall
__alignof__

unsigned char

__attribute__ (struct nft_expr))));

il

((aligned(

ip_local_out
__ip_local_out
nf_hook_slow
nft_do_chain_ipv4
nft_do_chain
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1.  New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray
attack surface) ' '

nft_do_chain(struct nft_pktinfo *pkt, void *priv)
{

do_chain:
if (genbit)
blob = rcu_dereference(chain->blob_gen_1);
else
blob = rcu_dereference(chain->blob_gen_0); // [4]

*h'l.ob _gen_ 0 —

read 143 rsinifvesd

3

struct nft_rule_dp {

u64 is_last:1,
dlen:12,
rule = (struct nft_rule_dp *)blob->data; handle:42; /% for tracing x/
unsigned char datall

last_rule = (void *)blob->data + blob->size;

__attribute__((aligned(__alignof__(struct nft_expr))));

struct nft_expr /

const struct nft_expr_ops *0pS;
unsigned char datal]
__attribute_ ((aligned(__alignof__(u64))));

expr_call_ops_eval(expr,

O 0T | S l ll !IMIIIIIIITIILIIIHIIIII!IIWIIIIIIIIIII!II

static void expr_call_ops_eval(const struct nft_expr xexpr,
il struct nft_regs *regs,
struct nft_pktinfo xpkt)

| ;I}'p

\W.lu‘w" _ip_local_out I
) nf_hook_slow

. ::mo . nft_do_chain_ipv4
H = nft_do_chain
2. Trigger werz=s bal Btk e - 3 9. Trigger UaF

expr->ops—>eval(expr, regs, pkt);

} RIP control
| i’ U




New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray
attack surface) object object
T nft_do_chain(struct nft_pktinfo *pkt, void *priv) T —_— I
{ -
- et st?&??mnft_chain { o
e do_chain: struct nft_rule_blob rcu *blob_gen_0; .
if (genbit) i T e
blob = rcu_dereference(chain->blob_gen_1);
else - _ i
yo_Lulnicuiinc
blob = rcu_dereference(chain->blob_gen_0); // [4] striict FEEITaYdp

rule = (struct nft_rule_dp *)blob->data;
(void *)blob->data + blob->size;

last_rule =

expr_call_ops_eval(expr, &regs, pkt);

0L R R L A

static void expr_call_ops_eval(const struct nft_expr xexpr,
struct nft_regs *regs,

vV repro 143

v kworker/u2:09

Thread 53 isltEss =

2.

struct nft_pktinfo xpkt)

=

expr—>ops—>eval

-

Trlgger regs, pkt);

u64 is_last:1,
dlen:12,
handle:42; /* for tracing */

unsigned char datall

__attribute__((aligned(__alignof__(struct nft_expr))));

struct nft_expr {
const struct nft_expr_ops
unsigned char

*0ps;
datal]

Y

| T

|| struct nft_expr_ops {

void (*eval) (const struct nft_expr *expr,
struct nft_regs *regs,

struct nf info *pkt);
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1.  New NS (to reach 3. Spray object 5. Spray object 6. Spray 8. Spray
attack surface) object object

Toeom Tons = T Tecorw pa— Toowr Towmm

oomeo + | 000000
022000000
e

[ 0000 3 00.0000
026000000 02600000 30000000 032000000 034000000

struct nft_chain {
struct ft rule blob

__rcu *blob _gen_ 0;

¥

= IILl RiA | e ”MW
kmalloc-cg-64

‘\\

struct nft_rule_dp {

u64 is_last:1,
dlen:12,
3 handle:42; /x for tracing */
— struct nft_expr {
Theadsa | const struct nft_expr_ops *0ps;
unsigned char datal]

__attribute__((aligned(__alignof__(u64))))
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KCTF Exploits - ca. 2022

io_uring Faulty Reference Count
Use After Free [GROOM][CROSSCACHE]
t: sched
et S Race Condition
net: packet
cgroup Type Confusion [GROOM][SAMESIZE]
fs
Integer Overflow
net: esp
: Missing Bounds Check [GROOM][BUDDY]
neftfilter

Subsystem Bug Type Grooming Technique



https://qithub.com/thejh/linux/blob/slub-virtual/MITIGA

Jann Horn

1. Mitigates against cross-cache attacks

o  Virtual addresses for slabs are never reused
o  Soyou are forced to have objects on the same slab
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https://qithub.com/thejh/linux/blob/slub-virtual/MITIGATION README

Jann Horn

1. Mitigates against cross-cache attacks

o  Virtual addresses for slabs are never reused
o  Soyou are forced to have objects on the same slab
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https://qithub.com/thejh/linux/blob/slub-virtual/MITIGA

1.

Mitigates against cross-cache attacks

O

(@)

Virtual addresses for slabs are never reused

So you are forced to have objects on the same slab
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Physical Address
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KCTF Exploits - ca. 2022

io_uring Faulty Reference Count
Use After Free [GROOM][CROSSCACHE]
t: sched
et S Race Condition
net: packet
cgroup Type Confusion [GROOM][SAMESIZE]
fs
Integer Overflow
net: esp
: Missing Bounds Check [GROOM][BUDDY]
neftfilter

Subsystem Bug Type Grooming Technique
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Jann Horn E

2. Mitigates against variable size data structures

o  Structs with variable size go on their own slab that isn't shared with provably-fixed-size objects
o Makes spraying a lot harder, but...
pipe_buffer socket
msg_msg creds
poll_list xfrm_policy
xattr
tls_context
1
I A T o 1 e B B
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How useful is this
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KCTF CVEs - Mitigation Instance - ca. 2023
SLAB_VIRTUAL + KMALLOC_SPLIT_VARSIZE

Inetfilter: nf_tables I

[GROOM][SAMESIZE]

fs: smb Use After Free
net: sched
Double Free TBD
A Missing Bounds Check
net: tls Mitigation N/A
. . Faulty Reference Count
UAF Page Spray

Subsystem Bug Type SLAB_VIRTUAL Bypass



KCTF CVEs - Mitigation Instance - ca. 2023
SLAB_VIRTUAL + KMALLOC_SPLIT_VARSIZE

neftfilter: nf_tables

[GROOM][SAMESIZE]

fs: smb Use After Free
net: sched
Double Free TBD
Missing Bounds Check
net: tls Mitigation N/A
: : Faulty Reference Count
lo_uring UAF Page Spray

Subsystem Bug Type SLAB_VIRTUAL Bypass



KCTF CVEs - Mitigation Instance - ca. 2023
SLAB_VIRTUAL + KMALLOC_SPLIT_VARSIZE

neftfilter: nf_tables

| GROOM][SAMESIZE]|

fs: smb Use After Free
net: sched
Double Free TBD
A Missing Bounds Check
net: tls Mitigation N/A
: : Faulty Reference Count
lo_uring UAF Page Spray

Subsystem Bug Type SLAB_VIRTUAL Bypass



RANDOM_KMALLOC_CACHES

static __always_inline __alloc_size(1l) void xkmalloc(size_t size, gfp_t flags)
{
if (__builtin_constant_p(size) && size) {
unsigned int index;

if (size > KMALLOC_MAX_CACHE_SIZE)
return kmalloc_large(size, flags);

index = kmalloc_index(size);
return kmalloc_trace(
kmalloc_caches [kmalloc_type(flags, _RET_IP_)] [index],
flags, size);
}
return __kmalloc(size, flags);

106



RANDOM_KMALLOC_CACHES

static __always_inline enum kmalloc_cache_type kmalloc_type(gfp_t flags, unsigned long caller)
{

/%

x The most common case is KMALLOC_NORMAL, so test for it

* with a single branch for all the relevant flags.

*/

if (likely((flags & KMALLOC_NOT_NORMAL_BITS) == 0))
#ifdef CONFIG_RANDOM_KMALLOC_CACHES
/* RANDOM_KMALLOC_CACHES_NR (=15) copies + the KMALLOC_NORMAL x/
return KMALLOC_RANDOM_START + hash_64(caller © random_kmalloc_seed,
ilog2 (RANDOM_KMALLOC_CACHES_NR + 1));




Achievement unlocked

RAN DOM_KMALLOC_CACH ES New Mitigation Instance

static __always_inline enum kmalloc_cache_type kmalloc_type(gfp_t flags, unsigned long caller)
{

/%

% The most common case is KMALLOC_NORMAL, so test for it

* with a single branch for all the relevant flags.

*/

if (likely((flags & KMALLOC_NOT_NORMAL_BITS) == 0))
#ifdef CONFIG_RANDOM_KMALLOC_CACHES
/* RANDOM_KMALLOC_CACHES_NR (=15) copies + the KMALLOC_NORMAL x/
return KMALLOC_RANDOM_START + hash_64(caller © random_kmalloc_seed,
ilog2 (RANDOM_KMALLOC_CACHES_NR + 1));




KCTF CVEs - Mitigation Instance - ca. 2024
.. + RANDOM_KMALLOC_CACHES

TBD

Use After Free
neftfilter: nf_tables

IKmaIIoc Huge Sizel

[GROOM][SAMESIZE]
Double Free

7 net: sched Mitigation N/A |

Missing Bounds Check
Subsystem Bug Type SV Bypass



KCTF CVEs - Mitigation Instance - cof FiEakasiiad st
.. + RANDOM _KMALLOC_CACHES

KMALLOC MAX CACHE SIZE

TBD

Use After Free
neftfilter: nf_tables

IKmaIIoc Huge Sizel

[GROOM][SAMESIZE]
Double Free

" net: sched Mitigation N/A

Missing Bounds Check
Subsystem Bug Type SV Bypass



KCTF CVEs - Mitigation Instance - ca. 2024
.. + RANDOM_KMALLOC_CACHES

18D TBD

Use After Free

neftfilter: nf_tables
Kmalloc Huge Size

Kmalloc Huge Size

[GROOM][SAMESIZE]
Double Free | Kmalloc Wrapper |

. net: sched Mitigation N/A

Missing Bounds Check Mitigation N/A

Subsystem Bug Type SV Bypass RANDOM KC Bypass



liona24:CVE-2024-27397

static struct nft_rule_blob *nf_tables_chain_alloc_rules(unsigned int size)

{
struct nft_rule_blob *blob;

/* .. snip .. *x/

blob = kvmalloc(size, GFP_KERNEL_ACCOUNT);

/* .. snip .. *x/
return blob;
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liona24:CVE-2024-27397

fEffffff813715f0 <kvmalloc_node>:

< L snip . =

ffffffff8137160e:
ffffffff81371613:
ffffffff81371615:

ffffffff8137161b:
ffffffff8137161e:
ffffffff81371621:
ffffffff81371624:
ffffffff8137162a:
CEERE G o AR

e9
89
81
80
6
of
81
e8

dd cc
fo

ce 00
cc 20
c7 40
45 f0
eb

cl cc

00 00

20 01 00

7f ff ff
00 00

jmp
mov
or
or
test

ffffffff8137e2f@ <__kmalloc_node>
%esi,%eax

$0x12000,%es1i

$0x20,%ah

$0x40,%bh

cmovne %eax,%esi

and
call

$OxFfff7fff,%esi
ffffffff8137e2f0 <__kmalloc_node>
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liona24:CVE-2024-27397

ffffffff813715f0 <kvmalloc_node>:
< L snip . =

ffffffff8137160e:
ffffffff81371613:
ffffffff81371615:

fFffffff8137161b:
fffffff8137161e:
FAFFFFff81371621:
fFFFffff81371624:
ffffffff8137162a:

CEERE G o AR

e9
89
81
80
6
of
81
e8

dd cc
fo

ce 00
cc 20
c7 40
45 f0
eb

cl cc

00 00

20 01 00

7f ff ff
00 00

jmp
mov
or
or
test

ffffffff8137e2f0 <__kmalloc_node>
%esi,%eax

$0x12000,%es1i

$0x20,%ah

$0x40,%bh

cmovne %eax,%esi

and
call

$OxFFff7fff,%esi
ffffffff8137e2f0 <__kmalloc_node>
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liona24:CVE-2024-27397

ffffffff813715f0 <kvmalloc_node>:

< L snip . =

ffffffff8137160e: €9 dd cc 00 00 j ffffffff8137e2f0 <__kmalloc_node>
TITTifTT81371613: 89 fo €S 1,%€adX

ffffffff81371615: 81 ce 00 20 01 00 $0x12000,%esi

ffffffff8137161b: 80 cc 20 $0x20,%ah

ffffffff8137161e: 6 c7 40 test  $0x40,%bh

ffffffff81371621: of 45 fo cmovne %eax,%esi

ffffffff81371624: 81 e6 ff 7f ff ff and  $OxFF7fff,%esi

ffffffff8137162a: e8 cl cc 00 00 call ffffffff8137e2f@ <__kmalloc_node> 115
< .. snip .. >




liona24:CVE-2024-27397

ffffffff813715f0 <kvmalloc_node>:

< L snip . =

fFffffff8137160e:
fFFFffff81371613:
ffffffff81371615:
ffffffff8137161b:
fffffff8137161e:
FEFFFFFf81371621:
fFFFFFff81371624:
ffffffff8137162a:

CEERE G o AR

e9
89
81
80
6
of
81
e8

dd cc
fo

ce 00
cc 20
c7 40
45 f0
eb

cl cc

00 00

20 01 00

7f ff ff
00 00

jmp
mov
or
or
test

ffffffff8137e2f0 <__kmalloc_node>
%esi,%eax

$0x12000,%es1i

$0x20,%ah

$0x40,%bh

cmovne %eax,%esi

call

fffffff8137e2f0 <__kmalloc_node>
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Achievement unlocked

liona24:CVE-2024-27397 stable RET IP_

void *__kmalloc_node_noprof(size_t size, gfp_t flags, int node)

{
}

return __do_kmalloc_node(size, flags, node, _RET_IP_);
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Mitigation Value




Mitigation Value
% Exploited CVEs

B wMitigation Breaking B8 Other

before enabling
Random Caches

after enabling
Random Caches

0.0% 25.0% 50.0% 75.0%



Mitigation Value
$ Unclaimed (21k per CVE)

B Money Unclaimed Projected (same time)

g B e ————

P ——

before enabling

Random Ca $420,000

/
f

,,

aftz( enabling
Random Caches




More ¢ for Your Mitigation

Use After Free

Missing Bounds Check

Double Free

Faulty Reference Count

Bug Type

netfilter: nf_tables

net: sched

net: tls
fs: smb

I io_uring
Subsystem

USER_NS -> CAP_NET_ADMIN

Unprivileged I

USER_NS -> CAP_SYS_ADMIN
Capability



In "Using Rust in the binder
driver” at LPC23

"It prevents mistakes with

, and also does a lot to
of error

handling.”

Alice Ryhl



Option 1: Remove Classes of Vulnerabilities

Commit Message

Alice Ryhl Nov. 1, 2023, 6:01 p.m. UTC

The ultimate goal of this project is to replace the C implementation.

Signed-off-by: Alice Ryhl <aliceryhl@google.com>
drivers/android/Kconfig
drivers/android/binder.c
drivers/android/binder_alloc.c

36 -
6630
1284

|

|
drivers/android/binderfs.c | 827

(-

4 files changed, 8777 deletions(-)




In "lo_uring: add a sysctl to
disable io_uring system-wide"”
on LKML

"Prevents all processes from creating
new io_uring instances.

144
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Option 2: Removal Attack Surface

+ static inline bool io_uring_allowed(void)

+ 1
5 int disabled = READ_ONCE(sysctl_io_uring_disabled);
kgid_t io_uring_group;

if (disabled == 2)
return false;

if (disabled == @ || capable(CAP_SYS_ADMIN))
return true;




Option 2: Removal Attack Surface

SYSCALL_DEFINE2(io_uring_setup, u32, entries,
struct io_uring_params __user *, params)

if (!io_uring_allowed())

return —EPERM;

return io_uring_setup(entries, params);




In "Re: [GIT PULL] LSM
patches for v6.1" on LKML

"I personally think [letting users create
user namespaces] was a mistake.
We're stuck with it, but we most
definitely

Linus Torvalds




Option 3: Restrict Access to Attack Surface

% 5 mmmEE kernel/user_namespace.c [_I,j

@ -9,6 +9,7 @@
#include <linux/highuid.h>
#include <linux/cred.h>
#include <linux/securebits.h>
+ #include <linux/security.h>
#include <linux/keyctl.h>
#include <linux/key-type.h>
#include <keys/user-type.h>

@@ -113,6 +114,10 @@ int create_user_ns(struct cred xnew)
'kgid_has_mapping(parent_ns, group))

goto fail_dec;

ret = security_create_user_ns(new);
if (ret < 0)
goto fail_dec;
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In "A capability set for user
namespaces” on LWN

"In a world where the kernel was
bug-free, user namespaces would
not be a problem; in the world we
actually inhabit,

ws e Al \ N
i b . .
2 =V,
R -
‘ TR
3 .
e )

Jona'rhdn Corbet




Option 3: Restrict Access to Attack Surface

——secbits=$((1 << 8)) —--drop=cap_sys_rawio —— \
—Cc 'unshare -r grep Cap /proc/self/status'

: 0000000000000000

: 000001fffffdffff

: 000001fffffdffff
: 000001 ffffdffff
: 0000000000000000
: 000001fffffdffff
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Option 3: Restrict Access to Attack Surface

static void set_cred_user_ns(struct cred xcred, struct user_namespace kuser_ns)
{

/* Start with the same capabilities as init but useless for doing

% anything as the capabilities are bound to the new user namespace.

*/

cred->securebits = SECUREBITS_DEFAULT;

/* Start with the capabilities defined in the userns set. x/

cred->cap_bset = cred->cap_userns;

cred->cap_permitted = cred->cap_userns;

cred->cap_effective = cred->cap_userns;

cred—>cap_inheritable = CAP_EMPTY_SET;

cred->cap_permitted = CAP_FULL_SET;

cred->cap_effective = CAP_FULL_SET;

cred—>cap_ambient = CAP_EMPTY_SET;

cred->cap_bset = CAP_FULL_SET;

cred->securebits = SECUREBITS_DEFAULT;
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Option 3: Restrict Access to Attack Surface

+++ b/kernel/cred.c

@@ -56,6 +56,9 @@ struct cred init_cred = {
.cap_permitted = CAP_FULL_SET,
.cap_effective = CAP_FULL_SET,

.cap_bset = CAP_FULL_SET,
+#ifdef CONFIG_USER_NS
+ .cap_userns CAP_FULL_SET,
+#endif
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Option 3: Restrict Access to Attack Surface

@@ -46,6 +103,12 @@ static void set_cred_user_ns(struct cred *cred, struct user_namespace *xuser_ns)
/* Limit userns capabilities to our parent's bounding set. x/
if (iscredsecure(cred, SECURE_USERNS_STRICT_CAPS))
cred->cap_userns = cap_intersect(cred->cap_userns, cred->cap_bset);
CONFIG_SYSCTL

/* Mask off userns capabilities that are not permitted by the system-wide mask. */
spin_lock(&cap_userns_lock);

cred->cap_userns = cap_intersect(cred->cap_userns, cap_userns_mask);
spin_unlock(&cap_userns_Llock);

+#endif
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Mitigation Costs




Mitigation Cost - Runtime

> What's the cost?

The only thing that I see is 1-2% on kernel compilations (and "more on
machines with lots of cores")?

>
>
>
>

I used kernel compilation time (wall clock time) as a benchmark while
preparing the series. Lower is better.

Are there any specific benchmarks that you would be interested in seeing or
that are usually used for SLUB?
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Mitigation Cost - Runtime

> What's the cost?

The only thing that I see is 1-2% on kernel compilations (and "more on
machines with lots of cores")?

I used kernel compilation time (wall clock time) as a benchmark while
preparing the series. Lower is better. N

Are there any specific benchmarks that you would be interested in seeing or
that are usually used for SLUB?

136



Sockperf 3.7

Test: Latency Ping Pong

. retbleed=off . retbleed=auto
4 usec, Fewer Is Better

SE +/-0.018, N=5

00.8-L!

SE +/-0.017,N=5

SE +/-0.017,N=5

-]
)
W
©o
=2
o
x

SE +/-0.018, N=5

1. (CXX) g++ options: --param -O3 -rdynamic

3.7611

5.0148

ptsh.

Phoronix.com
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Sockperf 3.7 E
Test: Throughput p SIII
. retbleed=off . retbleed=auto

> Messages Per Second, More Is Better Phoronix.com
I I

SE +/- 5353.46, N =8 630808

S
]
~J
o
[=]
A

SE +/- 4034.57,N=5 425873

SE +/- 3069.30, N=5 668476

X096€ H1

SE +/- 4431.55,N=5 593089

1. (CXX) g++ options: --param -O3 -rdynamic
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nginx 1.21.1 ESI
Concurrent Requests: 500 p II
> Requests Per Second, More Is Better Phoronix.com
| |

retbleed=off
SE +/-160.87, N=3

86620.66

retbleed=auto
SE +/-54.46,N=3

75068.64

1. (CC) gcc options: -lcrypt -1z -O3 -march=native

139



ClickHouse
100M Rows Web Analytics Dataset, First Run / Cold Cache

P> Queries Per Minute, Geo Mean, More Is Better
' |
retbleed=off IR AL Y

SE +/-3.48, N=15

MIN: 30.05 / MAX: 15000

retbleed=auto
SE +/-5.00,N=12

50

1. ClickHouse server version 22.7.1.687 (official build).

ptsh

Phoronix.com
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Mitigation Cost - Development

idea code benchmarks Ikml review
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Work

)
|
|
|
, i
|
|
|
|
|
|
|
|
|
|

Mitigation Cost - Development

benchmarks

Ikml review



Mitigation Cost - Maintenance

P'S
+

3 EEm

kernel/cpu.c 33

@@ -3207,7 +3207,8 @@ enum cpu_mitigations {
h

static enum cpu_mitigations cpu_mitigations _ ro_after_init =
CPU_MITIGATIONS_AUTO;

IS_ENABLED(CONFIG_SPECULATION_MITIGATIONS) ? CPU_MITIGATIONS_AUTO :

CPU_MITIGATIONS_OFF;
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Mitigation Cost - Maintenance

fFffffff813715f0 <kvmalloc_node>:

= ENSHip T >

ffffffff8137160e: €9 dd cc 00 00 jmp ffffffff8137e2f0 <__kmalloc_node>
fEffffff81371613: 89 fo mov %esi,%eax

fFffffff81371615: 81 ce 00 20 01 00 or $0x12000, %es i

ffffffff8137161b: 80 cc 20 or $0x20,%ah

ffffffff8137161e: f6 c7 40 test  $0x40,%bh

ffffffff81371621: of 45 fo cmovne %eax,%esi

ffffffff81371624: 81 e6 ff 7f ff ff and  $OxFF7fff,%esi
ffffffff8137162a: e8 cl cc 00 00 call ffffffff8137e2f@ <__kmalloc_node>
< .. snip .. >
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Mitigation Cost - Maintenance

# capsh —-secbits=$((1 << 8)) --drop=cap_sys_rawio —— \
—c 'unshare -r grep Cap /proc/self/status'

CapInh: 0000000000000000

CapPrm: 000001fffffdffff

CapEff: 000001fffffdffff
CapBnd: 000001fffffdffff
CapAmb: 0000000000000000
CapUNs: 000001fffffdffff
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Security Subsidies

In contrast to Patch Rewards, which reward proactive security
improvements after the work has been completed, Open Source
Security Subsidies offer upfront financial support to provide an
additional resource for open source developers to prioritize security

work.

For example, if you are a small open source project and you want to

improve security, but don't have the necessary resources, an Open

Source Security Subsidy can help you acquire additional development
capacity.

For more details on in-scope projects and our expectations, see the

information on this page and the program rules.

https://bughunters.google.com/open-source-security/security-grants

Patch Rewards N\

Through the Patch Rewards program, you can claim rewards for
proactive improvements you've made to security in open source

projects.

Any patch (typically a merged GitHub pull request) that you can
demonstrate to have improved the security of an in-scope project will

be considered for a reward.

For more details on in-scope projects and qualifying submissions, see - .

the information on this page and the program rules.

Mitigations!

https://bughunters.google.com/open-source-security/ pc'rch-rewa}fcljﬁs




e Lots of kernel vuins

o Tons of CVEs
o Hard to keep up-to-date
o Open-sourced LPE exploit for every kernel version in KCTF/kernelCTF

e Making exploitation harder is expensive

o Mitigations are not perfect
o Mitigations are expensive

e We are trying to help find the right balance

o We need your help
m  Write Exploits
m  Write Mitigations







