
Securing build platforms
Linux Plumbers Conference 2023

Build Micro Conference
Joshua Lock

Verizon



Build platform?

System that allows tenants 
to run builds. Technically, 
it is the transitive closure 
of software and services 
that must be trusted to 
faithfully execute the 
build. It includes software, 
hardware, people, and 
organizations.



Motivation



Open source is built on trust

source + recipe + builder = artefact

⇒ artefact produced from expected/canonical source 
repository

⇒ artefact produced using expected recipe

⇒ artefact produced on expected/trusted builder



but, attackers are inside the network…













What to do?



Prior art



Adjacent spaces





Linux distributions too





SLSA
Supply-chain Levels for Software Artifacts



Generalise(BinAuthBorg) → SLSA



Key components of a SLSA architecture

Ecosystem adoption:

● Trusted platform(s)
○ Provenance generation
○ Isolation strength

● Expectations: TOFU, producer-defined, defined in source 
(i.e. Go), <your idea here>

● Verification: at registry/repository admission, at 
install/deploy, <your idea here>



Yocto Project build platform

Upstream 
sources

yocto-autobuilder-
helper

oe-core + 
addl layers

yocto-autobuilder2

sstate



SLSA for Yocto Project build platform

SLSA Build L1:

● Generate provenance as a buildbot plugin

SLSA Build L2:

● Sign generated provenance
● Attacks like CodeCov and Webmin are detectable 🎉
SLSA Build L3+

● TBD



References
● Binary authorization for Borg: 

https://cloud.google.com/docs/security/binary-authorization-for-bor
g 

● Supply-chain Levels for Software Artifacts (SLSA): 
https://slsa.dev/ 

● npm provenance announcement: 
https://github.blog/2023-04-19-introducing-npm-package-provenance/ 

● Homebrew + SLSA: 
https://blog.trailofbits.com/2023/11/06/adding-build-provenance-to-
homebrew/ 

● Software supply chain security @ SUSE: 
https://documentation.suse.com/sbp/server-linux/html/SBP-SLSA4/inde
x.html 

● Flatcar supply chain security + SLSA: 
https://www.flatcar.org/docs/latest/reference/supply-chain/
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Keeping the conversation going

OpenSSF Securing Software Repositories WG (https://repos.openssf.org/)

● Build Provenance for All Package Registries: 
https://repos.openssf.org/build-provenance-for-all-package-registries 

● Build Provenance and Code-signing for Homebrew: 
https://repos.openssf.org/proposals/build-provenance-and-code-signing-fo
r-homebrew 

OpenSSF Supply Chain Integrity WG 
(https://github.com/ossf/wg-supply-chain-integrity) 
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