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Understanding Why Your Endpoint is Slow
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Understanding Why Your Endpoint is Slow
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Great, now what?
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The Horsemen of High Latency
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Linux bcc/BPF Tracing Tools

opensnoop statsnoop

ucalls uflow
uobjnew ustat

c* java* node* php*
python* ruby*

mysqld_gslower
dbstat dbslower

gethostlatency

syncsnoop bashreadline memleak
uthreads ugc l / sslsniff
filetop \
A filelife fileslower . + / syscount
vfscount vEsstat Applications killsnoop
cachestat cachetop Runtimes execsnoop
destat dcsnoop exitsnoop
mount snoop ’ System Libraies % pidpersec
cpudist cpuwalk
trace » runglat runglen
argdist \ System Call Interface e rungslower
funccount ~ ¢ / cpuunclaimed
iuncilzwer VFS * Sockets - deadlock
s::gk:osﬁzy Scheduler offcputime wakeuptime
profile lp- File Systems TCP/UDP A <— offwaketime softirgs
: slabratetop
gtrgsdi“ Volume Manager / IP Virtual «f——— oomkill memleak
risslower - shmsnoop drsnoop
ext4dist extdslower 7 . ; Memory
nfsslower nfsdist 4 Block Device Net Device hardirgs
xfsslower xfsdist <« criticalstat
zfsslower i i ttysnoo
| By / / Device Drivers y P
mdflush biotop biosnoop tcptop tcplife tcptracer
Other: biolatency bitesize tipcom:__ect tctpacriipt ttctpco‘;mlat llestat |CPUs
: cpretrans tcpsubnet tcpdrop >
capable sofdsnoop tcpstates

https://github.com/iovisor/bcc#tools 2019



Usual Tracing
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Xprobe’s Kernel-informed Tracing
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Xprobe’s Kernel-informed Tracing

Before: After:
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Generalized Xprobes
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Generalized Xprobes
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How to get all that information?

Kprobe®




How to get all that information?

Kprobe®

Can’t use Stack Trace!
No Begin/End Times



How to get all that information?

App Kernel
Events Events

Fn A
Uprobe @
En B PID
42
Fn C

Sched_switch

Kprobe®




How to get all that information?
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How to get all that informati
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Attribution Logic — ONCPU Time
Maps

Fn A Fn X
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Attribution Logic — ONCPU Time

Maps Events
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Attribution Logic — ONCPU Time
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Attribution Logic — ONCPU Time
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Attribution Logic — ONCPU Time
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Storing Logic Many Ways To Skin A...... What??
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Redis Benchmark (Memtier)
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https://github.com/RedisLabs/memtier benchmark
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https://github.com/RedisLabs/memtier_benchmark

Redis Benchmark (Memtier)
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Redis Benchmark
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Redis Benchmark
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Redis Benchmark

Takeaways

* TraceAllFuncs

* Tracing all ¥5700 Redis functions
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Redis Benchmark
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Redis Benchmark

Takeaways

* TraceAllFuncs

* Tracing all ¥5700 Redis functions is
undoable

* TracelFunc (siphash)

e Almost all performance hit from
uprobe

* InstaRet: Uprobe which retuns
immediately

* As expected, almost all performance
hit from uprobe trap

e Sampling cannot help us here
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The State of Xprobes

Functionality-wise:

We WANT the benefits of a fully eBPF solution
(i.e., using both kprobes for kernel events
and uprobes for userspace functions)

Dynamic (Re)instrumentation
“Safe” Code
Wide Observability Adoption



The State of Xprobes

Functionality-wise: Overhead-wise...

We WANT the benefits of a fully eBPF solution
(i.e., using both kprobes for kernel events
and uprobes for userspace functions)

Dynamic (Re)instrumentation

“Safe” Code “Pﬂﬂﬂ[' ,
Wide Observability Adoption W ..
> =

.

- \

*Screams*



What next?

CPU . \Function doing
Contention S More work

Improve uprobes or just not use them? What other horsemen did we miss?



What next?
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* Thank you! And please don’t hesitate to reach out!

e [cas@cmu.edu
e Theophilus@cmu.edu
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