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In large deployments, significant CPU cycles are used on encryption for transport security (QUIC, TLS, etc).
CPU crypto instructions and ‘look-a-side’accelerators can have significant performance penalties (memory
copies, cache pollution, etc).

NIC or Inline offload solves many of these problems and it leverages the natural memory copy into the NIC
to implement crypto-offload. Other protocols (kTLS, IPSec) have been successfully offloaded using this tech-
nique, it is time for QUIC to do the same.

This presentation will cover the software design (from userspace to hardware driver) for utilizing crypto
offload for QUIC packets using offload capable NIC implementations (including future Broadcom NICs). In
addition to covering the design and implementation of this infrastructure there will be discussion around the
performance benefits to this solution to those that want to utilize QUIC offload in their infrastructure.
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