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Debugging tools
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About Me

e Junior Software Engineer at Polar Signals .l...l.l....
e Open Source Maintainer .il .l.l .

o Parca and Parca-Agent
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e —

Sumera Priyadarsini

@svlfrena
@SumoOfShinovar
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https://www.parca.dev/
https://twitter.com/SumoOfShinovar
https://github.com/Sylfrena/
https://www.linkedin.com/in/sumera-priyadarsini
https://docs.google.com/file/d/1uast_0fOQkiaW-PfM0H-HmhjVLS2_0Fr/preview
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High Resolution Dynamic
Continuous Profiling




High Resolution Profiling

po r‘cq Profiles Targets Help 0.20.0 - Whatsnew? C)Star | GitHub -
Profile type Query Period
CPU Samples ° filter profiles... eg. node="test" P Last 15 minutes v Compare
4

CPU Cores
1%

1 '
PR — — e
a0 Value 0.6954
Total 133
Duration 10.07s
i Brollles O e At Nov 14, at 5:29:58 PM (UTC)
fggznsr;o: h:4(, :Tt :):19:55 PM (UTC) to Nov 14, at agent_revision="0b98a9252277eebb8f49c... ction > Preferences g2 Share profile = Download pprof &, Add panel +
‘ app_kubernetes_io_name="parca-erlang-...
Group Sort buildid="54533839046c37f4a4997e57e75I... e &
Function Name - Function © Show legend & Reset View Srole nemes fidiepode/ e

comm="beam.smp”~  compiler="GCC 10.2.1"
container="parca-erlang-example”
containerid="containerd://d1dd06{872...
e e o nercly

pid="3586621"

podf_lll Lo 3 B R 5 S lxpl.-c%...
pod_template_hash="c5667bc98"  ppid="3586546"
static="false”  stripped="false”

(9 Right click to add labels to query.
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v Q co Restart Required

C @ Q Search Google

High Resolution Profiling

@ B demo.parca.dev
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High Resolution Profiling

Merged Profiles Of Query
from Oct 1, at 11:11:32 PM (UTC) to Oct 11, at 11:26:32 Filter by function > Preferences g2 Share profile « Download pprof &, Add panel +
PM (UTC)
Columns Table °
Flat a Cumulative & Cumulative (%) & Name ¥
2} 13.52k 186.27% google.golang.org/grpc.getChainUnaryHandler.funcl
2} 12.7k 99.83% runtime.goexit
2} 6.77k 53.18% google.golang.org/grpc.(*Server).processUnaryRPC
%} 6.77k 53.18% google.golang.org/grpc.(*Server).handleStream
%] 6.77k 53.18% google.golang.org/grpc.(*Server).serveStreams.func1.1
(%] 6.76k 53.16% go.opentelemetry.io/contrib/instrumentation/google.golang.org/grpc/otelgrpc.UnaryServerInterceptor.funci
0 6.76k 53.16% google.golang.org/grpc.NewServer.chainUnaryServerInterceptors.chainUnaryInterceptors.funci
%] 6.76k 53.14% github.com/parca-dev/parca/pkg/server.(*Server).ListenAndServe.(*ServerMetrics).UnaryServerInterceptor.UnaryServerInterceptor.funci5
2} 6.76k 53.13% github.com/grpc-ecosystem/go-grpc-middleware/v2/interceptors/logging.UnaryServerInterceptor.UnaryServerInterceptor.func2
2} 6.52k 51.23% github.com/parca-dev/parca/pkg/query.(*ColumnQueryAPI).Query
2} 6.52k 51.23% github.com/parca-dev/parca/gen/proto/go/parca/query/vialphal._QueryService_Query_Handler.func1
2} 6.52k 51.23% github.com/parca-dev/parca/gen/proto/go/parca/query/vialphal._QueryService_Query_Handler
2} 5.42k 42 .59% github.com/parca-dev/parca/pkg/parcacol.(*Querier).QueryMerge
2} 5.42k 42 .59% github.com/parca-dev/parca/pkg/query.(*ColumnQueryAPI).selectMerge
1 5.41k 42.52% github.com/parca-dev/parca/pkg/parcacol.(*Querier).SymbolizeArrowRecord
44 3.28k 25.79% github.com/parca-dev/parca/pkg/parcacol.(*ProfileSymbolizer).resolveStacktracelLocations
5 2.99k 23.51% runtime.systemstack
0 2.95k 23.19% github.com/dgraph-io/badger/v4.(*DB).View
%] 2.52k 19.82% github.com/parca-dev/parca/pkg/metastore.(*BadgerMetastore).Stacktraces
(%] 2.52k 19.82% github.com/parca-dev/parca/pkg/metastore.(*InProcessClient).Stacktraces
4 2.49k 19.59% github.com/parca-dev/parca/pkg/metastore.(*BadgerMetastore).Stacktraces.funci
10 2.33k 18.33% github.com/dgraph-io/badger/v4.(*Txn).Get
%] 2.22k 17.44% runtime.gcBgMarkWorker
%] 2.21k 17.36% runtime.gcBgMarkWorker.func2
94 2.21k 17.34% runtime.gcDrain
13 2.15k 16.86% github.com/dgraph-io/badger/v4.(*DB).get
868 2.13k 16.74% runtime.scanobject
148 2.11k 16.58% github.com/parca-dev/parca/pkg/parcacol.BuildArrowLocations
%] 1 QQk 18 RR%  nnlann arnfvieunn/arrarnnn {(*Qrain) Ga funel
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eBPF Profilers:
Userspace and Kernelspace



Profilers for the cloud native environment

Discovery
mechanism for
the targets
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Profilers for the cloud native environment

Mechanism to
collect stack

Discovery

mechanism for
the targets

traces (kernel,
userspace)
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Profilers for the cloud native environment

Mechanism to
collect stack

Discovery

mechanism for = ' Profile formats
traces (kernel,

userspace)

the targets
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Profilers for the cloud native environment

Mechanism to

Discovery collect stack

Async

mechanism for = Profile formats 1 Ssymbolization &
traces (kernel,

userspace)

the targets visualization
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Profilers for the cloud native environment

: Mechanism to
Discovery
: collect stack :
mechanism for : 1 Profile formats
traces (kernel,
the targets
userspace)

Async

symbolization &
visualization

Icicle ¢

[kernelkallsyms] ¥ parca [ runtime [ Everything else

root

[parca] runtime.goexit

[parcal [par [par [ [par [parcal ki [ [parcal net/http.(*Server).Serve.func3 [parcal net/ [par [ [i [parcal [i

[parca] [par [par [| [par [parca] ki [} [parca] net/http.(*conn).serve [parca] net/ [par [i [1 [parca] [i

Iparca] net/ [par [1 [ [| [par [i
lparcal net/ [par [1 [1 [I [par [i
[parca] gith [par 1 I 0L [

[par [1 [par [par [| [par [parca] ri [} [parca] net/http.serverHandler.ServeHTTP

[par [1 [par [par [| [par [parca] ru [ [parca] net/http.HandlerFunc.ServeHTTP

[par [1 [par [par [| [par [parca] ru [| [parca] github.com/go-chi/cors.(*Cors).Handler.funcl

[par [1 [par [par [ [par [parca] ru [ [parca] golang.org/x/net/http2/h2c. (*h2cHandler).ServeHTTP [i [parca] gith [par Lo
[ 1 [ [par [par [1 [1 [1 [parcal ru [j [parca] golang.org/x/net/http2/h2c.h2cHandler.ServeHTTP [1 [parca] net. [par | [T
0 U O [par [par [} [1 [1 [1 [parca] [j [parca] [parca] net/http.HandlerFunc.ServeHTTP 1 [parca] net. [par
[ OO fear [par [} i O D [par [| [parca] github P 'Pkg ~grpct - func3 [1 [parca] net. [par
I W fpar [ 1 D I [par [} [parca] net/http.HandlerFunc.ServeHTTP [1 [parca] net. [par
Lon fpar T 11 01 1] [par [ [parcal github -( ).notFound [} [parca] net. [} [
Lon fpar [ L1 [ 0 [ Ui i [pareal github P -fal -funct [1 [parcal net. [
(G fpar [ 1 1 [ [ [1 [ [parca] github.com/go-chi/chi/v5. (*Mux).ServeHTTP [parca] net. [
Lo par [ [ 1 [ [i [1 [ [parca] net/http.HandlerFunc.ServeHTTP [parca] net. [
fpar [ 01 D1 [1 1 [ [parca] github.com/go-chi/chi/V5.(*Mux).routeHTTP-fm [ [parcal ne [
[ T I [1 1 [parca] github.com/go-chi/chi/v5.(*Mux).routeHTTP [1 [parca] 1
[ [

0o

nn [ 1 1 [parca] net/http.HandlerFunc.ServeHTTP [ [parca]
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Profilers for the cloud native environment

Discovery Mechanism to Async
mechanism for = collect stack - Profile formats - symbolization &
the targets traces visualization

- userpace

. -Kernelspace
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Userspace




Profilers for the cloud native environment

Discovery Mechanism to Async
mechanism for = collect stack - Profile formats - symbolization &
the targets traces visualization

- userpace

. -Kernelspace
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Userspace

e Discovery of targets
o pods
o binaries
e Debuginfo extraction
o can be uploaded separately
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Userspace

e Discovery of targets
e Debuginfo extraction
e Extract Unwind information fromm DWARF

O Executable Linkable format - ELF: For obj file, executable program, shared object etc
O DWARF- widely used debugging format: CIE - Common Information Entry

O  Tools to read ELF and/or DWARF information: readelf, objdump, elfutils, [lvm-dwarfdump

// UnwindTableRow represents a single row in the unwind table.
// x86_64: rip (instruction pointer register), rsp (stack pointer Fegister), rbp (base pointer/frame pointer register)
// aarch64: lr(link register), sp(stack pointer register), fp(frame pointer register)

Francisco Javier Honduvilla Coto, 13 months ago | 2 authors (Francisco Javier Honduvilla Coto and others)

type UnwindTableRow struct {
// The address of the machine instruction.
// Each row covers a range of machine instruction, from its address (Loc) to that of the row below.
Loc uint64
// CFA, the value of the stack pointer in the previous frame.
CFA frame.DWRule
// The value of the RBP register.
RBP frame.DWRule
// The value of the saved return address. This is not needed in x86_64 as it's part of the ABI but is necessary
// in armé4.
RA frame.DWRule

£\ Polar Signals
1 T




Userspace: DWARF Unwind Tables

// UnwindTableRow represents a single row in the unwind table.

// xX86_64: rip (instruction pointer register), rsp (stack pointer fegister), rbp (base pointer/frame pointer register)
// aarch64: 1r(link register), sp(stack pointer register), fp(frame pointer register)
Francisco Javier Honduvilla Coto, 13 months ago | 2 authors (Francisco Javier Honduvilla Coto and others)

type UnwindTableRow struct {
// The address of the machine instruction.
// Each row covers a range of machine instruction, from its address (Loc) to that of the row below.
Loc uint64
// CFA, the value of the stack pointer in the previous frame.
CFA frame.DWRule
// The value of the RBP register.
RBP frame.DWRule

// The value of the saved return address. This is not needed in x86_64 as it's part of the ABI but is necessary
// in armé64.
RA frame.DWRule

v // CompactUnwindTableRows encodes unwind information using 2x 64 bit words.
// 1lrOffset 1is the link register for armé64; it is initialized to @ for x86.

You, 3 months ago | 2 authors (You and others)

v type CompactUnwindTableRow struct {

pC uint64

lroffset int16 ac‘
cfaType uint8 mv

rbpType uint8 co ‘\‘\d ‘
cfaOffset intl6 \)‘\w

rbpOffset intl6

£\ Polar Signals



Userspace

e DWARF Information is included in (ELF) binaries
e Extract Unwind tables from DWARF info

=> Function start: 293c@, Function end: 29427

pc: 293c0O cfa_type: 2 rbp_type: cfa_offset: 8 rop_offset:
cfa_offset: 16 rop_offset:
cfa_offset: 32 rop_offset:
cfa_offset: 16 rop_offset:
cfa_offset: 8 rop_offset:

cfa_offset: 32 rop_offset:

pc: 293c5 cfa_type: rop_type:

pc: 293cb cfa_type: rop_type:

pc: 29409 cfa_type: rop_type:

S & © oo o o
e O © &© & e

2
2
pc: 29408 cfa_type: 2 rbp_type:
2
2

pc: 2940e cfa_type: rop_type:

compact unwind table snippet for "1libc on x86

£\ Polar Signals




=> Function start: 293c@, Function end: 29427
pc: 293cO cfa_type: 2 rbp_type: 0 cfa_offset: 8 rbp_offset: 0
pc: 293¢5 cfa_type: 2 rbp_type: 0 cfa_offset: 16 rbp_offset: 0 X86
pc: 293cb cfa_type: 2 rbp_type: @ cfa_offset: 32 rbp_offset: 0
pc: 29408 cfa_type: 2 rbp_type: @ cfa_offset: 16 rbp_offset: 0
pc: 29409 cfa_type: 2 rbp_type: 0 cfa_offset: 8 rbp_offset: 0
pc: 2940e cfa_type: 2 rbp_type: @ cfa_offset: 32 rbp_offset: 0
compact unwind table snippet for "1libc on x86

=> Function start: 26¢c00, Function end: 26c80
pc: 26c00 cfa_type: 2 rbp_type: @ cfa_offset: 0 rbp_offset: 0 lr_offset:
pc: 26c04 cfa_type: 2 rbp_type: 1 cfa_offset: 48 rbp_offset: —-48 1lr_offset:
pc: 26cl4 cfa_type: 2 rbp_type: 1 cfa_offset: 48 rbp_offset: -48 1lr_offset:
Aa rch64 pc: 26c6c cfa_type: 2 rbp_type: @ cfa_offset: 0 rbp_offset: 0 lr_offset:
pc: 26c70 cfa_type: 2 rbp_type: 1 cfa_offset: 48 rbp_offset: -48 lr_offset:
=> Function start: 26a00, Function end: 26alc
pc: 26a00 cfa_type: 2 rbp_type: @ cfa_offset: 0 rbp_offset: 0 lr_offset:
pc: 26a04 cfa_type: 2 rbp_type: 1 cfa_offset: 16 rbp_offset: -16 lr_offset:
compact unwind table snippet for "libc on Arm64

£\ Polar Signals
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Kernelspace




Communicating with Userspace

Userspace !
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Communicating with Userspace

r pythonPIDToProcessInfo *Libbpf.BPFMap
3 pythonVersionSpecificOffsets *xLlibbpf.BPFMap
pythonVersionToOffsetIndex mapl[stringluint32
mapsH
if er unwindShards *xlibbpf.BPFMap
r unwindTables xlibbpf.BPFMap
} programs *xLibbpf.BPFMap
m.pro processInfo xlibbpf.BPFMap
retur
} // Unwind stuff &
processCache kprocessCache
// writeU mappingInfoMemory profiler.EfficientBuffer

func (m *xMaps) writeUnwindTableRow(rowSlice xprofiler.EfficientBuffer, row unwind.CompactUnwindTableRow, arch elf.Machine) {
// .pcC
rowSlice.PutUint64(row.Pc())
if arch == elf.EM_AARCH64 <
// .lr_offset
rowSlice.PutIntl6(row.LrOffset())
}
// .cfa_type
rowSlice.PutUint8(row.CfaType())
// .rbp_type
rowSlice.PutUint8(row.RbpType())
// .cfa_offset
rowSlice.PutInt1l6(row.Cfa0Offset())
// .rbp_offset
rowSlice.PutIntl6(row.RbpOffset())

£\ Polar Signals




top of stack
stack pointer--—=> TR

Locals of Function 1

frome pointer-__—

Kernelspace:

Walking the Stacks

Ox00007fffffffde80 saved main's $xbp

Ox0000000060040112d resume al

OXxOPEE7fffffffde70 saved al's $rbp
Ox0000000000401121
OxO0007fffffffdeb0

OxO00000000060401115 resume cil

////////,,-9 Ox00007ftffffffdeb50 saved cl's $xbp
$rbp (Ox7fffffffded0) é//\\\\ POIGr Signqls

2




Stacktraces

bottom of the stock

high address 2
e What collecting stack traces reburn address (pe) S
involve - | °
e Kernel stacks stack pointer =
o Application stacks : E
e Direction of stack growth saved registers
e So what are stack pointers, — l"' Y -1
where do they come from PERCVRRATIER -
returm address (pc) -
X
Figure 3.3: Stack Frame with Base Pointer stack pointer
Position Contents Frame saved registers
8n+16(%rbp) | argument eightbyte n 1
e Previous local variables
16(%rbp) | argument eightbyte 0
8(%rbp) return address
@(%rbp) | previous %rbp value retum address (pe)
-8(%rbp) unspecified Current — {
O(%rsp) variable size v stack pointer
-128(%rsp) red zone ow address |
From: x86_64 ABI specification I\ Polar S|gnq|s



Userspace

=> Function start: 293c®, Function end:
293¢0 cfa_type:
293¢5 cfa_type:
293cb cfa_type:
29408 cfa_type:
29409 cfa_type:
2940e cfa_type:

pC:
pC:
pC:
pC:
pc:
pcC:

compact unwind table snippet

xX86

=> Function start: 26c00, Function end:

pG:
pes
pcs
pe:
pcs

26c00 cfa_type: 2
26c04 cfa_type: 2
26c14 cfa_type: 2
26coc cfa_type: 2
2

26c70 cfa_type:

=> Function start: 26a00,

pe:
pe:

26200 cfa_type: 2
26a04 cfa_type: 2

compact

29427

2 rbp_type: 0 cfa_offset: 8 rbp_offset: 0

2 rbp_type: 0 cfa_offset: 16 rbp_offset: 0

2 rbp_type: @ cfa_offset: 32 rbp_offset: 0

2 rbp_type: 0 cfa_offset: 16 rbp_offset: 0

2 rbp_type: 0 cfa_offset: 8 rbp_offset: 0

2 rbp_type: 0 cfa_offset: 32 rbp_offset: 0

for "libc" on x86
26¢80

rbp_type: @& cfa_offset: 0 rbp_offset: @ 1lr_offset:

rbp_type: 1 cfa_offset: 48 rbp_offset: -48 lr_offset:

rbp_type: 1 cfa_offset: 48 rbp_offset: -48 lr_offset:

rbp_type: @ cfa_offset: 0 rbp_offset: @ 1lr_offset:

rbp_type: 1 cfa_offset: 48 rbp_offset: -48 lr_offset:
Function end: 26a0c

rbp_type: @& cfa_offset: 0 rbp_offset: @ 1lr_offset:

rbp_type: 1 cfa_offset: 16 rbp_offset: -16 lr_offset:
unwind table snippet for "1libc" on Arm64

Aarch64

£\ Polar Signals
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DWARF Unwinding in x86

pcC:
pcC:
pc:
pc:
pc:
pcC:

293¢0
293¢5
293cb
29408
29409
2940e

cfa_type:
cfa_type:
cfa_type:
cfa_type:
cfa_type:
cfa_type:

N N N N N N

rbp_type:
rbp_type:
rbp_type:
rbp_type:
rbp_type:
rbp_type:

e & & & o o

compact unwind table snippet

cfa_offset:
cfa_offset:
cfa_offset:
cfa_offset:
cfa_offset:

cfa_offset:

for " libc

8
16
32
16
8
32

on x86

rbp_offset:
rbp_offset:
rbp_offset:
rbp_offset:
rbp_offset:
rbp_offset:

// HACK(javierhonduco): This is an architectural shortcut we can take. As we

// only support x86_64 at the minute, we can assume that the return address

// 1s *alwaysx 8 bytes ahead of the previous stack pointer.
#1f __TARGET_ARCH_x86

u64 previous_rip_addr = previous_rsp - 8;

int err = bpf_probe_read_user(&previous_rip, 8, (void x)(previous_rip_addr));
if (err < 0) {

LOG("\n[error] Failed to read previous rip with error: %d", err);

¥

LOG("\tprevious ip: %1llx (@ %11lx)", previous_rip, previous_rip_addr);

#endif

e & & & oo e

Unwind table in

xX86

£\ Polar Signals
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DWARF Unwinding in Aarch64

=> Function start: 26c00, Function end: 26c80
pc: 26c00 cfa_type: 2 rbp_type:

@ cfa_offset: 0 rbp_offset: 0 lr_offset: @

pc: 26c04 cfa_type: 2 rbp_type: 1 cfa_offset: 48 rbp_offset: —-48 1r_offset: -

pc: 26cl4 cfa_type: 2 rbp_type: 1 cfa_offset: 48 rbp_offset: —-48 1r_offset: - Aa rCh64
2 %)
2 1

pc: 26c6¢c cfa_type: cfa_offset: 0 rbp_offset: 0 lr_offset: @

cfa_offset: 48 rbp_offset: -48 lr_offset: -

rbp_type:
rbp_type:
=> Function start: 26a00, Function end: 26a0c

pc: 26c70 cfa_type:

pc: 26a00 cfa_type: 2 rbp_type: 0 cfa_offset: 0 rbp_offset: 0 lr_offset: @
pc: 26a04 cfa_type: 2 rbp_type: 1 cfa_offset: 16 rbp_offset: -16 1lr_offset: -

compact unwind table snippet for "~ libc® on Armé64

#if __ _TARGET_ARCH_arm64
// For the leaf frame, the saved pc/ip is always be stored in the link register 1
if (found_1lr_offset == 0) {
previous_rip = PT_REGS_RET(&ctx—>regs);
} else {
u64 previous_rip_addr = previous_rsp + found_1lr_offset;
int err = bpf_probe_read_user(&previous_rip, 8, (void x) (previous_rip_addr));

if (err < 0) {

LOG('"\n[error] Failed to read previous rip with error: %d", err);

}

LOG("\tprevious ip: %llx (@ %l1lx)", previous_rip, previous_rip_addr);

¥
#endif
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Parca Agent Language Support

Com piled L3 Nguages JIT (Just in Time Compiled) Languages
o C With Perf map or jitdump
C_|__|_ I/]//th o CH
@
'OO/f)t |/‘//Z‘h e Erlang
Qfcgy Oy . .
® Rust S, ) f/-a e JVM(with async-profiler)
Mea e Julia
® Go ° NodelS
e and more!

Interpreted Languages

e Python
e Ruby

£\ Polar Signals




Interpreted Languages: Python

~Fyevai_veclor
_PyEval_EvalFrame
_PyEval_EvalFrameDefault
_PyEval_Vector
_PyEval_EvalFrame
_PyEval_EvalFrameDefault
_PyObject_GetMethod
PyMethod_New
_PyObject_GC_New
gc_alloc
_PyObject_Malloc
pymalloc_alloc
Thread::_bootstrap
Thread::_bootstrap_inner
Thread::run

_worker

_Workitem::run

3n) £\ Polar Signals




Interpreted Languages: Ruby

Flter oy runcuon 2 rrererences o= uownioaa ppror v, AQQ paner -+
Group SOrt Icicle ©
Function Name Function © Show legend © Reset View
root
_libc_start_main_impl
_libc_start_call_main
main

ruby_run_node
rb_ec_exec_node
rb_vm_exec
vim_exec_core
vm_sendish
vm_call_cfunc_with_frame

range_each

range_each_fixnum_loop
rb_yield

rb_yield_0

vm_yield
invoke_block_from_c_bh

Showing 12,183 values.

© 2023 Polar Signals. All rights reserved. .- N O
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Parca Agent Language Support: JITed Runtimes and
StaCks // This implements a simple JIT for x86_64 with support for symbolizatio

// with perfmap. We don't use any JIT framework or assembler for the sak
// of simplicity.

EOPCg Targets  Help ) star 0170 - What's new?  GitHub &% -
// Some tools have heuristics to unwind the stack even

CRticamplosi s | FURE PROTAISs. : 0. iede=scasts A lostiomindtes ¥ // with frame pointers xandx unwind information omitted.
#define ENABLE_FRAME_POINTERS_IN_JIT true
// Amount of items to push into the stack to simulate a
// more realistic stack usage. Otherwise stack unwinding with
// frame pointers might work by accident.

I #define STACK_ITEMS 30

. int __attribute__((noinline)) aot_top() {
for (int i = 0; i < 1000; i++) {
}

- return 0;
- ly
17:40 |7:145 l7:|50

// ahead of time
int __attribute__((noinline)) aot2() { return aot_top(); }

- sk . int __attribute_ ((noinline)) aot1l() { return aot2(); }

Reset View Icicle ¢

int __attribute__((noinline)) aot() { return aotl(); }

1 [kernelkallsyms] [ basic-cpp-jit-no-fp  [1jit M libcso6 [ Everything else

void add_preamble(char xkxmem) {
if ( '"ENABLE_FRAME_POINTERS_IN_JIT) A{

- return;

}

*(*kmem)++ = 0x55; // push  %rbp
*(kmem)++ = 0x48; // mov %rsp,%rbp
*(*kmem)++ = 0x89;

Showing 16,700 values. *(kmem)++ = 0xe5; // < difference between this and 0xec?
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JITed Runtimes: Symbolising VSCode

B [eeersiboisyrs] Blcode B oriso BRE Bwcsod Jiegopiso000 Hwdisvise Jwgiv-2080072004 I ool [ Everything ehe

root

[irsa_de [arie drs we] __driDriverGatExtensions_ rink [labglin [Libglin-2 8. se 8. 7200 4] g sain_contest_dispateh

[irss dr. [iris _dri. so]@ucefnss [iris dr: [iris or: [1ibe. 50 [code] v8: isternal: SetwplsolateDelegoate Setuwpheny
[sraa de; [1ibs. s d) __sost [iraa dr: [1sbe. 50 [code] v8: internal: SetwplzoleteDelegate  Setiptenp

[1abe 90 8] start_thread
[code] +8. Lnternal : SeteplsolateDelegote  Setuphesy
|code] m [cote| vi: :internsl  SetwplsslateDelegete : Setighesp

[inernel salleyms] [iris de [{eernel [code] w8 isternal SetwplsolateDelegate Setuphess [coge] m [cose] lscaltimess [code] v  internal SeteplsolateDelegete  Setepresy
[[xernel xallsyms) [{nernel [code] mallinfo [cote] vB:  intersa [code] vi_inspecte [oode] » [code] v interna [code] v internal: SetwplsolateDelegate Setupsesy
[[nernel salluyms] [inernel [code] mallinfe [cote] vi. internal SetwlselateDeleg [cote] w8 intersa [cose] wv_run eote] m [cose] 8  interns [code] v internal  SeteplaclateDelegete  Setupress
[(nernel salleyms) [{nernel [code] mallinfe [cose] v internal SetwplsolateDeleg [code] vB:  intersa [cose] » [cose] w [code] & [cose] vi interna [code] o [code] v  internsl SetwplsolateDelegate  Setupheas
[[narned salluoyms) [Inernel [code] mallinfe [cote] L [cose] v8  intersal: Setupls [cose] 8 intersa [cote] w» [cose] ™ [code] m [cote] mallinfo  [code] = [code] mellinfe [code] v internel  SetepleoleteDelegete  Setuprens
[Ixernel walleyms] [{xernel [code] malliafe [code] vB:  interma [cose] m [cose] vB:  intermal Setupls [code] o [cote] » [cose] W [coge] »t [cose] sallinfo [code] mallinfe [code] v [code] mallinfe |cooe] v [code] vB  isternal  SetuplsolateDelegeate Setupresy
[(wernel xalloyms) [code) mallinfo  [code] vB: interma [cose] m [cose| vA: intermal: :Setupls [coge] m [cose] wi ooge] m [cose] sallinfo [coge] mallinfo  |code] wi [code] mallinfe  |code] m [code] localtimedd r
[[nernel [[rernel [code] mallinfe  [code] vB intersa [LISGLES [cose] vi.  interns [cose] m [cose] wi [eode] m [cose] & [cose] v [cose] v interna [cose] m [code] mallinfe  [cose] » [oode] localtisedd ¢
[oode) mallinfe  [cooe] v8: interma [LIMKES: [coge| sallinfo [oose] — [oode] ™ 110 . 50 [eode] w8  interns [code] w [code] mallinfe  [code] m [code] vA @ isternal ConcurrestMarking: PauseScope | ~Pauseioope
[code] mallinfo  [code] vh: intersa [LISGLES: [cose] ssllinfe [cose] -— [code] =~ [140¢. 50 [cote] w joode] = [code] mallinfe  [cote] m [code] vA: iaternal : Concurrentarking : Ren
[oode] vt [code] vi [code] cpoge: :tnte [Lidglap: [cose] mallinfo [cose] ™ _ [ooge] [[nernel [oose] wt [code] w1 [code] mallinfe  [code] m [code] vi:: istersal: ConcurrentMarking:  PauseScope : - ~Pauseloope
[oode) ™~ |tode] noge: :MakeC. [coge| sellinfo [coge] w - [coge)] w [{nernel [coge] w |coge] v [code) mallinfe [cose] L
[code] = {code] node: Callh {code] mallinfe [cate] w — [oode) w [{nernel [oote] w [code] i [code] mallinfe  [cose] L
oode) ™ [cooe| w8 Function [cose] ™ [cose ] n— |(nernel [cooe] ™ code] 1 (oode) mallinfe  [coge] v
[onde) = [coge] v: interna [vote] = (cose] w [yitiesst |(xernet (oote] w [weoe] 1 [oode] v8: interns |cooe] vi
loode] ™ [cose] v8: :intersa lcose] m [tlees [jithees |{hernel [cose] v lcade] v [code] mallinfe  |cose] Wi
(onse) = (33 10usstonreeses fcose] = [astlons (sscjonm [sermer (130c.s0 lente) o (cuse] mattsnte ik
[code] ™ ” {cote] ™ —— | {nernel [1ive o0 lesde] vt [code] mallinfe ~
(cose) = Itiomsstammiorsn feose] (el [sseimest nernet (Iverne1 lcode) vt (code) mitsate [3EehONSt
(cose] = Tyselonsstanrons feose] = (tions (yseioem {serret ([sermed Icnte] o (onte] mmitinfe  [gtIORSE
loode) w 33t )enSEanttal s lcose] ™ [at)ees [yit)eest [[wernel [ nernel lcode] vi [oode] mallinfe  [Jat)esst
(cose) = [3stionsstanerioe (sl (rsejonst I{nernet ([vermed (cote] = Lastionst
[code) ™ {cose] v [{nernel [ [nernel [oode) ™
ooty = taom
113010080 aet100ss: [ (wornet [ barnel Trsjenst
[13t)0a55f 00010008 | [nernet [ [nernel Insties
— [code] w [ [nwrnel [[sarne) -
s osstaninen by ——
133t]0usstasnisey. (cose] w Isejoust
I3se)outtfortticse fcote] w
Dyselost [yaejonse (cose) =
Ipnlenst [yaejense eote] =
Lnselost [yatjons: (cose] =
Isstjenst
Diseiest
Inejes
Isejons
=k
[eate] w
[coge] wi
[code] wi
[code] w
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How Compilers
affect Icicle Graphs:

e Bottom of the Stack In C++

e Correctly Profiling NodeJS the cool edition

e AMm | contained ?

24\ Polar Signals


https://github.com/parca-dev/parca-agent/blob/54434c02773a8a8463926f108f86ddff2ff78689/bpf/unwinders/native.bpf.c#L595C3-L604C39
https://www.polarsignals.com/blog/posts/2023/07/12/correctly-profiling-node-js-with-zero-instrumentation
https://github.com/javierhonduco/am-i-contained/

ouds and Kernels




Kernels in the Cloud

e GKE by Google Cloud
e Graviton by AWS

e Custom kernels

e Custom cloud kernels

... and others
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Kernels versions

Linux Kernel v5.3+ with

BTF we support

24\ Polar Signals



e Bad kernel bug causing a CPU

lockup in Linux Kernel >= v5.19 Kernels versions
&& < v6.1
m httvgs://github.com/garca—dev/garc we Prefer and

a-agent/issues/1675 recommend

e Fix backported to ~stable for 6.1

and 6.3 .
Linux Kernel >=v6.4

24\ Polar Signals


https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1033398
https://github.com/parca-dev/parca-agent/issues/1675
https://github.com/parca-dev/parca-agent/issues/1675
https://lore.kernel.org/bpf/20230118051443.78988-1-alexei.starovoitov@gmail.com/

BUT....

e Most OS Distros don’t update as frequently as upstream

e Custom kernels don't backport fixes

e Cloud providers largely use v5.xx and <v6.2x kernels
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Future Work




Future Roadmap

e | anguage Support
o JVM
o PHP
o LuadlT
o Python
e [mprove Memory Usage in the Agent
e More code coverage In Testing:
o Kernel tests with QEMU
o |Integration tests to ensure correctness
o Using ASAN and TSAN while developing
o Snapshot testing of the unwind tables

£\ Polar Signals




e https://www.polarsignals.com/blog/posts/2023/1

-armo4-with-ebpf-in-parca-agent

e https://www.polarsignals.com/blog/posts/2023/1

e https://www.polarsi nalscom bIo osts/2022/11

Resources

e https:/www.polarsignals.com/blo osts/2023/0
3/28/how-to-read-icicle-and-flame-graphs

e https:/wWww.polarsignals.com/blo osts/2022/0
1/13/fantastic-symbols-and-where-to-find-them

e https:/demo.parca.dev
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https://www.polarsignals.com/blog/posts/2023/10/17/profiling-arm64-with-ebpf-in-parca-agent
https://www.polarsignals.com/blog/posts/2023/10/17/profiling-arm64-with-ebpf-in-parca-agent
https://www.polarsignals.com/blog/posts/2023/10/04/profiling-python-and-ruby-with-ebpf
https://www.polarsignals.com/blog/posts/2023/10/04/profiling-python-and-ruby-with-ebpf
https://www.polarsignals.com/blog/posts/2022/11/29/dwarf-based-stack-walking-using-ebpf
https://www.polarsignals.com/blog/posts/2022/11/29/dwarf-based-stack-walking-using-ebpf
https://www.polarsignals.com/blog/posts/2023/03/28/how-to-read-icicle-and-flame-graphs/
https://www.polarsignals.com/blog/posts/2023/03/28/how-to-read-icicle-and-flame-graphs/
https://www.polarsignals.com/blog/posts/2022/01/13/fantastic-symbols-and-where-to-find-them/
https://www.polarsignals.com/blog/posts/2022/01/13/fantastic-symbols-and-where-to-find-them/
https://parca.dev

ﬁ | Richmond, VA | Nov. 13-15, 2023

Thank you for listening!
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