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What is Tetragon?



Tetragon - Security Observability & Runtime Enforcement

Why is it so powerful?
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Tetragon - Security Observability & Runtime Enforcement

Deep Visibility

Process executions & System call

activity

L3/L4 network connections
Data & File Access

Linux namespace changes
Linux capabilities & privilege
changes

CVE mitigations

SSH/bash capture and replay
L7 parsing with sockmap
DNS, HTTP, TLS, ...
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Core Tetragon Use Case

@ tenant-jobs > ®®® crawler-c57f9778c-wtchc

AR » :
1 init () api.twitter.com

443 TCP
945 containerd

24261 containerd-shim

an crawler :‘@ grrmaéjz6jeqy6cc.not-reverse-shell.com
1 node server.js @ 443/ ‘TCP
16 sh
16 . .
- elasticsearch.tenant-jobs.svc.cluster.local
18 curl 9200 TCP
20 curl

malicious-bucket.s3.amazonaws.com

80 TCP
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HTTP Observability
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Monitoring File Access

Sensitive File Open

Binaries (coreapi)

et -

2 ’

g /oinfls
[

]

2

8

S /binish
I

/usv/bin/vzl
0 10 20 30

Sensitive File Open (coreapi)
StartTime =
2021-11-22T18:37:33.639Z
2021-11-22T18:37:33.639Z
2021-11-22T18:37:33.639Z
2021-11-22T18:46:41.992Z

2021-11-22T718:52:04.182Z

letc/passwd (by SourcePod)

SourceNamespace

tenant-jobs
tenant-jobs
tenant-jobs
tenant-jobs

tenant-jobs

z00keeper

nginx
kafka

crawler

80

SourcePod *

coreapl

File Names (coreapi)

other (8)

tty

root/.ash_history

I count

etc/shadow

10

etc/profile

Sourcelmage *

quay.io/isovalent/jobs-app-coreapi:latest
quay.io/isovalent/jobs-app-coreapi:latest
quay.io/isovalent/jobs-app-coreapi:latest
quay. io/isovalent/jobs-app-coreapi:latest

quay.io/isovalent/jobs-app-coreapi: latest

/etc/passwd (by SourceBinary)

60

count

/bin/bash /bin/cat

ProcessBinary
/bin/sh
/bin/sh
/bin/sh

/bin/cat

Joinfls
ProcessBinary

Edit Export v

cmdline

etc

etc/group

etc/passwd

FileName count +

etc/passwd 6

opt/app 1

root/.ash_history 3

etc/shadow 1

etc/shadow 1
[1)2 3 4 5 6 7 8 9 Nexs»
I count

/bin/sh Justlbinivi
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Tetragon:
Trust Model



L7 Observability Hook Points
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L7 Observability Trust Model
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L7 Observability Viable Hook Points

‘___-_-——_BPF__-——_-_—; Library
. uprobes
Pod Sidecar m Container
IPTables
Pod Network NS netdevice
~ > Netdevice
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1
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|
BPF
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L7 BPF
Sockmap + Sockops

sockets
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L7 Observability
SK_MSG, SockOps, Sockhash -



L7 Observability: sockops

switch (op) {
Application case BPF_SOCK_OPS_PASSIVE_ESTABLISHED CB:
case BPF_SOCK_OPS_ACTIVE_ESTABLISHED_ CB:
fd(socket) | if (family == AF_INET || family == AF_INET6)
enable_parser(skops);
break;
connect(fd, ...) default:
break;

}

[ sockops/tg_sockops }
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L7 Observability: sockops

(F =\

TLS HTTP Kafka
Parser Parser Parser
Application
fd(socket) | -
TelcoFoo FinanceFoo
connect(fd, ...) Parser Parser

[ sockops/tg_sockops ]7 \\ Parsers: sockhash + BPF sk_msg/verdict /
policy()

ISOVALENT




L7 Observability: sk_msg

Application

fd(socket) |

send(fd, ...)

[ sk_msg/tg_http }

@)

SK_MSG:

BPF socket hook operates after copy user to kernel space to
avoid TOCTTOU.

Before TCP/UDP/... stack so program “sees” data sqg list not
a packet or skb.

Helpers to drop, redirect, cork, skip data.

Supports sendpage maintaining TOCTTOU results in
overhead.
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L7 Observability: verdict

e \erdict:
Application o BPF socket hook operates after TCP stack and before copy
to user space.

fd(socket) |
o BPF program “sees” data in order and retransmits are
consumed by TCP stack.
recv(fd, ...)

o Helpers to drop, redirect

o Cork data can be done with parser program.
sk_msg/tg_http
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L7 HTTPS Observability
Use Cases



Kubernetes Data Exfiltration via token

SaaS Service

@twiio § s=  EEE
DATADOG

new account, malicious dev key: dedne782sfdewof

dev key: 87eff9f9583b1007ac13b0f79999ddds dev key: 87eff9f9583b1007ac13b0f70ea76342
dah A A dh ah «dah
Application Team Attacker Platform Team

Organization

e,

7~

Traffic is encrypted over TLS
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Kubernetes Data Exfiltration via token

Top URI (per workload)

/api/data/
/api/data/?contextKeys=accessories
Japi/data/?contextKeys=assembly
/api/data/?contextKevs=binoculars
Lamlldazal?comexiKevs:books

/api/data/?contextKeys=travel
/api/data?contextKeys=binoculars
/api/products/OPUKBVEEVO
/api/products/TYMWWN1IN4O
/api/products/2ZYFJ3GM2N

lapi/products/HQTGWGPNH4
/api/products/L9ECAV7KIM
/api/products/LS4PSXUNUM
/apl/Droduc(s/OLJCESPC?Z
1dations/?pro OPUKBVSEE...
1dations/?productlds=1YMWWN]...
1dation: / ult. ZZYFJ3GM

/anl/recommendanons/’nroductlds GEBZZMVV
api/r \dation: /7[) uctld -“ IQT8T0JO

dat / GP.
Iam/recommendamns/”urcducnds L9ECAV7KIM
D 1dations/?pro XUN...
/api 1dations/?pro OLJCESPC
Jgetauote
Isend_order_confirmation
eep-alive Keep-Alive:
timeout=5 Transfer-Encoding:
alue

Top URI (per workload)

otel-demo-checkoutservice .

otel-demo-emailservice

otel-demo-frontend

otel-demo-quoteservice

otel-demo-shippingservice

[ ]
L]
n

LLL UL L L LD DL LD LD LI LD LDl ]])

(Ll ] ]

1586
1475
87
21625

1585

Top URI (per binary)

/app/shippingservice

lusr/local/bin/node

Jusr/local/bin/php

Jusr/local/bin/python3.11

Jusr/local/bin/ruby

Jusr/src/app/checkoutservice

21625
1586
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Detecting Sensitive Data Patterns from HTTP body

Header

Src IP: 192.168.3.3
Src Port: 1231
Dest IP: 10.10.10.5
Dest Port: 80
Packet Size: 523Kb
FLAG: EST

Payload

| POST /store/public/payments/auth.go HTTP/1.1

\ Host: payment-service-backend:8080

Connection: Keep-alive
Accept-Encoding: identity

> Web Server Information

Content-Length: 208

Accept-Language: en-us; en; q=0.5

[User-Agent: go-request/2.28.1

Accept-Charset: ISO-8859-15, utf-8, q=0.7

User Information

[ Referer: http://localhost:8080/store/public/payments/auth.go

Content-Type: application/x-www-form-urlencoded

{name=buyer@example.com, credit_card_number=378282246310005,
expiry_date=08/29, CCV=334}

—r— Payload
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TLS/SSL Visibility

TLS SNI Names

E843B2300F3B7ADD4162A34015F90CD9.sk1.us-west-2.eks.amazonaw
qithub.com
helm.isovalent.com

objects.aithubusercontent.com
aithub-releases.aithubusercontent.com
aws.aithub.io

quay.io
isovalent-logs-alpo-2.s3.us-west-2.amazonaws.com
raw.aithubusercontent.com
autoscaling.us-west-2.amazonaws.com
bitnami-labs.aithub.io

kubernetes-sias.aithub.io

\ !
" AR A

E843B2300F3B7ADD4162A34015F90CD9.sk1.us-west-2.eks.amazonaw

— autoscaling.us-west-2.amazonaws.com

TLS Handshakes

— aws.github.io

bitnami-labs.github.io

ec2.us-west-2.amazonaws.com elasticloadbalancing.us-west-2.amazonaws.com

— github-releases.githubusercontent.com

github.com

helm.isovalent.com

— api.snapcraft.io

dev-64187274.okta.com
ghcer.io
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L7 Observability
How TLS breaks Observability?



L7 Observability:
Encryption Enabled




L7 Observability With Encryption

1. Don’t encrypt
2. Uprobes
3. TLS termination

4. KTLS + BPF

[not a viable Security model]
[not a viable Security model]
[certificate orchestration & consolidation]

[requires openssl3, currently in Beta]
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L7 Observability: TLS Termination

curl https://ebpf.io:
1. curl: openssl encrypt HTTP Request
a. Initiate TLS normally
2. curl: sendmsg HTTPS Request
3. Pod Networking Sends PKT(s)
4.  Host Networking Redirects to Host Proxy
5. Host Proxy observes HTTPS Request

a. TLS Terminate
b. Observe
c. TLS Origination

Pod Sidecar

Pod Network NS

]

______ BPF________—\v Library
m f Container UERELE
IPTables
netdevice

~=> Netdevice i
IPTables

@
-—— e e - ) - - - -
M

____________
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L7 Observability: TLS Termination

Mgmt. Host

openssl| req x509 ... —’[ myCA.crt

openssl genrsa....

openssl req x50 .... ===

= | internal-swapi.key
internal-swapi.crt

)

[ ca-certificates.crt ]

[ K8s Secret: “swapi-tls-d

ata” ]

\

] kubectl cp

kubectl cp

Jusr/local/share/ca-

certificates/myCA.crt J m

libopenssl
Jetc/ssl/certs/ca-
\certificates.crt

“Mediabot” Pod

O i 1: )
gg8cilium

K8s API

A

y

Server

[ K8s Secret: “tls-orig-data”

]
J

TLS Termination

K8s
Worker
Node

HTTP Policy +
Visibilit

S

TLS Origination

i

https://www.swapi.co
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L7 Observability: TLS Termination

curl http://ebpf.io:

1.

curl: openssl encrypt HTTP Request
a. Initiate TLS normally

curl: sendmsg HTTPS Request

Pod Networking Sends PKT(s)

Host Networking Redirects to Host Proxy

Host Proxy observes HTTPS Request
a. TLS Terminate

b. Observe
c. TLS Origination

Drawbacks
e Multiple encrypts/decrypt
e CNI routing integration
e Certificate injection
e DNS parser/integration
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L7 Observability
KTLS



L7 Observability: sockops

openssl|3
- switch (op) {

Application case BPF_SOCK_OPS_PASSIVE_ESTABLISHED CB:
case BPF_SOCK_OPS_ACTIVE_ESTABLISHED_ CB:
fd(socket) | if (family == AF_INET || family == AF_INET6)
enable_parser(skops);
break;
connect(fd, ...) default:
break;

}

[ sockops/tg_sockops }
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L7 Observability: sockops

openssl|3 TLS HTTP Kafka
___ » | Parser Parser Parser
Application
fd(socket) |
TelcoFoo FinanceFoo
connect(fd, ...) Parser Parser

[ sockops/tg_sockops ]7 \\ Parsers: sockhash + BPF sk_msg/verdict /
policy()
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L7 Observability: sockops

openssl|3 TLS HTTP Kafka
___ P | Parser Parser Parser
Application
fd(socket) |
TelcoFoo FinanceFoo
TLS handshake Parser Parser

[ sockops/tg_sockops ]7 \\ Parsers: sockhash + BPF sk_msg/verdict /
policy()
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L7 Observability: sockops

openssl|3 TLS HTTP Kafka
___ » | Parser Parser Parser
Application
fd(socket) |
TelcoFoo FinanceFoo
setsockopt(TLS) Parser Parser

[ sockops/tg_sockops ]7 \\ Parsers: sockhash + BPF sk_msg/verdict /
policy()
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L7 Observability: sockops

openssl|3
—
Application

fd(socket) |

setsockopt(TLS)

[ sockops/tg_sockops }

policy()

Note: As a policy engine we have an interesting
decision to make if the application does not use
KTLS. We decide to alert if no visibility is available,
but could drop traffic, sigkill application, freeze pod
and so forth.
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L7 Observability: sockops

openssl|3 TLS HTTP Kafka
N

Parser Parser Parser
Application
fd(socket) |
TelcoFoo FinanceFoo
send() Parser Parser

[ sockops/tg_sockops }

\\ Parsers: sockhash + BPF sk_msg/verdict /
policy()
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L7 Observability
With TLS Demo



kTLS: Demo

3" process /usr/local/bin/curl https://ebpf.io/tetragon
¥ connect /usr/local/bin/curl UDP 172.17.0.2:42938 => 8.8.8.8:53
2 dns  /usr/local/bin/curl [ebpf.io.] [A]
2 dns  /usr/local/bin/curl [ebpf.i0.] [AAAA]
2l dns  /usr/local/bin/curl NOERROR [ebpf.io.] [A] [104.198.14.52]
2 dns  /usr/local/bin/curl NOERROR [ebpf.io.] ] []
== socket /usr/local/bin/curl UDP 172.17.0.2:42938 => 8.8.8.8:53 tx 50 B rx 131 B
< close /usr/local/bin/curl UDP 172.17.0.2:42938 => 8.8.8.8:53 tx 50 B rx 131 B
¥~ connect /usr/local/bin/curl TCP 172.17.0.2:60066 => 104.198.14.52:443 [ebpf.i0.]
¢ tls  /usr/local/bin/curl 104.198.14.52:443 ebpf.io TLS1.3 TLS_AES 128 GCM_SHA256
© http  /usr/local/bin/curl ebpf.io GET /tetragon
~ close /usr/local/bin/curl TCP 172.17.0.2:60066 => 104.198.14.52:443 [ebpf.i0.] tx 706 B rx 226 kB
3% exit  /usr/local/bin/curl https://ebpf.io/tetragon 0
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L7 Observability
Limitations



Limitations and Critics

e BPF programs only have bounded loops!
BPF must terminate!

o This is a feature. Have you ever wanted your parser to run forever?
e The header limits must be so small. Not good enough for a real parser.

o Apache: Max headers: 100 Max header size 8kB (defaults)
o BPF: Max headers: 120 max Headers size 1k (defaults) [120kB!?!]

Problematic error when set to 8k:
“The sequence of 8193 jumps is too complex”

Could use bpf _loop and others, haven't tried yet.
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Whats Next



Sockmap, SK_MSG, Verdict

e Parser, open bug incorrect wakeup logic.

e Sockmap management and sizing is annoying

(@)

Separate psock from map its not necessary

e We only test TCP at the moment

(@)

O

(@)

(@)

nginx and apache test suites (bpf-next, LTS)
set of tcpreplay like http request/reply (bpf-next, LTS)
Multiple tetragon test suites (bpf-next, LTS)

veristat run on LTS kernels (missing bpf-next at the moment)

e Make Testing available as much as possible

e Benchmark, likely low hanging fruit.
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KTLS

Openssl 3.0 Required
o TBD: Golang, Java, Python, Boring TLS(?)
o TLS 1.3 Testing needed

e Rolling out to internal cluster now
e Support in Cilium for KTLS (including DTLS)
e Benchmarking needed to confirm results (teaser for next talk)

e Move KTLS + HTTP testing on par with just HTTP
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Parsers

e Regex Payload parser

o Do we need a kfunc or open coded?

o We don't need a full regex basic foo*.[io,com,org]/*/[1..10]/*/bar/*
e Increase Header Size to 8kB. (bpf_loop?)
e Http2 parser, early prototype exists.

e How to handle existing sessions?
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Thank you! Q&A

¢ cilium/tetragon
¥ @ciliumproject
&: cilium.io

Email:
john.fastabend@gmail.com

/~ oOo john@isovalent.com
“ ooe Slack:

@jrfastab


https://twitter.com/isovalent
https://github.com/isovalent
https://isovalent.com/

