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Tools + Documentation help to
understand complex systems better

=STPA

-"'strace and csope-ferworkload-tracing

=ks-nav (graphicalrepresentation kernel.sources)
- feal-time analysis
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STPA HANDBOOK T
heoretic

NANCY G. LEVESON

JOHN P. THOMAS

MARCH 2018

se interested in using STPA on real systems. It is not meant
ndation, wl described elsewhere. Here our goal is to
arting out wit/ PA on a real project or to supplement other

materials in a class teaching STPA.

nalysis

https://psas.scripts.mit.edu/home/get_file.php?name=STPA handbook.pdf g E L ‘ SA
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STPA T Basics

Display backlight

§

0

§

o

O« O« O«

O«

Relatively new hazard analysis technique

Very complex systems can be analyzed
terative towards detailed design decisions
ncludes software and human operators
Provides documentation of system functionality
Can be easlily integrated into (model-based)
system engineering process
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STPA T Basics

Controller

Control Process
Algorithm Model

A

Control
Action Feedback

A 4

Controlled
Process

4 key elements

s Controller sends

s Control Action(s) to a

& Controlled Process which provides
s Feedback to a controller

A controlled process can be a controller.

Q: What can be unsafe control actions?
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STPA 1T In action (example for OpenAPS)
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STPA 1T In action (example for OpenAPS)

Level 2

Algorithm developer

Infrastructure developer

E-mail notifications

Questions!

3

E-mail notifications

)

1
]
Questions!
]
i
]
1

Human Operator

Install OS]

Install or
update
dependencies|

Specify and sel
up algorithm
and loop

Start
OpenAPS|

)

Report 1
operating!

Stop
OpenAPS|

data !

OpenAPS System
‘ Raspberry Pi OS

* Request lo *
[
'
[
[
[
[
[
'
'
'
'
I

5 Provide data
communicatel from other Stop

with other | devices OpenAPS
devices !

Command to Start

set up algonthm| OpenAPS|

OpenAPS Toolkit

Selup + Provide datal

Send ! algorithm ! from other Send
instruction Send and loop . ! devices Stop algorithm instruction
dala: Algorithm uulpul:

Update|

Algorithm

NightScout Insulin Pump
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Deeper level of analysis required workload tracing

System Call Frequency Linux Subsystem System Call Entry Point (API)
read 8 Filesystem sys_read()
write 11 Filesystem sys_write()

. close 41 Filesystem sys_close()

M al n tOO I S u Se d - stat 24 Filesystem sys_stat()

. fstat 2 Filesystem sys_fstat()
pread64 6 Filesystem sys_pread64()

6 St raC e access 1 Filesystem sys_access()
pipe 1 Filesystem Sys_pipe
dup2 24 Filesystem sys_dup2()

6 CS C O p e execve 1 Filesystem sys_execve()
fentl 26 Filesystem sys_fentl()
openat 14 Filesystem sys_openat()
rt_sigaction 7 Signal sys_rt_sigaction()
rt_sigreturn 38 Signal sys_rt_sigreturn()

. . clone 38 Process Mgmt. sys_clone()

Extract information: “ -

. mmap 7 Memory Mgmt. sys_mmap()
mprotect 8 Memory Mgmt. sys_mprotect()

6 Syste m Cal I munmap 1 Memory Mgmt. sys_munmap()
brk 3 Memory Mgmt. sys_brk()
getpid 1 Process Mgmt. sys_getpid()

s Frequency of call g : ST o i
getgid 1 Process Mgmt. sys_getaid()
geteuid 2 Process Mgmt. sys_geteuid()

6 I nVO IVe d S u bsyste m getegid 1 Process Mgmt. sys_geteqgid()
getppid 1 Process Mgmt. sys_getppid

. arch_prctl 2 Process Mgmt. sys_arch_prctl

s System Call Entry Point

BELISA
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https://github.com/elisa-tech/ELISA-White-Papers/blob/master/Processes/Discovering_Linux_kernel subsystems used by a workload.md
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Workload tracing documentation is mainlined.

F\ index : kernel/git/torvalds/linux.git
it

s Understanding system resource necessary to

build and run a workload Is important e
s Linux tracing and strace can be used to

discover the system resource in use by a

workload
s Additional tools (like perf, stress-ng, paxtest) &

can help to analyze performance and security
of the OS

s Credits to Shuah Khan & Shefali Sharma
for bringing it mainline
3z /Documentation/admin-quide/workload-tracing.rst g E U SA
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/Documentation/admin-guide/workload-tracing.rst

Dynamic tracing Is supported by Static Analysis Navigator (ks-nav tool)

O«

O«

O«

O«

O«

Supports the analysis
on code/kernel level
Graphical representation
of source code

Provides insights about
the Kernel construction

Is there a good place upstream?

Credits to Alessandro Carminati &
Maurizio Papini (both Red Hat)

THiff811ef103]fs/file t
teh([OxfITf811ef419]fs/file_tabl
0 uset([O\EfffffffBl203574]fs,’100t1 c

stack chk ﬁ)il([OxlefffS] 203729]f5,fi0(:l. .C
L om_user([Ox{fIf812031 7 |fs/ioctl.
cpu_preempt check[[(l\ftffffff&lleﬂJGthsfsupez
~this_cpu_preempt_check([Oxffffffff811efbb2]fs/super.
stack chk_fail([OxfFFFFFF8120 9.

__put_user_4([Oxffffffff8120351c|fs/ioctl.c:698),

__get user 4([Oxffffffff81203633]fs/ioctl.c:6
get user 4([Oxffffffff812036e9]fs/ioc
put_user 4([OxE81203715]fs/ioc

raw spin_lock([Oxffffffff8120364alfs/ioctl.c 53)
raw spin_unlos ([qurt'ffl'l'fm2036(:0](’-,,'1:;[ )

_ percpu_down_read([Oxffffffff811efbe5]fs/super. :

_ percpu_down_read([Oxffffffff811efbfb]fs/super.c: (340),

%86 indirect Lhnn]—: 1.1\(([0\rffITITf812()368(-]I's1‘|
_ x86_indirect_thu <81 203704 Ifsfioctl
\86 indirect_ thunk 18([0\ffffffff81199d25]fs,'open c: 309),

capable([0x[FfF812036dd]fs/ioctl.c:698),

preempt_count_add([Oxffffffff811efbal]fs/super.c:1648),
preempt_count_sub([Oxffffffff811efbc9]fs/super.c:

e — —
X86 ARCHITECTURE (32-BIT AND 64-BIT)

—
LOCKING PRIMITIVES
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https://github.com/elisa-tech/ks-nav

Use case centric vs. common/generic use of Linux (the core)

O«

(@4

(@4

Use cases bring a different point of view and
set context, but deal with similar problems

Requires deep dives

Deep dive from the past were e.g.:
3z PREEMPT_RT and how to not break it.

3z Real-time Linux analysis tool set.

All results should end up in upstream
documentation

Helps system integrators to build safe
software and improve Kernel quality

Important topics for potential deep-dives:

Synchronization / timing

Interrupt and exception management
Resource access management
Dynamic memory allocation

Inter process communication &

Inter processor communication
System initialization

Kernel configuration & trimming

O« O« O« 0O« O«

(@] (@]

BELIA
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Possible next documentation: Admin guide for PREEMPT_RT

§

6 PREEMPT_RT mostly upstream, but documentation on use can still be
Improved.

s Nothing available so far in the admin-guide kernel documentation.

6 Shuah Khan and Elana Copperman presented first results.

e

6 The Linux Features for Safety-Critical Systems (LFSCS) within ELISA is
looking for support by PREEMPT_RT users/experts to bring this forward!

BELIA
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Interaction with other communities (outside of ELISA)

Open source projects focusing on safety-critical analysis

Open source projects with safety-critical relevance
and comparable system architecture considerations

£ 2 SOAFEE (/\WJ

AUTOMILITIVE
GRADELINUX

Eclipse Software Defined Vehicle

Further community interactions

yocto - E SPDX iLinaro

PROJECT

\

GLFT &2dz KI gS |y |
apple and we exchange these apples
then you and I will still each have

But if you have an idea and | have ar
idea and we exchange these ideas,

then each of us will have 0N
o DS2NHS . S

BLLIDA

ENABLING LINUX IN SAFETY APPLICATIONS




SOAFEE Architecture Vision

QM/ASIL-B Service

Mixed Critical Orchestrator

. HAL
Platform Feature Discovery

Container runtime Container runtime

0S

Hypervisor

Firmware

High Compute CPU

= container = monolithic

QM/ASIL-B Service

HAL

Container runtime

QM/ASIL-B ASIL-D
Service Service

Hypervisor

Firmware

High Safety CPU

= optional

|
SOAFEE Framework

BELIA
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https://architecture.docs.soafee.io/en/latest/contents/architecture.html
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AMD

Static Partitioning with Xen, LinuxRT, and Zephyr:
a concrete end-to-end example O2240)

Stefano Stabellini e .=
Embedded Linux Conference 2022 E’.- : -_; ';: —,

Photo by Natalia Y. on Unsplash
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Content of the Xen end-to-end example

0

O«

Build a reference system with default tooling

]

]

Xen, Linux kernel & rootfs and Zephyr
Use ImageBuilder for bootable configuration

Xen Device Tree examples

ve guidance on f eat ur S s
Static partitioning

Device Assignment

CPU#0 CPU#1 CPU#2 CPU#3

Cache Coloring

Shared Memory and Event Channels

i BELIA
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Challenges

New hardware

O«

O«

Community support

OS distro

O«

Tools & CI

O«

O«

Proprietary drivers

O«

Images

SBOM
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Robert Bosch GmbH

Brings 30 years of experience at multiple
operating systems and at build & integration
systems. He provides trainings,
documentation and technical support to
various kind of Bosch users.

Sudip Mukherjee

O«

O«

Codethink

He has been a mainline kernel contributor
since 2014. Sudip is also a Debian

Developer and has worked in multiple
automotive projectsforCo d e t hclientk 0 s
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Major challenges during setup of XEN systems

0 Select target board with
3z Hardware support for XEN, especially SMMU controller
3  XEN community support
3 Documentation for build and setup

3 Licenses compliant to OSS project
Setup of Yocto build environment

O«

sz Amount of computer resources

3 Network and Host dependencies
Finding valid descriptions
Build image parts based on descriptions
Finding community support at occurring build problems

Understanding XEN setup and structure g E L ‘ SA
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Evaluated targets

6 Renesas RCAR 3.0 family
(' to Wiki of eLinux)

6 Xilinx Zyngmp and Ultrascale family
(link to product page)

+ XEN hardware support

+ Functional XEN systems (also graphic)

+ XEN hardware support
+ Functional XEN systems

+ Good documentation and open source support
of Xilinx

- Proprietary licenses for essential parts like
graphic

- Not available at standard market

- Graphic at Zcul02 atm not able to be handled by
XEN

- Zcul02 well supported, but additional complexity
due to FPGA programming

AMDA1

Static Partitioning with Xen, LinuxRT, and Zephyr: g ‘ ‘ ‘ : : A
a concrete end-to-end example

Stefano Stabelini

Embedded Linux Conference 2022
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https://elinux.org/R-Car/Boards/H3SK
https://www.xilinx.com/products/boards-and-kits/ek-u1-zcu102-g.html

Evaluated targets 1T cont.

0 Qemu systems for Xilinx
(' with some hints for setup with XEN at Xilinx boards)

+ XEN support
+ Functional XEN systems
+ no hardware needed

- Only for development, not for hardware related demo cases

O Raspberry Pi systems

- Hardware support not sufficient for security requirements of XEN

0 NXP i.mx8 systems

+ Good hardware support for hypervisor like XEN

BELIA
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https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/2552201222/Building+Xen+Hypervisor+with+PetaLinux+2022.2

Used hardware

0 Board ZCU102 (' - to description)
3 Reference manual (1)
z SD card 16GB for boot loader
3 USB Stick 16GB for demonstrator setup

3 USB-Ethernet-Adapter (DLINK)

0 Environment for setup
3 Local DHCP server (VM with system networkd)
3 Putty for serial console

3 USB Keyboard (for TTY console)

s HDMI screen QEUSA
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https://www.xilinx.com/products/boards-and-kits/ek-u1-zcu102-g.html
https://www.xilinx.com/support/documents/boards_and_kits/zcu102/ug1182-zcu102-eval-bd.pdf

Overview of the XEN example system

Build
sources

Local tools

SW parts

e

Hardware

Xilinx Yocto
2022.2 for XEN

BSP v2022.2 Zcu
102

Apertis Build

RCAR
demonstrator
(meta-xt-prod-
devel-rcar)

Building Xen
Hypervisor with
PetalLinux 2022.2

Local
network with

DHCP y

________________________

Bootloader

XEN system

Simple
Petalinux

Apertis

(Debian)

Zephyr

Demo setups

________________________

USB ethernet
adapter
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https://www.xilinx.com/products/boards-and-kits/ek-u1-zcu102-g.html
https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/1696137838/Building+Xen+Hypervisor+through+Yocto+Flow
https://www.xilinx.com/member/forms/download/xef.html?filename=xilinx-zcu102-v2023.1-05080224.bsp
https://github.com/xen-troops/meta-xt-prod-devel-rcar
https://www.apertis.org/guides/image_building/
https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/2552201222/Building+Xen+Hypervisor+with+PetaLinux+2022.2

External parts of system images

O«

Xen Hypervisor (1 for build description)
3z Image, ramdisk, device tree
3z Boot.bin
Petalinux (' for binaries from "BSP")
3 Image, ramdisk, (device tree: not used for XEN)
Zephyr (atm got from demo for Renesas RCAR, for build description)

O«

O«

3 Image
3 Configuration file for XEN
XEN configuration files (created on description at '111k)

O¢ O«

Apertis (Debian based, specific image, but general build instructions at |i11)
3 Image, ramdisk, (device tree: not used for XEN)
XEN image builder (1« for download and usage)

O«
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https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/1696137838/Building+Xen+Hypervisor+through+Yocto+Flow
https://www.xilinx.com/member/forms/download/xef.html?filename=xilinx-zcu102-v2023.1-05080224.bsp
https://github.com/xen-troops/meta-xt-prod-devel-rcar
https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/2552201222/Building+Xen+Hypervisor+with+PetaLinux+2022.2
https://www.apertis.org/guides/image_building/
https://gitlab.com/xen-project/imagebuilder

Cl enablement:

Build & packages

Artifacts download of recent images

Runs
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https://gitlab.com/elisa-tech/systems-wg-ci

