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pt_regs
the good, the bad and the ugly
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History
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In the beginning of time…
0.01 (1991)

Exceptions

https://elixir.bootlin.com/linux/0.01/source/kernel/system_call.s#L61
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PTrace
0.95 (1992)

Exceptions

PTrace

https://elixir.bootlin.com/linux/0.95/source/include/sys/ptrace.h
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KProbe
2.6.9 (2004)

Exceptions

KProbePTrace

https://github.com/jeffmahoney/linux-pre-git/commit/ad1fb0c375304479dcfc1555df85c883d3038094
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KRetprobe
2.6.13 (2005)

Exceptions

KProbe KRetprobePTrace

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=73649dab0fd524cb8545a8cb83c6eaf77b107105
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KRetprobe-booster
2.6.17 (2006)

Exceptions

KProbe KRetprobePTrace

Trampolines

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=c9becf58d935265919bf1cb348b2c04492c8949d


Proprietary + Confidential

FTrace
2.6.27 (2008), SAVE_REGS 3.6 (2012), ftrace_regs 5.11 (2021)

Exceptions

KProbe

Trampolines

FTraceKRetprobePTrace

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=16444a8a40d4c7b4f6de34af0cae1f76a4f6c901
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=08f6fba503111e0336f2b4d6915a4a18f9b60e51
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=d19ad0775dcd64b49eecf4fa79c17959ebfbd26b
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Tracepoints
2.6.28 (2008)

Exceptions

KProbe

Trampolines

FTraceKRetprobePTrace Tracepoint

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=97e1c18e8d17bd87e1e383b2e9d9fc740332c8e2
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U(ret)Probe
3.5 (2012)

Exceptions

KProbe

Trampolines

FTraceKRetprobePTrace TracepointUProbe

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=2b144498350860b6ee9dc57ff27a93ad488de5dc
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Rethook
5.18 (2022)

Exceptions

KProbe

Trampolines

FTraceKRetprobePTrace UProbe Rethook Tracepoint

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=f3a112c0c40dd96d53c8bdf3ea8d94d528f3b7b8
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FProbe
5.18 (2022)

Exceptions

KProbe

Trampolines

FTraceKRetprobePTrace UProbe

FProbe

Rethook Tracepoint

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=cad9931f64dc7f5dbdec12cae9f30063360f9855


Proprietary + Confidential

eBPF
4.0-now (2015, 2016, …)

Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

eBPF 
TP

eBPF 
Multi-kprobe

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=2541517c32be2531e0da59dfd7efc1ce844644f5
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9fd82b610ba3351f05a59c3e9117cfefe82f7751
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tracefs
2.6.31-now (2009, …)

Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

Trace 
kretprobe

Trace 
Uprobe

Trace 
KProbe

eBPF 
TP

Trace 
TP

Trace fprobe eBPF 
Multi-kprobe

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=413d37d1eb69c1765b9ace0a612dac9b6c990e66
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Perf
2.6.32-now (2009, …)

Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

Trace 
kretprobe

Trace 
Uprobe

Trace 
KProbe

eBPF 
TP

Trace 
TP

Trace fprobe eBPF 
Multi-kprobe

Perf 
events

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=e08d1c657f70bcaca11401cd6ac5c8fe59bd2bb7
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Problems
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we (incompletely) fill [pt_regs] with bogus values and 
cannot acquire some state reliably (e.g. PSTATE)

Mark Rutland

arm64 pt_regs from trampolines
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Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

Full pt_regs

Comes from an exception entry

Invalid pt_regs

Sparse or “made up” regs

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

Trace 
kretprobe

Trace 
Uprobe

Trace 
KProbe

No pt_regs

Other struct or no struct

eBPF 
TP

Trace 
TP

Perf 
events Trace fprobe eBPF 

Multi-kprobe
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Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

Trace 
kretprobe

Trace 
Uprobe

Trace 
KProbe

eBPF 
TP

Trace 
TP

pt_regs helpers

Perf 
events

Shared code

Trace fprobe eBPF 
Multi-kprobe
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Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

Trace 
kretprobe

Trace 
Uprobe

Trace 
KProbe

eBPF 
TP

Trace 
TP

user_mode(regs)

Perf 
events

Ex possible issue on arm64

Trace fprobe eBPF 
Multi-kprobe

https://lore.kernel.org/all/CABRcYmLcTBey7QY9Ln3aVvJPV7weeTR0FA6DOU3_QObuAM8_Zg@mail.gmail.com/
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Trace fprobe eBPF 
Multi-kprobe

Exceptions

KProbe

Trampolines

FTraceeBPF 
fentry/fexitKRetprobePTrace UProbe

FProbe

Rethook

eBPF 
KProbe

eBPF 
UProbe

eBPF 
KRetprobe

Tracepoint

Trace 
kretprobe

Trace 
Uprobe

Trace 
KProbe

eBPF 
TP

Trace 
TP

Perf 
events

Evolving APIs ?
eBPF programs context

Preferably stays a pt_regs to avoid programs rewrite

Conversions

Potentially expensive stack copies
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So what ?
03

¯\_ _/¯
?
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● Never save pt_regs in trampolines

● Avoid using pt_regs when possible

● Keep good documentation

● Be careful

Recommendations


