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BATCH ATTACHMENT

speed up attachment of bpf program
to multiple probes



BATCH ATTACHMENT

speed up attachment of bpf program
to multiple probes

register/unregister(bpf_program, ips, cookies)

bpf_program(ctx)

{
cookie = bpf_get_attach_cookie(ctx)
ip = bpf_get_func_ip(ctx)

err = get_func_arg(ctx, n, &value)
err = get_func_ret(ctx, &value)
cnt = get_func_arg_cnt(ctx)



BATCH ATTACHMENT

kprobes and bpf trampolines
started for trampolines, took kprobe detour



KPROBE

not multi attach friendly interface
probe anywhere

int register_kprobe(struct kprobe *p);

vold unregister_kprobe(struct kprobe *p);



KPROBE

not multi attach friendly interface
probe anywhere

int register_kprobe(struct kprobe *p);

vold unregister_kprobe(struct kprobe *p);

probe on function entry
ftrace based kprobes



<schedule>:
call <_ fentry_ > —
—» push  %rbp
push  %rbx
mov %Qs:0x1fed0, %rbx

struct ftrace_ops kprobe_ftrace_ops = {
.func = kprobe_ftrace_handler,
.flags = FTRACE_OPS_FL_SAVE_REGS,

Iy

v
void kprobe_ftrace_handler(unsigned long ip,

{

kprobe machinery calling pre_handler
and setting possible post_handler

1}



FPROBE

added by Masami Hiramatsu
based on ftrace

wrapper API for ftrace function tracer
multi ip attach friendly

ftrace does fast attach
and multiplexing

int register_fprobe(struct fprobe *fp, const char *filter, ...

int register_fprobe_ips(struct fprobe *fp, unsigned long *addrs, ...
int register_fprobe_syms(struct fprobe *fp, const char **syms, ...

int unregister_fprobe(struct fprobe *fp);



<*>:
call <_ fentry_ > —
—» push  %rbp
push  %rbx
mov %Qs:0x1fed0, %rbx

struct ftrace_ops fprobe.ops = {
.func = fprobe_handler,
.flags = FTRACE_OPS_FL_SAVE_REGS,

Iy

v
void fprobe_handler(unsigned long ip,

{

fprobe machinery calling entry_handler
and setting possible exit_handler

1}



KPROBE MULTI
bpf link
use fprobe as attach layer
provides user space interface



<*>:
call <_ fentry_ > —
—» push  %rbp
push  %rbx
mov %Qs:0x1fed0, %rbx

struct ftrace_ops fprobe.ops = {
.func = fprobe_handler,
.flags = FTRACE_OPS_FL_SAVE_REGS,

Iy

v
void fprobe_handler(unsigned long ip,

{
fprobe machinery calling entry_handler

and setting possible exit_handler
Y

void kprobe_multi_link_handler(struct fprobe *fp

{
calls BPF program

}




union bpf_attr {

struct { /* struct used by BPF_LINK_CREATE command */

struct {
__u32
__u32
__aligned_u64
__aligned_u64
__aligned_u64
} kprobe_multi;

b
Yo

flags;
cnt;
syms;
addrs;
cookies;

kernel

struct bpf_link_create_opts {

struct {
_u32 flags;
__u32 cnt;

const char **syms;

const unsigned long *addrs;

const _ _u64 *cookies;

} kprobe_multi;
}

libbpf

link_fd = bpf_link_create(prog_fd, 0, BPF_TRACE_KPROBE_MULTI, opts);



struct bpf_kprobe_multi_opts {
/* size of this struct, for forward/backward compatibility */

+i

size_t sz;

/* array of function symbols to attach */
const char **syms;

/* array of function addresses to attach */
const unsigned long *addrs;

/* array of user-provided values fetchable through bpf..

const _ u64 *cookies;

/* number of elements in syms/addrs/cookies arrays */
size_t cnt;

/* create return kprobes */

bool retprobe;

size_t :0;

link_fd = bpf_program__attach_kprobe_multi_opts(prog, '"sched_*"

, opts);



IT’S FAST :-)

# ./test_progs -n 86/8 -v

Loading bpf_testmod.ko...

Successfully loaded bpf_testmod.ko.
test_kprobe_multi_test:PASS: load_kallsyms O nsec
test_bench_attach:PASS:get_syms 0 nsec
test_bench_attach:PASS:kprobe_multi_empty__open_and_load 0 nsec
test_bench_attach:PASS:bpf_program__attach_kprobe_multi_opts 0 nsec
test_bench_attach: found 49893 functions

test_bench_attach: attached in 0.837s

test_bench_attach: detached 1in 0.353s

#86/8 kprobe_multi_test/bench_attach:0K

#86 kprobe_multi_test:0K

Summary: 1/1 PASSED, 0 SKIPPED, 0 FAILED

Successfully unloaded bpf_testmod.ko.



USERS

bpftrace

tetragon

https:/Igithub.com/cilium/ebpf/pull/716
https:/Igithub.com/cilium/tetragon/pull/79

retsnoop
probably others.. ;-)


https://github.com/cilium/ebpf/pull/716
https://github.com/cilium/tetragon/pull/79

TRAMPOLINE BATCH ATTACHMENT

fun..



TRAMPOLINE BATCH ATTACHMENT

helpers to get function arguments

ftrace direct interface to manage multiple ips at
once

mixing trampolines



TRAMPOLINE BATCH ATTACHMENT

helpers to get function arguments

ftrace direct interface to manage multiple ips at
once

4 mixing trampolines



HELPERS

long bpf_get_func_arg_cnt(void *ctx);

long bpf_get_func_arg(void *ctx, u32 n, u64 *value),
long bpf_get_func_ret(void *ctx, u64 *value);

ué4 bpf_get_func_ip(void *ctx);

ué4 bpf_get_attach_cookie(void *ctx);



FTRACE DIRECT API

int register_ftrace_direct(unsigned long ip, unsigned long addr);

int unregister_ftrace_direct(unsigned long ip, unsigned long addr);

int modify_ftrace_direct(unsigned long ip, unsigned long old_addr,
unsigned long new_addr);

<schedule>:

call <_ fentry > bpf_trampoline_image
push  %rbp B rap wrbp
push  %rbx bush b
mov %gs:0x1fed0, %rbx Mo rax, -oxi0(%rbp)
mov %edi, -0x8(%rbp)
Xor %edi, %edi

mov %rdi, -0x20(%rbp)
movabs $0xffffco0000a4fee0, %rdi

lea -0x20(%rbp),%rsi
call _ bpf_prog_enter
mov %rax, %rbx
test  %rax,%rax
je skip
lea -0x8(%rbp),%rdi
call bpf_prog

skip:
movabs $Oxffffco0000a4fee0, %rdi
mov %rbx, %rsi
lea -0x20(%rbp), %rdx
call _ _bpf_prog_exit
mov -0x8(%rbp), %edi
pop %rbx
leave

ret




FTRACE DIRECT API

int register_ftrace_direct(unsigned long ip, unsigned long addr);

int unregister_ftrace_direct(unsigned long ip, unsigned long addr);

int modify_ftrace_direct(unsigned long ip, unsigned long old_addr,
unsigned long new_addr);

<schedule>:

call <_ fentry > bpf_trampoline_image
push  %rbp B rap wrbp
push  %rbx FTRACE bush b
mov %gs:0x1fed0, %rbx Mo rax, -oxi0(%rbp)
mov %edi, -0x8(%rbp)
Xor %edi, %edi

mov %rdi, -0x20(%rbp)
movabs $0xffffco0000a4fee0, %rdi

lea -0x20(%rbp),%rsi
call _ bpf_prog_enter
mov %rax, %rbx
test  %rax,%rax
je skip
lea -0x8(%rbp),%rdi
call bpf_prog

skip:
movabs $Oxffffco0000a4fee0, %rdi
mov %rbx, %rsi
lea -0x20(%rbp), %rdx
call _ _bpf_prog_exit
mov -0x8(%rbp), %edi
pop %rbx
leave

ret




FTRACE DIRECT API

int
int
int

register_ftrace_direct(unsigned long ip, unsigned long addr);

unregister_ftrace_direct(unsigned long ip, unsigned long addr);

modify_ftrace_direct(unsigned long ip, unsigned long old_addr,
unsigned long new_addr);

int

int

int

int

int

register_ftrace_direct_multi(struct ftrace_ops *ops,
unsigned long addr);
unregister_ftrace_direct_multi(struct ftrace_ops *ops,
unsigned long addr);
modify ftrace_direct_multi(struct ftrace_ops *ops,
unsigned long addr);

ftrace_set_filter_ip(struct ftrace_ops *ops, unsigned long ip,
int remove, 1int reset);
ftrace_set_filter_ips(struct ftrace_ops *ops, unsigned long *ips,
unsigned int cnt, int remove, int reset);



MIXING TRAMPOLINES
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MIXING TRAMPOLINES
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™1
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func_9 func_9 func_9 func_9




MIXING TRAMPOLINES

<schedule>:
call
push
push
mov

<_ fentry_ >
%rop <«
%rbx

%gs:0x1fe00, %rbx

bpf_

P push

mov
sub
push
mov
mov
mov
xor
mov
movabs
lea
call
mov
test
je
lea
call

skip:
movabs
mov
lea
call
mov
pop
leave

ret

trampoline_image

%rbp

%rsp,%rbp

$0x20, %rsp

%rbx

$0Ox1, %eax

%rax, -0x10(%rbp)
%edi, -0x8(%rbp)
%edi, %edi

%rdi, -0x20(%rbp)
$OxFfffconneeasfoee, %rdi
-0x20(%rbp),%rsi
__bpf_prog_enter
%rax, %rbx

%rax, %rax

skip
-Ox8(%rbp),%rdi
bpf_prog

$OxFfffcon000asdfone, %rdi
%rbx, %rsi
-0x20(%rbp), %rdx
__bpf_prog_exit
-0x8(%rbp),%edi

%rbx




MIXING TRAMPOLINES

bpf_trampoline_image

P push  %rbp
mov %rsp,%rbp

sub $0x20, %rsp
push  %rbx

<schedule>: ) %E call bpf_prog_1
call <_ fentry_ > ta " call bpf_prog_2

push  %rbp <« o call bpf_prog_3

push  %rbx o call bpf_prog_4

je
mov %gsS :0x1fed0, %rbx catl
skip:
movabs

mov
lea

call Aibpf:progiéxit
mov -0x8(%rbp),%edi
pop %rbx

leave
ret




MIXING TRAMPOLINES

func_6 T™M1/P1




MIXING 2 MULTI TRAMPOLINES

T1/P2

T2/P1,P2

func_6 T™M1/P1

T3/P1 func_7




MIXING 3 MULTI TRAMPOLINES

T1/P2

T2/P1,P2

T3/P1,P2,P3

func_4

T4/P1,P3

func_5

TM3/P3
func_6 T

func 7

T5/P1

func_8

func_9

M1/P1




PATCHSETs
mixing multi/multi:

https://lore.kernel.org/bpf/20211118112455.475349-
1-jolsa@kernel.org/

mixing multi/single:

https:/llore.kernel.org/bpf/20220808140626.422731-
1-jolsa@kernel.org/


https://lore.kernel.org/bpf/20211118112455.475349-1-jolsa@kernel.org/
https://lore.kernel.org/bpf/20211118112455.475349-1-jolsa@kernel.org/
https://lore.kernel.org/bpf/20220808140626.422731-1-jolsa@kernel.org/
https://lore.kernel.org/bpf/20220808140626.422731-1-jolsa@kernel.org/

thanks, questions..
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