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syzkaller + syzbot

syzkaller:

● kernel fuzzer (randomized testing)
● executes infinite stream of random test programs
● code coverage-guided
● uses UAPI descriptions

syzbot:

● continuous builds
● bug reporting/tracking
● cause/fix bisection, patch testing
● dashboard

>5000 bugs reported

>3000 bugs fixed

>7000 LTS backports

https://github.com/google/syzkaller
https://github.com/google/syzkaller/blob/master/docs/syscall_descriptions.md
https://github.com/google/syzkaller/blob/master/docs/syzbot.md
https://lore.kernel.org/all/0000000000006886bd05e714ec18@google.com/
https://github.com/google/syzkaller/blob/master/docs/syzbot.md#bug-status-tracking
https://github.com/google/syzkaller/blob/master/docs/syzbot.md#testing-patches
https://syzkaller.appspot.com/upstream
https://syzkaller.appspot.com/upstream/fixed


syzkaller.appspot.com

https://syzkaller.appspot.com/upstream


Bug info

https://syzkaller.appspot.com/bug?id=345d17288acb20f42c7a83874b03d00dd662f8eb


Code coverage reports

https://syzkaller.appspot.com/upstream


Code coverage reports

https://storage.googleapis.com/syzkaller/cover/ci-upstream-linux-next-kasan-gce-root.html


Make your code well covered!
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● Test-ability:
○ user-space test
○ runs in VM
○ isolated/reproducible
○ automated
○ single kernel build

● Fuzz-ability:
○ hardened against "crazy" inputs
○ isolated/reproducible with random inputs
○ reasonably easy to generate inputs automatically
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STUB
● tun
● veth/vcan/vxcan
● macvtap/virt_wifi
● usb raw gadget
● vivid/vimc/vim2m

VMM

KUnit Platform Mock

● isolation
● reproducibility
● controllability
● cloud

syzkaller can run on 
your HW locally

https://kunit.dev/third_party/stable_kernel/docs/usage.html#platform-mocking


Stub pitfalls

● only 1 device (CONFIG_NFC_SIM)
● fixed number of devices (CONFIG_VIDEO_VIVID)
● sticky global devices (CONFIG_WWAN_HWSIM)
● only init_net (CONFIG_EQUALIZER, CONFIG_BT)
● chatty configuration via debugfs (CONFIG_NFC_SIM, CONFIG_GPIO_SIM)

https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/nfc/nfcsim.c#L445
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/media/test-drivers/vivid/vivid-core.c#L53
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/net/wwan/wwan_hwsim.c#L218
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/net/eql.c#L421
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/nfc/nfcsim.c#L376
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/gpio/gpio-sim.c#L1574


Stub pitfalls

● only 1 device (CONFIG_NFC_SIM)
● fixed number of devices (CONFIG_VIDEO_VIVID)
● sticky global devices (CONFIG_WWAN_HWSIM)
● only init_net (CONFIG_EQUALIZER, CONFIG_BT)
● chatty configuration via debugfs (CONFIG_NFC_SIM, CONFIG_GPIO_SIM)

Ideally:

● ioctl(/debugfs/your_sim, CREATE_STUB) -> (stub_fd, dev_fd)

https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/nfc/nfcsim.c#L445
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/media/test-drivers/vivid/vivid-core.c#L53
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/net/wwan/wwan_hwsim.c#L218
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/net/eql.c#L421
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/nfc/nfcsim.c#L376
https://elixir.bootlin.com/linux/v6.0-rc3/source/drivers/gpio/gpio-sim.c#L1574


Isolation, Reproducibility, Controllability, Automatability

● fresh transient instances (memfd_create() vs shmem id's)
● unreasonably restrictive assumptions (only init_net, only 1 instance)
● kill-ability (can't kill fuse)
● global settings (net.core.bpf_jit_enable)
● hardened against "crazy" inputs (user-space bugs! disabled in testing)

https://elixir.bootlin.com/linux/v5.19-rc1/source/fs/cachefiles/daemon.c#L99


WARN_ON

● do add WARN_ON for invariants/assumptions!
● allows to catch logical bugs (found >1000)
● good for documentation (you can trust!)
● CONFIG_FOO_DEBUG for expensive checks (VM_BUG_ON)
● document CONFIG_FOO_DEBUG (checks vs logging vs stubs)
● DO NOT use WARN_ON for bad inputs



UAPI descriptions (syzlang)

open(file ptr[in, filename], flags flags[open_flags], mode flags[open_mode]) fd

pipe(pipefd ptr[out, pipefd])

close(fd fd)

open_flags = O_WRONLY, O_RDWR, ...

pipefd {

rfd fd

wfd fd

}

https://github.com/google/syzkaller/blob/master/docs/syscall_descriptions.md


Stick to standard patterns!



Linked lists

struct v4l2_clip {

struct v4l2_rect        c;

struct v4l2_clip __user *next;

};



Compat handling
static int get_v4l2_window32(struct v4l2_window __user *p64,

     struct v4l2_window32 __user *p32,
     void __user *aux_buf, u32 aux_space)

{
struct v4l2_clip32 __user *uclips;
struct v4l2_clip __user *kclips;
compat_caddr_t p;
u32 clipcount;

if (!access_ok(p32, sizeof(*p32)) ||
    copy_in_user(&p64->w, &p32->w, sizeof(p32->w)) ||
    assign_in_user(&p64->field, &p32->field) ||
    assign_in_user(&p64->chromakey, &p32->chromakey) ||
    assign_in_user(&p64->global_alpha, &p32->global_alpha) ||
    get_user(clipcount, &p32->clipcount) ||
    put_user(clipcount, &p64->clipcount))

return -EFAULT;
if (clipcount > 2048)

return -EINVAL;
if (!clipcount)

return put_user(NULL, &p64->clips);

if (get_user(p, &p32->clips))
return -EFAULT;

uclips = compat_ptr(p);
if (aux_space < clipcount * sizeof(*kclips))

return -EFAULT;
kclips = aux_buf;
if (put_user(kclips, &p64->clips))

return -EFAULT;

while (clipcount--) {
if (copy_in_user(&kclips->c, &uclips->c, sizeof(uclips->c)))

return -EFAULT;
if (put_user(clipcount ? kclips + 1 : NULL, &kclips->next))

return -EFAULT;
uclips++;
kclips++;

}
return 0;

}

static int put_v4l2_window32(struct v4l2_window __user *p64,
     struct v4l2_window32 __user *p32)

{
struct v4l2_clip __user *kclips;
struct v4l2_clip32 __user *uclips;
compat_caddr_t p;
u32 clipcount;

if (copy_in_user(&p32->w, &p64->w, sizeof(p64->w)) ||
    assign_in_user(&p32->field, &p64->field) ||
    assign_in_user(&p32->chromakey, &p64->chromakey) ||
    assign_in_user(&p32->global_alpha, &p64->global_alpha) ||
    get_user(clipcount, &p64->clipcount) ||
    put_user(clipcount, &p32->clipcount))

return -EFAULT;
if (!clipcount)

return 0;

if (get_user(kclips, &p64->clips))
return -EFAULT;

if (get_user(p, &p32->clips))
return -EFAULT;

uclips = compat_ptr(p);
while (clipcount--) {

if (copy_in_user(&uclips->c, &kclips->c, sizeof(uclips->c)))
return -EFAULT;

uclips++;
kclips++;

}
return 0;

}



CVE-2017-13166

[PATCH] v4l2-compat-ioctl32.c: fix security bug in compat ioctl32

... the 64-bit ioctl expects all pointers to point to user 
space memory. As a workaround, set_fs(KERNEL_DS) is called 
to temporarily disable this extra safety check and allow 
kernel pointers. However, this might introduce a security 
vulnerability: The result of the 32-bit to 64-bit conversion 
is writeable by user space because the output buffer has 
been allocated via compat_alloc_user_space(). A malicious 
user space process could then manipulate pointers inside 
this output buffer, and due to the previous 
set_fs(KERNEL_DS) call, functions like get_user() or 
put_user() no longer prevent kernel memory access.

https://patchwork.kernel.org/project/linux-media/patch/20180130102701.13664-14-hverkuil@xs4all.nl/


User pointers as IDs

io_submit(..., struct iocb __user * iocbp);

io_cancel(..., struct iocb __user * iocbp);  // must match io_submit pointer



TODO: this sucks

SYSCALL_DEFINE3(io_cancel,..., obj,...) {
    ...
    spin_lock_irq(&ctx->ctx_lock);
    /* TODO: use a hash or array, this sucks. */
    list_for_each_entry(kiocb, &ctx->active_reqs, ki_list) {

    if (kiocb->ki_res.obj == obj)
    break;

    }
    spin_unlock_irq(&ctx->ctx_lock);

https://elixir.bootlin.com/linux/latest/ident/SYSCALL_DEFINE3
https://elixir.bootlin.com/linux/latest/ident/io_cancel
https://elixir.bootlin.com/linux/latest/ident/iocb
https://elixir.bootlin.com/linux/latest/ident/obj
https://elixir.bootlin.com/linux/latest/ident/spin_lock_irq
https://elixir.bootlin.com/linux/latest/ident/list_for_each_entry
https://elixir.bootlin.com/linux/latest/ident/kiocb
https://elixir.bootlin.com/linux/latest/ident/kiocb
https://elixir.bootlin.com/linux/latest/ident/obj
https://elixir.bootlin.com/linux/latest/ident/obj
https://elixir.bootlin.com/linux/latest/ident/spin_unlock_irq


Consistency

struct mif6ctl {

...

__u16  mif6c_pifi; /* the index of the physical IF */

...

};

...
dev = dev_get_by_index(net, vifc->mif6c_pifi);

Device index is __u32 everywhere else!

https://elixir.bootlin.com/linux/v6.0-rc3/source/include/uapi/linux/mroute6.h#L74
https://elixir.bootlin.com/linux/v5.19-rc1/C/ident/__u16
https://elixir.bootlin.com/linux/v5.19-rc1/C/ident/mif6c_pifi
https://elixir.bootlin.com/linux/v5.19-rc1/C/ident/dev_get_by_index
https://elixir.bootlin.com/linux/v5.19-rc1/C/ident/mif6c_pifi


NETFILTER

TL;DR; single blob in a very complex format:

● parallel arrays
● cross-references
● size of array with variable-size-elements
● derived info
● ...



NETFILTER

netfilter: add back stackpointer size checks
netfilter: x_tables: fix int overflow in xt_alloc_table_info()
netfilter: x_tables: avoid out-of-bounds reads in xt_request_find
netfilter: x_tables: initialise match/target check parameter struct
netfilter: x_tables: avoid stack-out-of-bounds read in xt_copy_counte
netfilter: x_tables: add and use xt_check_proc_name
netfilter: ebtables: CONFIG_COMPAT: don't trust userland offsets
netfilter: ebtables: handle string from userspace with care
netfilter: bridge: ebt_among: add missing match size checks
netfilter: bridge: ebt_among: add more missing match size checks
netfilter: x_tables: fix 4 pointer leaks to userspace
netfilter: ip_tables: fix infoleak to userspace
netfilter: arp_tables: fix infoleak to userspace
ipv4: netfilter: ip_tables: fix information leak to userland
ipv4: netfilter: arp_tables: fix information leak to userland
...



Human-oriented chatty protocols

Currently:

int fd1 = open("/dev/ptmx", O_RDWR);

int ptyno;

ioctl(fd1, TIOCGPTN, &ptyno);

char buf[128];

sprintf(buf, "/dev/pts/%d", ptyno);

int fd2 = open(buf, O_RDWR);



Human-oriented chatty protocols

Currently:

int fd1 = open("/dev/ptmx", O_RDWR);

int ptyno;

ioctl(fd1, TIOCGPTN, &ptyno);

char buf[128];

sprintf(buf, "/dev/pts/%d", ptyno);

int fd2 = open(buf, O_RDWR);

Ideally:

int fd1 = open("/dev/ptmx", O_RDWR);

int ptyfd[2]

ioctl(fd, TIOCGPTN, ptyfd);



UAPI

● stick to existing patterns
● be consistent with existing code
● don't use convoluted formats, derived info
● be nice to machines
● automatic interface extraction/inference
● write syzkaller descriptions with the code



Recap

● Allow testing in VMs
● Provide fresh transient instances
● Properly use WARN_ON
● Stick to standard UAPI patterns

matrix.lpc.events/#/room/#syzkaller:lpc.events



Thank you!

Q&A

Dmitry Vyukov, dvyukov@


