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Mitigating speculative execution attacks with ASI -
follow up

Tuesday, September 13, 2022 10:30 AM (30 minutes)

In this talk we will argue the case for adopting ASI in upstream Linux.

Speculative execution attacks, such as L1TF, MDS, LVI, (and many others) pose significant security risks to
hypervisors and VMs, from neighboring malicious VMs. The sheer number of proposed patches/fixes is quite
high, each with its own non-trivial impact on performance. A complete mitigation for these attacks requires
very frequent flushing of several buffers (L1D cache, load/store buffers, branch predictors, etc. etc.) and halting
of sibling cores. The performance cost of deploying these mitigations is unacceptable in realistic scenarios.

Two years ago, we presented Address Space Isolation (ASI) - a high-performance security-enhancing mecha-

nism to defeat these speculative attacks. We published a working proof of concept in https://lkml.org/lkml/2022/2/23/14.
ASI, in essence, is an alternative way to manage virtual memory for hypervisors, providing very strong secu-

rity guarantees at a minimal performance cost.

In the talk, we will discuss what new vulnerabilities have been discovered since our previous presentation,
what are the existing approaches, and their estimated costs. We will then present our performance estimation
of ASI, and argue that ASI can mitigate most of the speculative attacks as is, or by a small modification to ASI,
at an acceptable cost.
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