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Just a Top of Rack Switch (ToR)
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ToR + 2xPlanes
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ToR + 2xPlanes + ToR
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ToR + 4xPlanes + ToR
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Theory DC: Many-Many Paths

N_PLANES: Number of planes in DC;

N_X_SPINES: Number of super spines (X) in each plane;

• Inside ToR: 1

• Inside PoD: N_PLANES 

• Between PoDs: N_PLANES x N_X_SPINES



Real DC: Many-Many Paths

N_PLANES: Number of planes in DC; (8)

N_X_SPINES: Number of super spines (X) in each plane; (32)

• Inside ToR: 1

• Inside PoD: N_PLANES = 8

• Between PoDs: N_PLANES x N_X_SPINES = 256



𝑋11 is Broken 
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𝑋11 is Broken: No link, No Problem
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𝑋11 is Broken: Constant Loss  

𝑆22𝑆22𝑆21

𝑋22𝑋21

𝑆12𝑆12𝑆11

𝑋12𝑋11

𝑇𝑜𝑅1 𝑇𝑜𝑅2

Servers Servers

ℎ𝑎𝑠ℎ

𝑝𝑟𝑜𝑡𝑜
𝑠𝑟𝑐_𝑖𝑝
𝑑𝑠𝑡_𝑖𝑝

𝑠𝑟𝑐_𝑝𝑜𝑟𝑡
𝑑𝑠𝑡_𝑝𝑜𝑟𝑡



Unhappy TCP Flow
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RTO & SYN_RTO Timeouts
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The Old Way: Services

• Configure TCP options using sysctl;

• Configure application timeouts;

• TCP sessions reuse with software defined health checks;

• None of these methods are properly evaluated;



The Old Way: NOC



The Old Way: NOC

• Outage!

• Detection (1-5 minutes);

• Isolation (5-15 minutes);

Total: 5-20 minutes of service degradation.
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TCP RTO & skb->hash

skb->hashRTO

IP6 Flow Label 

GRE Encap: KEY

UDP Encap: SRC Port

IP6 Ecnap: Flow Label



net.ipv6.auto_flowlabels

0: automatic flow labels are completely disabled 

1: automatic flow labels are enabled by default, they can be disabled 
on a per socket basis using the IPV6_AUTOFLOWLABEL socket option

2: automatic flow labels are allowed, they may be enabled on a per 
socket basis using the IPV6_AUTOFLOWLABEL socket option 

3: automatic flow labels are enabled and enforced, they cannot be 
disabled by the socket option 

Default: 1



Unhappy TCP Flow Becomes Happier
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How to Reduce RTO Timeouts?



SYN_RTO is 
Different



Changing SYN RTO https://elixir.bootlin.com/linux/latest/source/samples/bpf/tcp_synrto_kern.c

https://elixir.bootlin.com/linux/latest/source/samples/bpf/tcp_synrto_kern.c


Evaluation: Without Flow Label

One of four ToR uplinks drops packets, significant service degradation

75%



Evaluation: Flow Label + eBPF

One of four ToR uplink drops packets, no effect on the service!

75%



Self-healing Datacenter: Cookbook

• Does it scale? Yes!

• Does it have many paths? Yes!

• Does it have fault tolerance? Use IPv6! Use flow label!

• How do I change RTO? eBPF is the answer!

• Without documentation!



Theory Internet: 
Many-Many Paths

Multihomed at the edge;

Multiple connections 
between peers;

Multiple connection with 
upstreams;



Real Internet: Many-Many Paths

Average number of best paths: 3.8

Maximum number of best paths: 44

>60% of prefixes have more then 1 path



A Real Outage





RTO & Anycast
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RTO & Anycast
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SYN RTO & Anycast
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SYN RTO & Anycast
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SYN RTO & Anycast
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SYN RTO & Anycast
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SYN RTO & Anycast
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Temporary Workaround



SRv6



Toward Correct Solution

• Holy war against ‘state’ at anycast services (L4 balancers!);

• Changing TCP behavior to safe mode;

• Keeping the knobs, we love knobs!



Flow Label: Safe Mode

Client – sends SYN, Server – responds with SYN&ACK

• In case of SYN_RTO or RTO events Server SHOULD recalculate its TCP 
socket hash, thus change Flow Label. This behavior MAY be switched 
on by default;

• In case of SYN_RTO or RTO events Client MAY recalculate its TCP 
socket hash, thus change Flow Label. This behavior MUST be switched 
off by default;
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Self-healing Datacenter: Cookbook

• Flow label provides is a way to ‘jump’ from a failing path;

• Already works in controlled environment;

• Can disrupt TCP connection with stateful anycast services;

• We need to change Linux defaults!

• This time we need to document it!

TCP


